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1
Discussion od PDU Set Information identification
The Evaluation and Conclusion draft contribution shared by the Rapporteur on the DISCUSSIONS reflector included the following evaluation regarding PDU Set information identification on UPF:

7.X.2.2 PDU Set Information identification on UPF and supported N6 protocol
The following methods are proposed to support PDU Set identification on UPF based on assumptions that different N6 protocols are used:

1.
Matching RTP/SRTP header and payload (RFC 3550/6184/7798/draft-ietf-avtcore-rtp-vvc/ draft-ietf-avtext-framemarking) as proposed in Sol# 7, 12, 14, 15, 16, 17, 18, 19, 24, 26 and 54.
2.
Defining/extending the current N6 protocols to carry related info from AS:
2.1
defining new 3GPP specific RTP extension header as proposed in Sol#8 and #58.
2.2
extending GTP-U protocol between AS and UPF as proposed in Sol#22.
2.3
extending HTTP header based on MASQUE tunneling between AS and UPF as proposed in Sol#8 and #58.
3.
By non-standardized UPF implementation mechanism, e.g., detection based on traffic characteristics, as proposed by Sol#7, 12, 17, 18, 20, 24 and 25.
Opiton#1 has less requirements on the application server by reusing existing IETF RFCs/drafts. As clarified in LS S4-221174, for real-time applications that require e2e latencies lower than 200ms, RTP-based protocols are recommended. 

Option#2.1 depends on the further confirmation from SA4 WG and whether this can be completed within Rel-18 timeline depends on SA4 progress. 

Option#2.2 requests the AS to support and establish the GTP-U connection via the pre-configured TEID info while the GTP-U protocol is defined and mainly used within 3GPP. 

Option#2.3 requests UPF to support HTTP MASQUE proxy and dynamically establish the tunnelling connection between UPF and AS. HTTP header needs to be extended to further support carrying the PDU Set information and whether 3GPP or IETF should define such extension is not clear. Furthermore, the packets need to be aggregated as a PDU Set granularity, further encapsulated into the HTTP Datagrams and sent to the co-located proxy at UPF for decapsulation, which introduces additional delay and also leads to the fragmentation issue.

Option#3 is up to the UPF implementation without need of standardization.
Based on the majority view expressed by individual companies, the Rapporteur proposes to move forward with Option 1, leaving the door open for support of additional options, as indicated in the following Editor’ note: 
Editor’s Note: Other N6 protocols, e.g. HTTP/MASQUE, GTP-U, IP/TCP/UDP options, carrying PDU Set information are FFS.

While we accept the majority’s view to progress Option 1 to normative stage, we argue that this solution is quite complex in that it needs to provide “PDU Set Identification” rules to the UPF that are: a) protocol-specific and b) require UPF to perform Deep Packet Inspection (DPI) that goes far beyond the traditional 5-tuple. The processing itself is much more than “pattern matching”, because the UPF needs to keep track of PDU Sequence Numbers and insert information like PDU Set size and/or start/stop markers in the GTP-U header on N3. 

Observation 1: Option 1 solutions are complex. They require DPI far beyond the traditional 5-tuple and the processing itself is not a simple pattern matching.
On the other hand, despite its complexity, Option 1 solutions may not work when the user traffic is SRTP encrypted in case the PDU Set identification is based on the NAL Unit header inspection. This is explicitly acknowledged in Sol #12 and Sol #24, as follows:
Clause 6.12.3.2.2
NOTE 1:
The mechanism described in this clause does not work with SRTP-based payload encryption.

Clause 6.12.3.2.4
NOTE 1:
The mechanism described in this clause does not work with SRTP-based payload encryption.

Clause 6.12.3.2.5
NOTE 1:
The mechanism described in this clause does not work with SRTP-based payload encryption.
Clause 6.24.3.2.1 (three times, Option 2, 5 and 6):
NOTE 1:
Option 2 depends on the readability of NALU header in RTP payload. If RTP payload is encrypted, e.g. SRTP is used, option 2 will not applicable.

NOTE 3:
Option#X depends on the readability of NALU header in RTP payload. If RTP payload is encrypted, e.g. SRTP is used, option#X will not be applicable.

NOTE:
Option#6 depends on the readability of NALU header in RTP payload. If RTP payload is encrypted, e.g. SRTP is used, option#6 will not be applicable.
Observation 2: Option 1 solutions do not solve the problem of PDU Set Identification in presence of SRTP encryption and NAL Unit headers.
In our view most of the XRM traffic will be encrypted e2e. Therefore, the 3GPP system should provide system support for all cases, including the case where the NAL Unit header is encrypted.
Observation 3: 3GPP should provide a solution for all scenarios, including the case where the NAL Unit header is encrypted.
Option 2 solutions are less processing-intensive because they push the burden of PDU Set identification to the Application Server (AS). The processing in the UPF then becomes a simple copy/paste of meta-information that is provided on N6 into the extended GTP-U header on N3/N9.
Observation 4: Option 2 solutions are less processing-intensive than Option 1 solutions, because they push the PDU Set identification burden towards the AS.
Among the Option 2 solutions on the table, there is one that comes for free: that is Option 2.2 relying on GTP-U encapsulation on N6. It comes for free because there seems to be a consensus that the conveyance of PDU Set information from the UPF to NG-RAN will require new GTP-U extensions. This means that a similar (and possibly identical) GTP-U extensions could be used on both sides of the UPF (i.e. on both N6 and N3/N9).

Observation 5: Option 2-2 solution based on GTP-U encapsulation on N6 comes “for free” because a similar (or identical) GTP-U header is used on both sides of the UPF (N3/N9 and N6).
As described in clause 6.22.2 (Solution #22) the use of GTP-U on N6 is already supported in the specification.

NOTE 2:
The use of GTP-U on N6 is already supported using the Traffic Steering functionality described in clause 5.4.8 of TS 29.244 [49]. Specifically, the Outer Header Creation IE (clause 8.2.56 of TS 29.244 [49]) and Outer Header Removal IE (clause 8.2.64 of TS 29.244 [49]) support the use of GTP-U.

Observation 6: The use of GTP-U on N6 is already supported in the specification. The only thing that is needed is the definition of the new extended GTP-U header (which is needed anyway to support meta-information on the N3/N9 side).
Proposal: Based on the discussion above it is proposed to conclude that 5GS shall support the use of GTP-U encapsulated N6 tunnels between the PSA and the XRM AS.
The exact information contained in the GTP-U header is out of the scope of this contribution.
2
Proposal

Observation 1: Option 1 solutions are complex. They require DPI far beyond the traditional 5-tuple and the processing itself is not a simple pattern matching.
Observation 2: Option 1 solutions do not solve the problem of PDU Set Identification in presence of SRTP encryption and NAL Unit headers.
Observation 3: 3GPP should provide a solution for all scenarios, including the case where the NAL Unit header is encrypted.
Observation 4: Option 2 solutions are less processing-intensive than Option 1 solutions, because they push the PDU Set identification burden towards the AS.
Observation 5: Option 2-2 solution based on GTP-U encapsulation on N6 comes “for free” because a similar (or identical) GTP-U header is used on both sides of the UPF (N3/N9 and N6).
Observation 6: The use of GTP-U on N6 is already supported in the specification. The only thing that is needed is the definition of the new extended GTP-U header (which is needed anyway to support meta-information on the N3/N9 side).
Proposal: Based on the discussion above it is proposed to conclude that 5GS shall support the use of GTP-U encapsulated N6 tunnels between the PSA and the XRM AS.

It is proposed to agree the proposed text for inclusion in TR 23.700-60.

*** BEGIN CHANGES ***

8
Conclusions

8.x
Conclusions for Key Issue #4 (PDU Set integrated packet handling) and Key Issue #5 (Differentiated PDU Set Handling)
8.X.2.2 PDU Set Information identification on UPF and supported N6 protocols
PSA UPF may identify the PDU Set based on instruction from SMF and packet header of N6 protocols:
************* the text below is to be inserted as additional conclusion in the Rapporteur’s conclusion paper ******
-  by reading the PDU Set Identification information included in the GTP-U header of DL packets arriving on N6.

Editor’s note: The exact information contained in the GTP-U extension headers on N6 is FFS and needs to be aligned with the information contained in the GTP-U extension headers on N3/N9 (refer to clause 8.X.2.2 Delivering PDU Set Information to RAN).
*** END CHANGES ***
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