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Abstract of the contribution: This paper discusses and proposes a way forward for secondary authentication & authorization for Layer-3 UE-to-Network relaying proposed by SA3.
1 Discussion
1.1 Background
In Rel-17, SA3 proposes to support Secondary Authentication & authorization for Layer-3 5G ProSe UE-to-Network Remote UE without N3IWF support, however, the related work was not possible to complete. Question was raised in SA2 on the use case. 
In Rel-18, SA3 proposes to continue the work, see TEI18 WID S3-222366 (included in SA3 LS S3-222434)

1.2 Observations 
1.2.1 From SA3 TEI18 WID
SA3 TEI18 WID S3-222366 includes the following:
3 Justification
…
Support for Prose Secondary Authentication is needed to enable a Remote UE to access a DN that requires a Secondary Authentication. A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC. Without the support for ProSe Secondary Authentication, when a Remote UE attempts to connect via a ProSe UE-to-Network Relay to a DN requiring the Secondary Authentication, it leads to one the following negative outcomes:
 -  the DN denies service to the Remote UE, as the DN may consider the Remote UE as an abnormal UE or 
 -  the Remote UE obtains unauthorized access to the DN and network resources without proper credentials/authorization. 
[Observation-1] The justification is based on text “A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC”.
[Observation-1a] Which of the following scenarios does “A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC” refer to? Scenario-1 or -2, or both?
Scenario-1: The same DN is accessed by a UE when being normal UE and when acting as a Layer-3 Remote UE? 
Scenario-2: The same DN is accessed by a Remote UE and its connected Layer-3 Relay UE? 

1.2.2 From TS 23.304 (5G ProSe)
TS 23.4304 v17.4.0 specifies the following:  
5.4.1.3	Policy control and session binding to support 5G ProSe Layer-3 UE-to-Network Relay without N3IWF
…
-	The 5G ProSe Layer-3 UE-to-Network Relay, the SMF and PCF may be configured with a dedicated DNN for UE-to-Network Relay connectivity.
[Observation-2] From the perspective of policy control and session binding, SMF and PCF may be configured with a dedicated DNN for UE-to-Network Relay connectivity.

[bookmark: _Toc73625614][bookmark: _Toc106169917]6.5.1.1 5G ProSe Communication via 5G ProSe Layer-3 UE-to-Network Relay without N3IWF
A 5G ProSe Layer-3 UE-to-Network Relay registers to the network (if not already registered). 5G ProSe Layer-3 UE-to-Network Relay establishes a PDU Session(s) or modifies an existing PDU Session(s) in order to provide relay traffic towards 5G ProSe Layer-3 Remote UE(s). PDU Session(s) supporting 5G ProSe Layer-3 UE-to-Network Relay shall only be used for 5G ProSe Layer-3 Remote UE(s) relay traffic.
[Observation-2a] For the 5G ProSe Layer-3 UE-to-Network Relay UE, the PDU Session used for 5G ProSe Layer-3 Remote UE(s) traffic is different from the PDU Session used for its own traffic. 

1.2.3 From specifications of EPS ProSe 
TS 23.303 specifies the following: 
-	The UE-to-Network Relay UE, the PDN GW and PCRF shall be configured with a dedicated APN for UE-to-Network Relay connectivity.
[Observation-3] In EPS, dedicated APN is mandated for UE-to-Network Relay connectivity.

TS 33.107 specifies the Lawful interception architecture and functions for EPS including ProSe. For UE-to-Network relaying, there is following:
[bookmark: _Toc4072718]17.3.2	The ProSe Remote UE is a target for interception
When a ProSe Remote UE connects to the ProSe UE-to-NW Relay, the core network (MME, S-GW, PDN-GW) receives the related information from the ProSe UE-to-NW Relay. If the ProSe Remote UE is a target, a ProSe Remote UE start of communication event shall be generated by the S-GW, PDN-GW.
If the warrant requires to intercept also CC, considering that the PDN connection used by the ProSe UE-to-NW Relay can be used also for other, non-target, ProSe Remote UEs, the S-GW/PDN-GW shall isolate the target ProSe remote UE's communication from any content of communication not associated to the remote UE under interception. CC related to the target ProSe Remote UE shall be sent over X3 interface.
[Observation-3a] If the warrant requires to intercept also CC, the target ProSe remote UE's communication shall be isolated from any content of communication not associated to the remote UE under interception.
[Observation-3b] If the ProSe Remote UE is a target for interception, the dedicated APN in [Observation-3] is required to be used to identify the PDN connection(s) for interception, otherwise PDN connections towards any APNs will have to be checked, which is not scalable at all.
[Observation-3c] TS 33.127 specifies Lawful interception architecture and functions for 5GS. It is our assumption that the Lawful function for 5G ProSe (corresponding to those in EPS ProSe) will be specified in TS 33.127.


1.3 Discussions and proposals
As described in [Observation-3c]), the LI function for UE-to-Network Relaying is also to be specified for 5G ProSe UE-to-Network relaying. 
To limit the number of PDU connections for interception, the Layer-3 UE-to-Network Relay should use a dedicated DNN to transfer the Remote UE(s)’s traffic. 
For Scenarios in [Observation-1a], there is no possibility to limit the number of PDN connections for interception.
[Proposal-1] It is proposed to provide feedback to SA3 that the scenarios implied by the justification text “A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC” in TEI WID may have implication on regulatory function, thus not recommended. 

Below is a short analysis on the proposal from SA3 draft CR S3-222262 (included in S3-222434), assuming the scenarios in the SA3 WID is valid:
There are several aspects that are not clear, e.g. 
#1 How would the solution work if Remote UE’s UDM does not have the Relay UE’s DNN info?
#2 How would the solution work if Remote UE and Relay UE are from different PLMNs? 
#3 How does the interaction between SMF and DN-AAA look like?
#4 ENs are not addressed
Editor’s Notes: How to support multiple Remote User IDs in Remote UE Report is FFS.     
Editor’s Notes: how SMF is notified with the 5G ProSe remote UE’s subscription update is FFS
For #1 & #2 above, the proponents assume the roaming agreement in CP-based security procedure can apply, which in our view is not the case. In addition, it is our view that the secondary authentication and authorization if needed is independent of CP- or UP-based security procedures.
For the first EN of Remote User IDs in #4 above, the proposal in S3-222262 has implication on SA2 that both MM and SM messages will have to include Remote User IDs, which is a very unusual design.
NOTE:  Secondary authentication and authorization is also known as “PDU Session Authentication” in S3-222434.

To avoid the implications to regulatory function and operator’s deployment and to avoid architecture and procedural impact to 5GS, it is proposed to provide feedback to SA3 that SA2 does not recommend continuing the work of secondary authentication and authorization for L3 UE-to-Network relay without N3IWF.
[Proposal-2] It is proposed to provide feedback to SA3 that SA2 does not recommend continuing the work of secondary authentication and authorization for L3 UE-to-Network relay without N3IWF.

If there is a wish to support secondary authentication and authorization 5G ProSe Layer-3 UE-to-Network Remote UE, 5G ProSe Layer-3 UE-to-Network Relay with N3IWF could be adopted.
[Proposal-3] If there is a wish to support secondary authentication and authorization 5G ProSe Layer-3 UE-to-Network Remote UE, 5G ProSe Layer-3 UE-to-Network Relay with N3IWF could be used.

2 Proposal
[Proposal-1] It is proposed to provide feedback to SA3 that the scenarios implied by the justification text “A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC” in TEI WID may have implication on regulatory function, thus not recommended. 
[Proposal-2] It is proposed to provide feedback to SA3 that SA2 does not recommend continuing the work of secondary authentication and authorization for L3 UE-to-Network relay without N3IWF.
[Proposal-3] If there is a wish to support secondary authentication and authorization 5G ProSe Layer-3 UE-to-Network Remote UE, 5G ProSe Layer-3 UE-to-Network Relay with N3IWF could be used.
See LS reply in S2-2208359. 






















 Annex A SA3 WID S3-222366 (For information, to be Removed)
3	Justification
At TSG-SA Meeting #96, SA Plenary decided to specify the Control Plane based security procedures in Rel-17. Also, SA Plenary agreed that SA2 and SA3 should work on ProSe Secondary Authentication in Rel-18 (SP-220716).
Support for Prose Secondary Authentication is needed to enable a Remote UE to access a DN that requires a Secondary Authentication. A DN cannot differentiate between a UE connected via a ProSe UE-to-Network Relay or directly to the 5GC. Without the support for ProSe Secondary Authentication, when a Remote UE attempts to connect via a ProSe UE-to-Network Relay to a DN requiring the Secondary Authentication, it leads to one the following negative outcomes:
-  the DN denies service to the Remote UE, as the DN may consider the Remote UE as an abnormal UE or 
-  the Remote UE obtains unauthorized access to the DN and network resources without proper credentials/authorization. 
4	Objective
Define support of Prose Secondary Authentication procedure in the ProSe UE-to-Network Relay scenario. The procedure applies when the ProSe UE-to-Network Relay Control Plane based security procedure is used. 
The work item aims at finalizing the solution that is specified in TS 33.503 v17.0.1 and resolving the two identified remaining open issues (Editor's Notes), namely:
· Protocol aspects of Remote UE Report procedure used to enable support for the Prose Secondary Authentication
Editor's Notes: How to support multiple Remote User IDs in Remote UE Report is FFS.
· Aspects of Remote UE's subscription update towards SMF of UE-to-Network Relay
Editor's Notes: how SMF is notified with the 5G ProSe remote UE's subscription update is FFS.
Annex B: excerpt from TS 33.107 Lawful interception architecture and functions (For information, to be Removed)
[bookmark: _Toc99629659][bookmark: _Toc99628919]17.3.5	ProSe UE-to-NW Relay events
[bookmark: _Toc99629660][bookmark: _Toc99628920]17.3.5.1	ProSe Remote UE Report
This event shall be sent by the MME, S-GW and PDN-GW when the node detects that a ProSe Remote UE has been connected to or disconnected from the ProSe UE-to-NW Relay and the ProSe Remote UE or the ProSe UE-to-NW Relay is a target for interception. The following parameters shall be provided if available.

	Observed MSISDN 

	Observed IMSI

	Observed IMEI 

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Target type

	ProSe Remote UE(s) connected IDs

	ProSe Remote UE(s) connected IP info

	ProSe Remote UE(s) disconnected IDs

	ProSe Remote UE(s) disconnected IP info

	MSISDN of the Prose UE-to-NW Relay

	IMSI of the Prose UE-to-NW Relay

	IMEI of the Prose UE-to-NW Relay

	APN

	PDN Address(es)

	Location information



[bookmark: _Toc99629661][bookmark: _Toc99628921]17.3.5.2	ProSe Remote UE Start of Communication
This event shall be sent by the S-GW and PDN-GW when the node detects that a target ProSe Remote UE has been connected to a ProSe UE-to-NW Relay. The following parameters shall be provided if available.

	Observed MSISDN 

	Observed IMSI

	Observed IMEI 

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	MSISDN of the Prose UE-to-NW Relay

	IMSI of the Prose UE-to-NW Relay

	IMEI of the Prose UE-to-NW Relay

	APN

	PDN Address(es)

	Location information



[bookmark: _Toc99629662][bookmark: _Toc99628922]17.3.5.3	ProSe Remote UE End of Communication
This event shall be sent by the S-GW and PDN-GW when the node detects that a target ProSe Remote UE has been disconnected from a ProSe UE-to-NW Relay. The event shall also be sent in case the PDN connection used for relay used by the target ProSe remote UE is closed. The following parameters shall be provided if available.

	Observed MSISDN 

	Observed IMSI

	Observed IMEI 

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	Location information



[bookmark: _Toc99629663][bookmark: _Toc99628923]17.3.5.4	Start of interception with ProSe Remote UE ongoing communication
This event shall be sent by the S-GW and PDN-GW when interception is started for a ProSe Remote UE which is already connected to a ProSe UE-to-NW Relay. The event shall also be sent by the new S-GW in case, due to ProSe UE-to-NW Relay mobility, there is a S-GW change. The following parameters shall be provided if available.

	Observed MSISDN 

	Observed IMSI

	Observed IMEI 

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Correlation number

	MSISDN of the Prose UE-to-NW Relay

	IMSI of the Prose UE-to-NW Relay

	IMEI of the Prose UE-to-NW Relay

	APN

	PDN Address(es)

	Location information



[bookmark: _Toc99629664][bookmark: _Toc99628924]17.3.5.5	Start of interception for ProSe UE-to-NW Relay
This event shall be sent by the S-GW and PDN-GW when interception is started on a UE which is already acting as ProSe UE-to-NW Relay for any Remote UE. The event shall also be sent by the new S-GW in case, due to ProSe UE-to-NW Relay mobility, there is a S-GW change. The following parameters shall be provided if available.

	Observed MSISDN 

	Observed IMSI

	Observed IMEI 

	Event Type

	Event Time

	Event Date

	Network Element Identifier

	Target type

	ProSe Remote UE(s) connected IDs

	ProSe Remote UE(s) connected IP info

	APN

	PDN Address(es)

	Location information



[bookmark: _Toc99629665][bookmark: _Toc99628925]17.3.6	X3-interface
Functional requirements specified in clause 12.3.2 are applicable. Interception of CC is subjected to conditions specified in clauses 17.3.2 and 17.3.3.
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