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Abstract of the contribution: it is proposed new solution for KI#4&5: Analytics and inference based PDU Set identification for the encrypted traffic 
Discussion

During the existing TR, it announced UPF can identifies a PDU Set and the PDU Set boundary based on the following mechanism(s):
Option 1: by matching RTP/SRTP header and payload (RFC 3550/6184/draft-ietf-avtext-framemarking)

(solution 7, 12, 14, 15, 16, 17, 18, 23, 24)

Option 2: new RTP extension header (solution 8)

Option 3: by information provided by the AS in N6 encapsulation header e.g. GTP-U (solution 9, 22)

Option 4: by detection based on traffic characteristics (solution 12, 17, 18, 24)

Option 5: by non-standardized mechanisms UPF implementation (solution 20, 25)

Option 6: by PDU Set information in the HTTP header when HTTP protocol is used for web based XR media application (solution 7)

In the meantime, the web based XR media applications can be transported over HTTPS [x1], QUIC[X2], where the media payload and the protocol headers above the HTTPS are encrypted. HTTPS can encrypt the whole body except the hostname. For the encrypted XR media by HTTPS, the explicit information related to the PDU set has been hided, e.g. the start of a frame, end of a frame, whether a frame is a I frame. How to support the PDU set identification for the encrypted XR media is unclear yet.
In order to identify PDU Set from the encrypted traffic, Deep/Dynamic Flow Inspection (DFI) and Machine Learning (ML) can be considered.
DFI is a kind of technique supporting application recognition based on traffic behavior, that is, different application types are different in the state of session connection or data flow. It is naturally applicable to the encrypted traffic since the traffic characteristics is not impacted by encryption. For example, the network IP voice traffic reflected in the flow state of the characteristics are very obvious: the RTP packet length is relatively fixed, generally in the 130~220byte, the connection rate is low, for 20~84KBIT/S, while the session duration is relatively long.  Based on the series of behavioral characteristics of the traffic, DFI establishes the model of traffic characteristics. By means of analysis on the packet length of session, the connection rate, the volume of transmission rate, and packet interval, the model of traffic characteristic can be compared with such information to distinguish the type of application.
Machine Learning (ML) is a mathematical method to derive an analytic for a task based on the proper inputs data. And a ML model is the implementation of a ML algorithm, the model can be used to derive an acceptable outcome for classification or regression problems after training. For examples, as descripted in TS 23.288 clause 6.6 and 6.7.2, the ML models are used to predict network performance, UE locations and other characteristics. The traffic characteristic model used for DFI can be generated through ML method. 
In some scenarios, the XR traffic also has its own specific characteristic, e.g. the transmission periodicity exists, the size of the I frame is far greater than that of the P or and B frame. The P frame or B frame show up between two successive I frame. 
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Figure-1

Hence, based on the characteristic of XR traffic, with the ML technology, DFI can be used to detect the information of a PDU Set. For example, with the ML model for XR traffic, the DFI analyses statistical characteristics like interval of two successive packets, packet lengths, ratio of large packets and other characteristic in encrypted data flow to determine which packets belong to a PDU set, the boundary of a PDU Set and the importance of the PDU set (e.g. two importance levels: importance or less importance). The detail input and output of DFI can refer the contribution of S2-2206408.
Proposal：It is proposed a solution for supporting PDU Set identification based on analytics and inference for the traffic transmitted via HTTPS.
Proposal

It is proposed to add the following solution to the TR 23.700-60 "Study on architecture enhancement for XR and media services"

START OF CHANGES
6.X
Solution #X: < Analytics and inference based PDU Set identification for the encrypted traffic >

6.X.1
Key Issue mapping

The solution applies to Key Issue #4 & #5.
6.X.2
Description
The web based XR media applications can be transported over HTTPS [x1], QUIC[X2], where the media payload and the protocol headers (e.g. RTP header and extended header) above the HTTPS are encrypted. HTTPS can encrypt the whole body except the hostname. For the encrypted XR media by HTTPS, the explicit information related to the PDU set has been hided, e.g. the start of a frame, end of a frame, whether a frame is a I frame. How to support the PDU set identification for the encrypted XR media is unclear yet.

In order to identify PDU Set from the encrypted traffic, Deep/Dynamic Flow Inspection (DFI) and Machine Learning (ML) can be considered.
DFI is a kind of technique supporting application recognition based on traffic behavior, that is, different application types are different in the state of session connection or data flow. It is naturally applicable to the encrypted traffic since the traffic characteristics is not impacted by encryption. For example, the network IP voice traffic reflected in the flow state of the characteristics are very obvious: the RTP packet length is relatively fixed, generally in the 130~220byte, the connection rate is low, for 20~84KBIT/S, while the session duration is relatively long. Based on the series of behavioral characteristics of the traffic, DFI establishes the model of traffic characteristics. By means of analysis on the packet length of session, the connection rate, the volume of transmission rate, and packet interval, the model of traffic characteristic can be compared with such information to distinguish the type of application.
Machine Learning (ML) is a mathematical method to derive an analytic for a task based on the proper inputs data. And a ML model is the implementation of a ML algorithm, the model can be used to derive an acceptable outcome for classification or regression problems after training. For examples, as descripted in TS 23.288 clause 6.6 and 6.7.2, the ML models are used to predict network performance, UE locations and other characteristics. The traffic characteristic model used for DFI can be generated through ML method. 
In some scenarios, the XR traffic has its own specific characteristic, e.g. the transmission periodicity exists, the size of the I frame is far greater than that of the P or and B frame. The P frame or B frame show up between two successive I frame. Hence, based on the characteristic of XR traffic, with the ML technology, DFI can be used to detect the information of a PDU Set. For example, with the ML model for XR traffic, the DFI analyses statistical characteristics like interval of two successive packets, packet lengths, ratio of large packets and other characteristic in encrypted data flow to determine which packets belong to a PDU set, the boundary of a PDU Set and the importance of the PDU set (e.g. two importance levels: importance or less importance). The detail input and output of DFI can refer the contribution of S2-2206408.

An XR service data flow can be identified by the existing service data flow description information, e.g. the IP address 5-tuple. For a specific XR service data flow, the solution targets the following scenarios:
· Traffic periodicity exists in frame transmission.

· The number of packets of I frame is far greater than that of P frame or B frame.
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Figure 6.X.2-1: an example of a PDU Set sequence
In order to support inferring the PDU Set information based on DFI related ML model, it is assumed the DFI related ML model is ready in the 5GS when the XR media data arrives, and the Analytics logical function (AnLF) which performs inference, derives analytics information and exposes analytics service as defined in TS 23.288[X], is reused. How to generate an ML model used for PDU Set information inference is as described in S2-XXXXXX.
An abstract for PDU Set identification based on analytics and inference with ML model includes the following:

1) The AF requests a PDU Set QoS for a service data flow and in the meantime indicate to 5GS the PDU set related XR media unit is encrypted.
2) The PCF generate a PCC rule for PDU set handling. The PCC rule includes PDU Set QoS, the PDU Set level packet filter indicates “analytics and inference based”, service data flow description is as legacy, e.g. IP address 5-tuple, to identify a service data flow
3) If a service data flow requiring PDU Set handing is “analytics and inference based”, the SMF and UPF interact with the AnLF to analyze and infer the PDU set information for the packets received from N6. The UPF provides the input data for AnLF, including the data arrival time, data size at least. The AnLF response the inferred PDU Set information for the UPF, including Start/End PDU of the PDU Set, Number of PDUs within a PDU Set, PDU Set importance
4) Based on the that, The UPF generate PDU Set SN and PDU SN within a PDU Set for the packets of the inferred PDU Set, and marks the related PDU set information to the N3 GTP-U header of the received data.
6.X.3
Procedures
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Figure 6.X.3 -1: PDU Set Identification based analytics and inference with the ML model
1.
The AF sends a PDU Set handling requirement (e.g. the PDU Set level QoS, flow description) to the NEF using Nnef_AFsessionWithQoS_Create request.
   When the service data flow is transmitted via HTTPs, the XR media unit (e.g. video frame) description used for PDU Set mapping cannot be acquired via the header of the received packet. Hence, the AF indicates the service data flow is encrypted during the PDU Set handling requirement. 
2.
The NEF authorizes the AF request. If the request is authorized, the NEF provides the PDU Set handling request to PCF by invoking the Npcf_PolicyAuthorization_Create request. Otherwise, NEF responses to AF that the request is not authorized and the procedure stops.
4-5.  The PCF sends the updated PCC rules to the SMF. 

   If the PCC rule includes packet filter for the PDU Set is “analytics and inference based”, the SMF includes the packet filter the PDU Set as “analytics and inference based” in the QoS rule.
6-7.  The SMF initiates N4 session update QoS Flows.

8.    The leftover procedure of the PDU Session Modification.
9.    When DL data arrives, SMF/UPF interact with the NWDAF containing AnLF to analyze and infer the PDU set information for the packets received from N6. The interaction procedure with NWDAF containing AnLF is described in TS 23.288[X] and the enhancement related to PDU Set information identification is referred to S2-2206408. The PDU Set information for the UPF, including Start/End PDU of the PDU Set, Number of PDUs within a PDU Set, PDU Set importance.
   Based on the that, The UPF generate PDU Set SN and PDU SN within a PDU Set for the packets of the   inferred PDU Set, and marks the related PDU set information to the N3/N9 GTP-U header of the received data, including: PDU Set Sequence number (SN), Start/End PDU of the PDU Set, Number of PDUs within a PDU Set, PDU Set importance, etc. 

NOTE1: The NWDAF containing AnLF for inference may collocate with UPF physically to reduce the latency. 
NOTE2: The detail of how the NWDAF containing AnLF performs the inference is as described in TS 23.700-81.
6.X.4
Impacts on services, entities and interfaces
AF： 

-
indicates the service data flow is encrypted to 5GS, when PDU Set handling is required.
PCF: 
-
generates a PCC rule to indicate the packet filter for the PDU Set is “analytics and inference based”;.
SMF/UPF: 
-
when DL data arrives, SMF/UPF interact with the AnLF to analyze and infer the PDU set information for the packets received from N6. The UPF provides the input data for AnLF, including the data arrival time, data size at least.

NWDAF containing AnLF: 
-
responses the analyzed and inferred PDU Set information for the UPF, including Start/End PDU of the PDU Set, Number of PDUs within a PDU Set, PDU Set importance.
END OF CHANGES
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