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Abstract of the contribution:  This PCR introduces solutions for the Link Identifier Update procedure when a Layer-2 or Layer-3 UE-to-UE Relay is used.

1. Reason for Change

This PCR introduces solutions for the support of the Link Identifier Update procedure when a UE-to-UE Relay is used. Two solutions are proposed, to support the Layer-2 and Layer-3 based UE-to-UE Relay in 3GPP TR 23.700-33. 

2. Proposal

It is proposed to agree the following changes to 3GPP TR 23.700-33.

* * * First Change - All text is new * * *
6.X
Solution for Key Issue #1: Link Identifier Update procedure when using UE-to-UE Relay

6.X.1
Description

A Link Identifier Update (LIU) procedure is defined in clause 6.4.3.2 of TS 23.304 [3]. This procedure is re-using the procedure defined in clause 6.3.3.2 of TS 23.287 [2].

This Link Identifier Update procedure is re-used when the communication is done via a UE-to-UE Relay.  The procedure is adapted with some changes, depending on if the UE-to-UE Relay is Layer-2 based or Layer-3 based.

For the support of Layer-2 UE-to-UE Relay, RAN2 has defined that a single per-hop link is established between a UE and a UE-to-UE Relay and that an adaptation layer is used over the per-hop link to enable the forwarding of packets between end-to-end peer UEs. The adaptation layer header contains information identifying the end-to-end source UE and/or destination UE.
The solution for Layer-2 Link Identifier Update procedure, coordination with RAN2 WG is needed for solution alignment and update based on RAN2 conclusion.

6.X.2
Layer-2 UE-to-UE Relay

6.X.2.1
Description 

For Layer-2 based UE-to-UE Relay, the link establishment procedure is specified in TR 23.700-33 Solution #13. A unique PC5 unicast link (also called per-hop or management link) is established between a UE and the UE-to-UE Relay. An end-to-end (E2E) PC5 unicast link is established with an E2E peer UE via the 2 per-hop links, i.e. between source UE and the Relay and between the Relay and target UE. The E2E PC5 packets are using an adaptation header containing information identifying the source UE and/or destination UE, enabling the forwarding of packets E2E between peer UEs. PC5 packets also carry E2E security information, as for regular non-relayed PC5 communication, in the headers (e.g. PDCP header). 

SA WG3 studied identity privacy for PC5 unicast link during V2X R16. The requirements stated that the 5GS should provide means for mitigating trackability and link ability attacks on a UE during PC5 unicast communications.  As concluded by SA3 during this study, “all identifiers sent in cleartext in the message headers must be changed at the same time, i.e. during the same procedure run and from both UEs, to avoid trackability and linkability issues”.  

Thus, considering the new adaptation layer and that all identifiers sent as cleartext must be updated at the same time, the Link Identifier Update procedure, designed in the context of direct communication only, is updated to support the periodic change of the source/destination UEs identity information carried into the adaptation header, at the same time as the per-hop identifiers (i.e. L2 IDs) and the end-to-end security information. In other words, all identifiers carried together, in cleartext, and that may be associated must be changed at the same time.

Furthermore, the usage of multiple end-to-end unicast links via a single per-hop link means that source/destination UEs identity information carried in the adaptation header, of all end-to-end unicast links, may be associated (i.e. linked) to the same per-hop identifiers since they are sent in the clear when end-to-end peer UEs exchange messages via the UE-to-UE Relay. This implies that the source UE and all its peer UEs over the same per-hop link/Relay would need to change their identifiers (i.e. per-hop identifiers, end-to-end identifiers in adaptation layer and security information identifiers related to per-hop and to end-to-end communication) at the same time. This obviously could lead to a signalling storm of PC5-S message exchanges.

To overcome this problem, this solution isolates the identifiers on a per-hop basis, i.e. makes all identifiers sent in cleartext (i.e. in the headers), specific to the per-hop link. This is handled at the UE-to-UE Relay by replacing the received source UE identifiers with corresponding relay-specific identifiers before forwarding a message to a peer UE via another per-hop link. The reverse action is done when the peer UE sends a message to the source UE, i.e. the UE-to-UE Relay replaces the relay-specific identifiers with source UE identifiers before forwarding the message to the source UE. 

A UE does not know its peer UE’s identifiers thus, when identifiers need to be changed on the UE, only the identifiers used between this UE and the UE-to-UE Relay need to be updated and only this UE and the UE-to-UE Relay are involved in the Link Identifier Update procedure. 

In addition to the per-hop identifiers and E2E identifiers carried in adaptation header, the Application layer ID and the IP address/prefix may as well be changed periodically. The Application layer ID and the IP address/prefix, however, cannot be replaced by the UE-to-UE Relay with relay-specific identifiers to be isolated on the per-hop link since they are not exchanged in the message header (thus not visible at the UE-to-UE Relay). To overcome this problem, the Link Modification procedure is executed between the source UE and the E2E peer UE during (i.e. before completion of) the LIU procedure, in the case where the LIU procedure is triggered due to the change of Application layer ID and/or IP address/prefix. 

6.X.2.2
Procedures 

Figure 6.X.2.2-1 shows an enhanced LIU procedure when a Layer-2 UE-to-UE Relay is used. The LIU procedure, as defined in TS 23.304 [3], is modified to allow the update of all identifiers sent in cleartext on the per-hop and adaptation layer headers. UE1 uses the per-hop link, as a management link, to exchange PC5 messages with the UE-to-UE Relay. In this case, the PC5 messages are consumed by the UE-to-UE Relay and are not forwarded to the E2E peer UE. In this case, we refer to the PC5 link as the management link. The management link is used to exchange new E2E identifiers between a UE and the UE-to-UE Relay as part of the enhanced LIU procedure.
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Figure 6.X.2.2-1: Link Identifier Update procedure with Layer-2 UE-to-UE Relay

0.
UE1 and UE2 establish and end-to-end PC5 unicast link via the UE-to-UE Relay. Security is established E2E between UE1 and UE2. Both UEs have a PC5 unicast link (also called per-hop link or management link) established with the UE-to-UE Relay. The PC5 unicast link established with the UE-to-UE Relay is used for the transport of E2E messages, and also for the management of these E2E links when the UE-to-UE Relay needs to be involved, as defined in TR 23.700-33 Solution #13: Layer-2 UE-to-UE Relay. 

1.
UE1 receives a trigger to change its identifiers e.g. privacy timer expiry, Application layer ID change or IP address/prefix change. UE1 sends an LIU Request message to the UE-to-UE Relay via the management link. The LIU Request message includes a new L2 ID and new security information for the management link, as well as new E2E security info and a new E2E identifier for the E2E link with UE2 and used in the adaptation layer. 

2. 
The UE-to-UE Relay receives the message, updates its mapping table with the new identifiers from UE1 while keeping the current values. The UE-to-UE Relay generates a new L2 ID and security information for the management link, and a new relay-specific E2E identifier and new relay-specific E2E security information associated to UE2. The UE-to-UE Relay sends a LIU Response message to UE1 which includes its new L2 ID and security information for the management link, the new relay-specific E2E identifier, and new relay-specific E2E security information. 

NOTE:
For UE-to-UE Relay solutions for which the UE-to-UE Relay doesn’t perform Adaptation layer replacement between E2E ID and Relay specific ID, which information will be included in steps 1-2 and steps 3-4 will be determined during normative phase.

3.
[optional] If UE1 has triggered the LIU procedure because a new Application layer ID and/or a new IP address/prefix has been received from the upper layer, UE1 sends a Link Modification Request to UE2 including its new Application layer ID and new IP address/prefix. The Link Modification Request message is modified to support a new operation code, e.g. “change-of-ID”, and the new Application layer ID and new IP address/prefix.

4.
[optional] UE2 sends a Link Modification Accept to acknowledge the new IDs from UE1. The new IDs received on the Request message are sent back with the Accept message. After step 4, UE2 may triggers LIU procedure with UE-to-UE Relay to update its E2E identifier and L2 ID used between UE2 and UE-to-UE Relay, as described at steps 1 and 2.

5.
UE1 completes the LIU procedure by sending a LIU Ack message to the Relay.

6.X.3
Layer-3 UE-to-UE Relay

6.X.3.1
Description 

The Layer-3 UE-to-UE Relay solutions, as specified in TR 23.700-33, are based on IP routing (except for non-IP traffic solution). As part of the PC5 unicast link establishment procedure, the ProSe 5G UE-to-UE Relay allocates an IP address/prefix to the UE or the UE registers its IP address/prefix with the UE-to-UE Relay. The UE-to-UE Relay stores an association of the UE’s Application layer ID (also called User info) and IP address/prefix. The source UE sends IP data to the target UE via the PC5 unicast link to UE-to-UE Relay. The UE-to-UE Relay acts as an IP router and forwards the packets to the corresponding PC5 unicast link towards the target UE. 

The existing Link Identifier Update procedure as defined in TS 23.304 [3] may be used between the UE and the Layer-3 UE-to-UE Relay. In the case where the IP address/prefix needs to be changed, the existing Link Identifier Update procedure is re-used with some modifications. The source UE triggers the Link Identifier Update procedure over the PC5 link established with the UE-to-UE Relay and if the UE-to-UE Relay is the one allocating the IP address/prefix for the source UE, the source UE requests a new IP address/prefix to the UE-to-UE Relay during the Link Identifier Update procedure. If the UE allocates its own IP address/prefix, then it is provided to the UE-to-UE Relay. Since the peer UE is communicating with the source UE using the source UE’s IP address, the peer UE needs to be informed of the source UE’s new IP address. The source UE thus also provides to the UE-to-UE Relay its peer UE’s Application layer ID and IP address, allowing the UE-to-UE Relay to send the source UE’s new IP address to its peer UE. The peer UE is informed during the LIU procedure thus the new IP address/prefix may be used as soon as the LIU procedure completes. 

6.X.3.2
Procedures 

Figure 6.X.3.2-1 shows the Link Identifier Update procedure when a Layer-3 UE-to-UE Relay is used. The LIU procedure, as defined in TS 23.304 [3], is modified to request the UE-to-UE Relay to allocate a new IP address/prefix to the source UE and to send this new IP address/prefix to the peer UE.
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Figure 6.X.3.2-1: Link Identifier Update procedure and IP address change with Layer-3 UE-to-UE Relay

0.
A PC5 link is established between UE1 and a UE-to-UE Relay. Another PC5 link is established between the UE-to-UE Relay and UE2. IP data may be exchanged between UE1 and UE2 via the UE-to-UE Relay over the PC5 links. During the link establishment, UE1 informs the UE-to-UE Relay that the link requires privacy. 

1.
UE1 receives a trigger e.g. privacy timer expiry or new Application layer ID or new IP address/prefix to be changed. UE1 triggers the Link Identifier Update procedure, i.e. it auto-generates a new Layer-2 ID and new security information, and it sends a Link Identifier Update Request message to the UE-to-UE Relay including: its new Layer-2 ID, new security information, new Application layer ID (if provided by the upper layer) and a “new IP address needed” indication (if IP communication is used). 

a. If UE1’s IP address/prefix needs to be changed, UE1 also provides its peer UE information (UE2’s IP address, UE2’s Application layer ID), allowing the UE-to-UE Relay to inform the peer UE (i.e. UE2) about UE1’s new allocated IP address/prefix. 

b. 
If UE1 self-assigns its IP address/prefix and has updated it then UE1 specifies its new IP address and does not specify “new IP address needed” indication. In this case, the UE-to-UE Relay keeps track of this new IP address associated to UE1.
2.
UE-to-UE Relay self-assigns a new L2 ID, new security information and possibly new IP address/prefix for PC5 link with UE1.

a.
UE-to-UE Relay assigns a new IP address/prefix to UE1 and saves it locally if a “new IP address needed” indication is received. 

b.
If a “new IP address needed” indication is received, UE-to-UE Relay fetches UE2’s entry from its local table based on the received Application layer ID or IP address/prefix. UE-to-UE Relay then sends a PC5 Relay Update Request message to UE2, including: UE1’s old IP address/prefix, UE1’s old and new Application layer ID, UE1’s new IP address/prefix.

3.
UE2 receives the PC5 Relay Update Request message and saves UE1’s new IP address/prefix. UE2 sends a PC5 Relay Update Response message to the UE-to-UE Relay including all parameters received on the PC5 Relay Update Request message.

a.
UE2 should be able to receive IP data with UE1’s old IP address (transit packets sent prior to UE1’s receiving its new IP address) until an IP packet using UE1’s new IP address is received. At this point, UE2 starts using UE1’s new IP address and may forget UE1’s old IP address.

4.
UE-to-UE Relay sends a Link Identifier Update Response message to UE1 including UE1’s new IP address/prefix, UE-to-UE Relay’s new Layer-2 ID, new security information and possibly new IP address/prefix and/or new Application layer ID.

5.
UE1 saves its new IP address/prefix and UE-to-UE Relay’s new parameters and sends a Link Identifier Update ACK message to the UE-to-UE Relay, including its new IP address received on the Response message. UE1 and UE-to-UE Relay may then start using the new Layer-2 IDs for PC5 communication. UE1 starts using its new IP address for IP data exchange with UE2.

6.X.4
Impacts on services, entities and interfaces

The solution has impacts in the following entities:

UE:

-
Needs to support procedures for communications via a ProSe 5G Layer-2 and Layer-3 UE-to-UE Relay.

-
Needs to support procedures for management of extended communication, via communication with a ProSe 5G Layer-2 UE-to-UE Relay.

- 
Needs to support updating E2E peer UE with new Application Layer ID and/or new IP address/prefix during LIU procedure when connected via 5G ProSe Layer-2 UE-to-UE Relay.

- 
Needs to support requesting a new IP address/prefix from a 5G ProSe Layer-3 UE-to-UE Relay when IP address allocation is handled by the 5G ProSe Layer-3 UE-to-UE Relay.

UE-to-UE Relay:

-
Needs to support procedures for ProSe 5G Layer-2 and Layer-3 UE-to-UE Relay.

-
Needs to support procedures for extended communication management link when acting as a ProSe 5G Layer-2 UE-to-UE Relay.

- 
Needs to support updating a peer UE with new allocated IP address/prefix of source UE and new Application Layer ID when acting as a 5G ProSe Layer-3 UE-to-UE Relay.
* * * End of Changes * * *
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