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Abstract: Update of Solution #14 to resolve Editor’s Notes.
Discussion
The following ENs are captured in Solution #14:
Editor's note:	User privacy consideration is FFS. User consent is needed for application identity reporting and the detailed descriptions and procedures of user consent is FFS.
· We propose to fulfil potential user privacy requirements by providing an indication in the URSP rules for which this solution would apply, and to allow the UE to reject these URSP rules if the user does not consent to report the match of the URSP rule or to perform application registration.
· In addition, the UE does not report the AppID (used in the UE’s OS) to the network. Instead, the UE provides to the Application Layer Registration Server (ALRS) and identifier recognized by the ALRS, that is linked with the business agreement between the MNO and the application service provider, and known to the application running in the UE, but that does not need to reveal the exact application used as multiple applications involved with the application service provider may use the same identifier with the ALRS. Then, the ALRS provides the UE with the application identity that the UE will present to the SMF at PDU Establishment Request.
Editor's note:	Details on the application identity and its verification are FFS.
· As stated above, the application identity used with the SMF is provided to the UE during Application registration with ALRS.
Editor's note:	The case where the evaluation of URSP rules does not trigger the establishment of a new PDU Session is FFS.
· This is now covered in the detailed description and procedure.
Proposal
The following changes are proposed to made in TR 23.700-85.
* * * * Start of changes * * * * 
[bookmark: _Toc100873870][bookmark: _Toc101366229]6.14	Solution #14: 5GC awareness of URSP rule evaluation and verification of network slice usage
[bookmark: _Toc100873871][bookmark: _Toc101366230]6.14.1	Description
This solution addresses Key Issue #2: "5GC awareness of URSP enforcement".
This solution is intended to be used when a specific network slice has been deployed for the exclusive usage of an application service provider. Business agreements between the MNO and the application service provider guarantee that the network slice only carries traffic from the applications of the application service provider.
URSP rules are enhanced with an optional indication that a URSP rule is subject to application registration along with the address of an Application Layer Registration Server (ALRS). When receiving a URSP rule with this indication, the UE verifies that the user consents to application registration (e.g. based on pre-configuration by the user or interaction with the user); if not, then the UE rejects this URSP rule and discards it.
When the evaluation of a URSP rules subject to application registration triggers the establishment of a new PDU Session, the UE first performs application registration with the indicated ALRS (unless this has been done previously for the application requesting data transmission), and then initiates PDU Session Establishment, includinges in the PDU Session Establishment Request the Traffic Descriptor of the matched URSP rule, and the application identity obtained during application registration. The SMF may verify that the indicated application identity is trusted valid and that the S-NSSAI is allowed for this application identity according to operator policy. If this verification fails, the SMF rejects the PDU Session Establishment Request with a proper cause value and the UE evaluates remaining URSP rules for routing the user data from this application.
When the evaluation of a URSP rule subject to application registration leads to routing the user data from a new application in an already established PDU Session, the same as above applies except that PDU Session Modification is used instead of PDU Session Establishment.
Application registration takes place between the UE and the ALRS, and the UE provides to the ALRS and identifier recognized by the ALRS, that is linked with the business agreement between the MNO and the application service provider, and known to the application running in the UE, but that does not need to reveal the exact application used as multiple applications involved with the application service provider may use the same identifier with the ALRS. Then, the ALRS provides the UE with the application identity that the UE will present to the SMF at PDU Establishment Request.

Editor's note:	User privacy consideration is FFS. User consent is needed for application identity reporting and the detailed descriptions and procedures of user consent is FFS.
Editor's note:	Details on the application identity and its verification are FFS.
Editor's note:	The case where the evaluation of URSP rules does not trigger the establishment of a new PDU Session is FFS.
[bookmark: _Toc100873872][bookmark: _Toc101366231]6.14.2	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
6.14.2.1	Overall procedure


Figure 6.14.2.1-1: 5GC awareness of URSP rule evaluation and verification of network slice usage
1.	UE Policies are delivered to the UE using the current, existing mechanism of UE Configuration Update procedure for transparent UE Policy delivery, see TS 23.502 [3], clause 4.2.4.3. One or more URSP Rule contains an indication that it is subject to application registration along with the address of an ALRS. The UE may, based on local privacy settings and/or interaction with the user, reject URSP rules containing an indication that it is subject to application registration; in this case the UE indicates to the AMF the URSP rule(s) that it rejects due to not allowing application registration for this URSP rule.
2.	The evaluation of a URSP rule subject to application registration triggers the establishment of a new PDU Session (case a) or leads to routing the user data from a new application in an already established PDU Session (case b).
3.	If the UE had previously performed application registration for the application requesting data transmission and for this URSP rule, the procedure continues with step 4. Otherwise, the UE performs application registration (see clause 6.14.2.2) with the ALRS which address was indicated in the URSP rule.
4.	The UE sends a PDU Session establishment request (case a) or a PDU Session Modification request (case b), including the Traffic Descriptor of the matched URSP rule, and the application identity obtained during application registration.
5.	The SMF verifies that the indicated application identity is valid and that the S-NSSAI is allowed for this application identity according to operator policy.
6.	Depending on the outcome of step 5, the PDU Session establishment or modification is accepted or rejected with a cause value indicating that the S-NSSAI is not allowed for this application identity; in the latter case, the UE evaluates remaining URSP rules for routing the user data from this application.
6.14.2.2	Application registration
This call flow depicts an expanded view of step 3 in clause 6.14.2.1.


Figure 6.14.2.2-1: Application registration
1.	The UE sends an application registration request to the ALRS, including an identifier recognized by the ALRS (which need not be the AppID used in the UE’s OS). User identity is not included.
2.	The ALRS authenticates and authorizes the request. This may involve one or more additional messages between the UE and the ALRS.
3.	The ALRS sends a registration response to the UE, including an application identifier that can be used at step 4 of clause 6.14.2.1.

[bookmark: _Toc100873873][bookmark: _Toc101366232]6.14.3	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
UE: support URSP rules subject to application registration and related procedures.
PCF: support URSP rules subject to with application registration.
Nsmf_PDUSession_UpdateSMContext and Nsmf_PDUSession_CreateSMContext: support application identity verification.
ALRS: new entity.
* * * * End of changes * * * * 
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