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[bookmark: _Hlk514274591]1		Discussion
This solution is related with KI#6 of the eNA study and also KI#2 of FS_eUEPO on how the 5GC can be aware that the UE enforces a URSP rules correctly.
The solution proposes to leverage the NWDAF to identify cases where a UE routes traffic to a PDU session (of a specific S-NSSAI/DNN) that is not according to the routing policies configured to the UE based on a provisioned URSP rule.
The NWDAF subscribes to the UPF (via a new SBI) to report "non-matching traffic", i.e. report application traffic that is not intended to be routed via a specific S-NSSAI/DNN. 
Based on the information collected the NWDAF reports to the PCF a list of UEs that route traffic incorrectly and application traffic that is routed incorrectly over the S-NSSAI/DNN. THe PCF uses the information to determine if such UEs require updated URSP rules (e.g. route specific application traffic over a default DNN).
Further details of the solution is provided in the solution details.

2		Proposal
The following solution is proposed.
******************************** First change (all new text)  *******************************
[bookmark: _Toc101170915][bookmark: _Toc8115][bookmark: _Toc101336981]6.x	Solution #x: Leveraging NWDAF to determine UEs that enforce URSP rules incorrectly.
[bookmark: _Toc101170916][bookmark: _Toc552][bookmark: _Toc97269611][bookmark: _Toc101336982]6.x.1	Description
Editor's note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s) which should be explicitly stated. (Sub) clause(s) may be added to capture details.
This solution is related with KI#6 of the eNA study and also KI#2 of FS_eUEPO on how the 5GC can be aware that the UE enforces a URSP rules correctly.
The solution proposes to leverage the NWDAF to identify cases where a UE routes traffic to a PDU session (of a specific S-NSSAI/DNN) that is not according to the routing policies configured to the UE based on a provisioned URSP rule.
The consumer ( i.e.) PCF is aware of the correct application traffic that needs to be routed over a specific S-NSSAI/DNN by inspecting the URSP rule that needs to be determined if it is enforced correctly by UEs. The Traffic Descriptor of the URSP rule will identify the application traffic and the Route Selection Descriptor component will denote the correct S-NSSAI/DNN to route the application traffic.
The PCF determines to request analytics to identify if UEs enforce URSP rules correctly to a PDU session of a specific S-NSSAI/DNN based on local configuration.
The request to the NWDAF to provide analytics to detect UEs that do not enforce URSP correctly include the following:
-	An analytic ID denoting a request for URSP enforcement analytics. 
-	Analytic Filters
-	The S-NSSAI/DNN of the PDU session established by a UE
-	The Allowed application traffic towards the PDU session according to the URSP rule. Allowed application traffic may include the Traffic Descriptor of the URSP rule (e.g. Application ID, FQDN) or may include allowed service data flows (i.e. the PCF may determine the allowed service data flows based on the Traffic Descriptor)
-	Area of interest
-	Any UE or list of UEs 

The NWDAF subscribes to the UPF (via a new SBI) to report "non-matching traffic", i.e. report application traffic that is not intended to be routed via a specific S-NSSAI/DNN. The NWDAF determines the UPF that support the requested S-NSSAI/DNN either by interfacing with the NRF or the UDM (if the request includes a list of UE(s).
When the UPF detect non-matching traffic the UPF reports to the NWDAF, traffic filters indicating the traffic detected and a UE identifier (UE ID or UE IP address) of the UE detected to route such non-matching traffic via the S-NSSAI/DNN.
Based on the information collected the NWDAF reports to the PCF a list of UEs that route traffic incorrectly and application traffic that is routed incorrectly over the S-NSSAI/DNN. The PCF uses the information to determine if such UEs require updated URSP rules (e.g. route specific application traffic over a default DNN).

[bookmark: _Toc97269612][bookmark: _Toc23791][bookmark: _Toc101170917][bookmark: _Toc101336983]6.x.2	Input Data
The following input data are required by the NWDAF to identify UEs that enforce URSP rules incorrectly.
Table 6.x.2-1: Input data for URSP enforcement analytics
	Information
	Source
	Description

	S-NSSAI
	UPF
/SMF
	The S-NSSAI that the UE has established a PDU session

	DNN
	UPF
/SMF
	The DNN that the UE has established a PDU session

	UE ID
	UPF
/SMF
	The identify of the UE that has established a PDU session to a specific S-NSSAI/DNN

	non-matching traffic
	UPF
	The traffic detected that is not matched against the allowed traffic over a specific S-NSSAI/DNN



6.x.3	Output Analytics
The NWDAF only provides to the PCF statistics on UEs that do not enforce URSP correctly as shown in the table below. For this scenario the NWDAF does not provide any predictions.
Table 6.x.3-1: "URSP enforcement" statistics
	Information
	Description

	List of URSP enforcement Analytics (1..max)
	

	> Non-matching traffic
	The traffic detected that is not matched against the allowed traffic

	>Applicable DNN
	The DNN that the UE has established a PDU session

	>Applicable S-NSSAI
	The S-NSSAI that the UE has established a PDU session

	> List of SUPIs
	A list of UE that route the same non-matching traffic over a specific S-NSSAI/DNN

	



6.x.4	Procedures
Editor's note:	This clause describes high-level procedures and information flows for the solution.
The procedure is shown in the figure below.


Figure 6.x.4-1: NWDAF providing analytics for URSP rules enforcement
The procedure is as follows:
1.	The consumer (i.e. PCF) needs to identify if a URSP rule is enforced correctly by UEs. The PCF is locally configured to determine which URSP rule needs to be checked if enforced correctly by UEs.
2.	The consumer request analytics for URSP enforcement by the NWDAF. The consumer includes a specific Analytic ID (that is associated to the URSP enforcement analytics) and includes as analytics filters the following information:
-	An analytic ID denoting a request for URSP enforcement analytics. 
-	Analytic Filters
-	The S-NSSAI/DNN of the PDU session established by a UE
-	The Allowed application traffic towards the PDU session according to the URSP rule. Allowed application traffic may include the Traffic Descriptor of the URSP rule (e.g. Application ID, FQDN) or may include allowed service data flows (i.e. the consumer may determine the allowed service data flows based on the Traffic Descriptor)
-	Area of interest
-	Any UE or list of UEs 
3.	-	If the request includes Αny UE:
-	The NWDAF subscribes from all SMFs supporting the S-NSSAI/DNN requested, to be notified when a UE establishes a PDU session to the S-NSSAI/DNN requested in step 2. The SMF provides the UE ID and UE IP address to the NWDAF.
-	If the request includes a list of UEs
-	The NWDAF finds the UPF serving the UE for the requested S-NSSAI/DNN by querying the UDM to identify SMF serving UE for the S-NSSAI/DNN and then querying the SMF to identify the UPF serving the UE.
-	Alternatively the NWDAF may query the UDM to find the UPF serving the UE for an S-NSSAI/DNN
4.	The NWDAF subscribes from the UPF via a direct interface to report "non-matching traffic" via the specific S-NSSAI/DNN. To support such procedure the NWDAF requests the UPF to report any traffic except the allowed traffic as indicated by the consumer in step 2. The request includes the S-NSSAI/DNN as in step 1 and list of UE IDs if a list of UE IDs was included in the consumer analytics subscription request and the Allowed Traffic. 
5.	A UE determines to request a PDU session based on application traffic matching a URSP rule. 
6.	The UE requests establishment of a PDU session to the SMF as per 3GPP TS 23.502.
7.	When the UPF receives traffic (either in downlink or uplink) for a UE the UPF reports non-matching traffic and includes the service data flows of the traffic detected.
8.	The NWDAF compiles a list of UEs where application traffic is sent to the wrong S-NSSAI/DNN. 
9.	The NWDAF provides a list of UE IDs and a list of non-matching traffic that is wrongly sent to this S-NSSAI/DNN
10	The PCF may construct a new URSP rule to route traffic detected via a different S-NSSAI/DNN, e.g. via a default DNN.

[bookmark: _Toc97269613][bookmark: _Toc4053][bookmark: _Toc101170918][bookmark: _Toc101336984]6.x.5	Impacts on services, entities and interfaces
Editor's note:	This clause captures impacts on existing 3GPP nodes and functional elements.
-	NWDAF supporting new analytic id to identify UEs that do not enforce URSP rule correctly
-	UPF reporting to NWDAF application traffic that is not matched against allowe traffic to a specific S-NSSAI/DNN
******************************** End of change *******************************
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