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Abstract of the contribution: This paper discussed the Source Layer-2 ID of the first PC5-S unicast message based on RAN2 LS (R2-2203691/S2-2201945) and proposed answers accordingly.
Discussion
Per the RAN2 LS R2-2203691/S2-2201945, RAN2 had discussed the issue on how to receive the first PC5-S unicast signalling in AS layer during PC5-S connection setup procedure, and would like to ask SA2 to confirm that RX UE cannot know the peer UE’s source L2 ID for the scenarios listed as below. This paper discussed how Source Layer-2 ID of the first PC5-S unicast message is determined based on TS 23.287 [1] and proposed the answers accordingly.
Scenario 1:

Scenario 1 is shown in the following Figure-1, where the cast type of the DCR message is unicast. That’s to say, the DCR is the first PC5-S unicast message.
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Figure-1  Scenario 1
Question-1: For scenario 1, before receiving the DIRECT LINK ESTABLISMENT REQUEST (unicast) in Figure-1, does the UE_2a knows the source L2 ID of UE_1 or not from SA2 perspective?

For Scenario 1, the DIRECT LINK ESTABLISMENT REQUEST corresponds to the Direct Communication Request message as described in clause 6.3.3.1 of TS 23.287 [1], and the Source Layer-2 ID used to send this message is determined as specified in clause 5.6.1.1 and 5.6.1.4 of TS 23.287 [1] as followings:
Source and destination Layer-2 IDs are included in layer-2 frames sent on the layer-2 link of the PC5 reference point identifying the layer-2 source and destination of these frames. Source Layer-2 IDs are always self-assigned by the UE originating the corresponding layer-2 frames.

As Source Layer-2 ID is self-assigned by the UE (i.e. UE_1 in Figure-1) that initiates the Layer-2 link establishment procedure, the peer UE (i.e. UE_2a in Figure-1) can’t know this Source Layer-2 ID before receiving the DIRECT LINK ESTABLISMENT REQUEST message based on current spec description.
Proposal-1: For Scenario 1, SA2 confirmed that UE_2a does not know the Source Layer-2 ID of UE_1 before receiving the DIRECT LINK ESTABLISMENT REQUEST (unicast) message.
Scenario 2:

Scenario 2 is shown in the following Figure-2. In Figure-2, the DCR message is transmitted in broadcast and the DIRECT LINK AUTHENTICATION REQUEST message is transmitted in unicast. That’s to say, the DIRECT LINK AUTHENTICATION REQUEST is the first PC5-S unicast message.
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Figure-2  Scenario 2
Question-2: For scenario 2, before receiving the DIRECT LINK AUTHENTICATION REQUEST (unicast) in Figure-2, does UE_1 knows the source L2 ID of UE_2a or not from SA2 perspective?

For Scenario 2, the DIRECT LINK AUTHENTICATION REQUEST corresponds to the Security Establishment message as described in clause 6.3.3.1 of TS 23.287 [1], and the Source Layer-2 ID used for security establishment procedure is determined as followings:

The source Layer-2 ID used for the security establishment procedure is determined as specified in clauses 5.6.1.1 and 5.6.1.4. The destination Layer-2 ID is set to the source Layer-2 ID of the received Direct Communication Request message.
Again, as Source Layer-2 ID is self-assigned by the UE (i.e. UE_2a in Figure-2) that sends the DIRECT LINK AUTHENTICATION REQUEST message, the peer UE (i.e. UE_1 in Figure-2) can’t know this Source Layer-2 ID before receiving the DIRECT LINK AUTHENTICATION REQUEST message based on current spec description.

Proposal-2: For Scenario 2, SA2 confirmed that UE_1 does not know the Source Layer-2 ID of UE_2a before receiving the DIRECT LINK AUTHENTICATION REQUEST (unicast) message.
Scenario 3:

Scenario 3 is shown in the following Figure-3. In Figure-3, the DCR message is transmitted in broadcast, the DIRECT LINK AUTHENTICATION REQUEST/RESPONSE messages are absent, and the DIRECT LINK SECURITY MODE COMMAND is transmitted in unicast. That’s to say, the DIRECT LINK SECURITY MODE COMMAND is the first PC5-S unicast message. 

[image: image3.emf]UE_1 UE_2a

UE_2b

UE_2c

1. DIRECT LINK ESTABLISMENT REQUEST

(broadcast)

0. UE_2a determines 

its destination Layer-

2 ID for signaling 

reception

0. UE_2a determines 

its destination Layer-

2 ID for signaling 

reception

0. UE_2a determines 

its destination Layer-

2 ID for signaling 

reception

2. DIRECT LINK SECURITY MODE COMMAND

(unicast)


Figure-3  Scenario 3
Question-3: For scenario 3, before receiving the DIRECT LINK SECURITY MODE COMMAND (unicast) in Figure-3, does UE_1 knows the source L2 ID of UE_2a or not from SA2 perspective?
For Scenario 3, from SA2 perspective the similar discussion on Source Layer-2 ID assignment as for the Scenario 2 can be applied here and only the different security procedures are used as specified in TS 33.536 [2].
Proposal-3: For Scenario 3, SA2 confirmed that UE_1 does not know the Source Layer-2 ID of UE_2a before receiving the DIRECT LINK SECURITY MODE COMMAND (unicast) message.
Proposal

Based on the discussion above, it is proposed to adopt the following proposals and provide the answer accordingly in the reply LS S2-2202376.
Proposal-1: For Scenario 1, SA2 confirmed that UE_2a does not know the Source Layer-2 ID of UE_1 before receiving the DIRECT LINK ESTABLISMENT REQUEST (unicast) message.
Proposal-2: For Scenario 2, SA2 confirmed that UE_1 does not know the Source Layer-2 ID of UE_2a before receiving the DIRECT LINK AUTHENTICATION REQUEST (unicast) message.
Proposal-3: For Scenario 3, SA2 confirmed that UE_1 does not know the Source Layer-2 ID of UE_2a before receiving the DIRECT LINK SECURITY MODE COMMAND (unicast) message.
Reference
[1] 3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".
[2] 3GPP TS 33.536: "Security aspects of 3GPP support for advanced Vehicle-to-Everything (V2X) services".
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