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	Reason for change:
	This CR addresses the following Editor’s note in clause 5.30.2.10.2.2:

Editor's note: Selection of DCS/AAA and placement of AAA in Figure 5.30.2.10.2.2-3 i.e. whether AAA is a DN-AAA or separate from the DN is FFS.
During the discussion in SA#94E it was commented that it is not clear whether any changes are needed to the procedure for DN-AAA server selection during secondary authentication, given that more than one DN-AAA server (residing in different administrative domains) can be used to authenticate the configuration PDU Session. Some commenters wondered whether there would be a need for using a distinct DNN for each DCS.

TS 23.502 clause 4.3.2.3 already clarifies that the SMF can use the DN-specific identity provided by the UE inside the EAP message in the PDU Session Authentication Complete message:

0.	The SMF determines that it needs to contact the DN-AAA server. The SMF identifies the DN-AAA server based on local configuration or using the DN-specific identity (TS 33.501 [15]) provided by the UE inside the SM PDU DN Request Container provided by the UE in the PDU Session Establishment request or inside the EAP message in the PDU Session Authentication Complete message (TS 24.501 [25]).
The use of DN-specific identity is not related to a specific DNN. In the case of UE onboarding, different UEs can indicate DN-specific identities that point to different DCS administrative domains, while a common DNN is used for the underlying PDU Session (it is noted that the UE does not actually indicate any DNN during establishment of the configuration PDU Session).

In the specific case of UE onboarding the DN can be the Internet at large. The multiple DN-AAA servers that can be contacted during Secondary authentication all reside inside the DN (i.e. inside the Internet), notwithstanding that they can be located in distinct administrative domains.

Depending on progress in SA3 it is also proposed to delete the following Editor’s note, and also delete the UDM from Figure 5.30.2.10.2.2-3:

Editor's note:	The use of UDM in Figure 5.30.2.10.2.2-3 is FFS and dependent on SA WG3.

	
	

	Summary of change:
	Clause 5.30.2.10.2.2:
- Adjusted the DN bubble in Figure 5.30.2.10.2.2-3 so that it includes the DN-AAA server
- removed the Editor’s note
- added a NOTE clarifying that in case of UE onboarding the DN can be the Internet at large and multiple DN-AAA servers residing in different administrative domains can be used to authenticate the UEs as part of Secondary authentication.
- added a missing reference to Figure 5.30.2.10.2.2-3.
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5.30.2.10.2.2	Architecture
Figures 5.30.2.10.2.2-1 and, 5.30.2.10.2.2-2 and 5.30.2.10.2.2-3 depict the architecture for Onboarding of UEs in an ON-SNPN.


Figure 5.30.2.10.2.2-1: Architecture for UE Onboarding in ON-SNPN when the DCS includes an AUSF and a UDM


Figure 5.30.2.10.2.2-2: Architecture for UE Onboarding in ON-SNPN when the DCS includes a AAA server used for primary authentication




Figure 5.30.2.10.2.2-3: Architecture for UE Onboarding in ON-SNPN when the DCS is not involved during primary authentication	Comment by intel user JAN 28: UDM is proposed to be removed because the current text in 33.501 Annex B indicates that the root certificates are stored in the AUSF
NOTE 1:	AUSF in the ON-SNPN interfaces with the DCS owned by an entity that is internal or external to the ON-SNPN.
NOTE 2:	The functionality with respect to exchange information between PVS and SO-SNPN to provision SNPN credentials and other data from the SO-SNPN in the UE is out of 3GPP scope.
NOTE 3:	The dotted lines in Figure 5.30.2.10.2.2-1 indicate that domains (e.g. DCS domain, PVS domain, and SO-SNPN) may not be separated depending on the deployment scenario.
NOTE 4:	See TS 33.501 [29] for the functionality beyond AUSF, and other interfaces required for security.
Editor's note:	The use of UDM in Figure 5.30.2.10.2.2-3 is FFS and dependent on SA WG3.
NOTE X: When secondary authentication is used in the context of the UE onboarding architecture in Figure 5.30.2.10.2.2-3, the DN can be the Internet at large and the different DN-AAA servers that authenticate the UEs can reside in different administrative domains. 
Editor's note: Selection of DCS/AAA and placement of AAA in Figure 5.30.2.10.2.2-3 i.e. whether AAA is a DN-AAA or separate from the DN is FFS.
When the DCS is involved during mutual primary authentication during the Onboarding procedure (as in Figure 5.30.10.2.2-1 and Figure 5.30.10.2.2-2), the following apply:
-	When the DCS includes an AUSF and a UDM functionality, then the AMF selects AUSF and UDM in the DCS domain. The ON-SNPN and DCS domain are connected via N32 and SEPP which are not shown in the Figure 5.30.2.10.2.2-1.
-	When the DCS includes a AAA server functionality, then the AMF selects AUSF in the ON-SNPN. Based on local configuration the AUSF skips the UDM selection and directly performs primary authentication towards DCS with AAA server functionality. The AUSF uses an NSSAAF (and the NSSAAF may use a AAA-P which is not shown in the figure 5.30.2.10.2.2-2) to relay EAP messages towards the DCS including a AAA Server.
NOTE 5:	If a given DCS supports both AUSF/UDM functionality as depicted in Figure 5.30.2.10.2.2-1 and AAA server functionality as depicted in Figure 5.30.2.10.2.2-2, the DCS needs to use separate Home Network Identifier for DCS with AUSF/UDM and for DCS with AAA server functionality to ensure correct selection of NFs.
When the DCS is not involved during primary authentication (as in Figure 5.30.10.2.2-3), the following applies:
-	The AMF skips the UDM selection, selects a local AUSF as described in clause 5.30.2.10.2.6 and performs primary authentication towards the local AUSF using Default UE credentials as described in TS 33.501 [29].
-	upon establishment of the restricted PDU Session the ON-SNPN may trigger secondary authentication procedure, as described in TS 23.502 [3] clause 4.3.2.3, with the DCS using Default UE credentials as described in clause 11.1 of TS 33.501 [29]. When secondary authentication is used, the SMF identifies the DN-AAA server (in step 0 of TS 23.502 [3] clause 4.3.2.3) using the DN-specific identity (TS 33.501 [29]) provided by the UE inside the EAP message in the PDU Session Authentication Complete message (TS 24.501 [47]).
NOTE 6:	If the secondary authentication fails, the SMF rejects the PDU Session for onboarding. Based on local policy the AMF can deregister the UE as described in clause 5.30.2.10.2.7.
NOTE 7:	The DCS and PVS can be owned by an administrative entity that can be different from either the ON-SNPN or SO-SNPN. The ownership of DCS and PVS is outside the scope of 3GPP.
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