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	Reason for change:
	It has been discussed that it would be convenient to monitor when the UE is using for FQDN resolution another DNS than the one provided as DNS configuration for the PDU Session.
REl’16 capabilities can be used for this purpose, and the proposal is to describe so in annex C.

	
	

	Summary of change:
	Extend Annex C to describe how 5GC can monitor when public DNS resolvers are used instead of the MNO provided DNS configuration of the PDU Session

	
	

	Consequences if not approved:
	Miss to consider Rel’16 5GC capabilities to enhance the EAS Discovery procedures
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An application in the UE that complies with EAS (re-)discovery described in this specification is not recommended to override operator-provided DNS settings. Overriding the operator-provided DNS settings means the operator-provided DNS settings may not be used in UE OS.
The OS DNS server configuration does not override the operator provided DNS in a UE compliant to the EAS (re‑)discovery procedure. This is necessary for the "closest" EAS server to be selected.
NOTE 1: If the user overrides the DNS configuration set by the network using ePCO, for example if the user configures a private DNS configuration via UI, the network DNS configuration configured using ePCO remains inactive until the user configured DNS setting is revoked by the user.
NOTE 2:	If an OS, user or applications override the operator-provided DNS settings, the DNS resolvers or servers in the third party can take the source IP address of the DNS request as the location information of UE, which can correspond to the remote PSA UPF or other entities (e.g. a NAT server) on the remote/central N6 interface which can lead to a non-optimal choice of the EAS server address.
NOTE 3:	If the DNS server configuration in an OS overrides the operator provided DNS, the DNS queries continue to be sent over the correct PDU Session for the application.
Editor's note:	It is FFS whether the UE modem transparently forwards DNS messages for tethered devices that are loosely coupled: more generally it is FFS whether URSP can't apply to tethered traffic and this is a more general issue than EC.
NOTE 4:	If the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC, then:
-	the Session Breakout connectivity mode, option A and B in clause 6.2.3.2 will not work in case the EASDF is NOT in the DNS resolver chain for recursive DNS resolution.
The UPF Traffic detection and traffic reporting capabilities specified in clause 5.8 in TS 23.501 [2] can be used to monitor if the UE (OS or application) uses a DNS resolver that is different than the one provided by the 5GC. As an example, SMF can install in PSA UPF for a PDU session, Packet Detection Rule(s) to report when traffic matches certain Traffic Detection information, for example, an IP Packet Filter Set including well known public DNS service IPs. As an alternative, the Traffic Detection information can consist of an Application Identifier index to a set of application detection rules configured in UPF.
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