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FIRST CHANGE
[bookmark: _Toc66692619][bookmark: _Toc66701798][bookmark: _Toc69883449][bookmark: _Toc73625457][bookmark: _Toc83206556]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	3GPP TS 23.287: "Architecture enhancements for 5G System (5GS) to support Vehicle-to-Everything (V2X) services".
[3]	3GPP TS 23.303: "Proximity-based services (ProSe); Stage 2".
[4]	3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".
[5]	3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 2".
[6]	3GPP TS 22.261: "Service requirements for next generation new services and markets; Stage 1".
[7]	3GPP TS 22.278: "Service requirements for the Evolved Packet System (EPS)".
[8]	3GPP TS 23.288: "Architecture enhancements for 5G System (5GS) to support network data analytics services".
[9]	3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System".
[10]	3GPP TS 29.345: "Inter-Proximity-services (Prose) Function signalling aspects; Stage 3".
[11]	3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".
[12]	3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2".
[13]	3GPP TS 38.304: "NR; User Equipment (UE) procedures in idle mode".
[14]	3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station in idle mode".
[15]	3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol specification".
[16]	3GPP TS 38.331: "NR; Radio Resource Control (RRC); Protocol Specification".
[17]	IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration".
[18]	IETF RFC 3927: "Dynamic Configuration of IPv4 Link-Local Addresses".
[19]	IETF RFC 826: "An Ethernet Address Resolution Protocol".
[bookmark: _Hlk66354046][20]	IETF RFC 4960: "Stream Control Transmission Protocol".
[bookmark: definitions][21]	3GPP TR 23.752: "Study on system enhancement for Proximity based Services (ProSe) in the 5G System (5GS)".
[22]	3GPP TS 32.277: "Proximity-based Services (ProSe) charging".
[23]	3GPP TS 24.554: "Proximity-services (ProSe) in 5G System (5GS) protocol aspects; Stage 3".
[24]	IETF RFC 2131: "Dynamic Host Configuration Protocol".
[25]	IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4 (DHCPv4)".
[26]	IETF RFC 6603: "Prefix Exclude Option for DHCPv6-based Prefix Delegation".
[27]	IETF RFC 8415: "Dynamic Host Configuration Protocol for IPv6 (DHCPv6)".
[28]	3GPP TS 38.351: "NR; Sidelink Adaptation Layer Protocol".
[TBD]	3GPP TS 33.503: "Security Aspects of Proximity based Services (ProSe) in the 5G System (5GS)".
NEXT CHANGE
[bookmark: _Toc83206620][bookmark: _Toc30666558][bookmark: _Toc31029852][bookmark: _Toc31030743][bookmark: _Toc43388310][bookmark: _Toc43735540][bookmark: _Toc50130527][bookmark: _Toc50133841][bookmark: _Toc50134181][bookmark: _Toc50557133][bookmark: _Toc50548809][bookmark: _Toc55202114][bookmark: _Toc57209736][bookmark: _Toc57366127][bookmark: _Toc66703570][bookmark: _Toc73625622][bookmark: _Toc83206732][bookmark: _Toc73625501][bookmark: _Toc83206601][bookmark: _Toc83355922][bookmark: _Toc20204674][bookmark: _Toc27895388][bookmark: _Toc36192491][bookmark: _Toc45193593][bookmark: _Toc47593225][bookmark: _Toc51835312][bookmark: _Toc75412148]5.1.4.3	Principles for Network controlled Remote authorizsation for ProSe UE-to-Network Relay
Editor's note:	This clause will document the Principles for Network controlled Remote authorization for the ProSe UE-to-Network Relay and base on the KI# 3 conclusions of TR 23.752 [21].
5.1.4.3.1	General
5G ProSe Remote UE data is transported unmodified over the 5G ProSe UE-to-Network Relay. If required, the 5G ProSe Remote UE data can be ciphered. The PLMN serving the 5G ProSe Remote UE can be the same PLMN or different from the one serving the 5G ProSe UE-to-Network Relay.
Prior to data relaying, both 5G ProSe Layer-3 Remote UE and 5G ProSe Layer-3 UE-to-Network Relay are authenticated and authorised for relay service as specified in clause 6.5.1.x.
5.1.4.3.2	Principles for control plane based authorisation for Layer-3 UE-to-Network Relay
Control plane-based authorisation for Layer-3 UE-to-Network Relay is characterised by the following principles: 
-	Relay network is the PLMN serving the 5G ProSe UE-to-Network Relay and the Remote network is the 5G ProSe Remote UE's HPLMN. These networks can be the same PLMN or two different PLMNs.
-	The Relay UDM, the Remote UDM and the Remote AUSF can be in the same PLMN or in two different PLMNs depending on whether the 5G ProSe Remote UE's HPLMN and the 5G ProSe UE-to-Network Relay's HPLMN are the same PLMN or different PLMNs. 
-	During the 5G ProSe UE-to-Network Relay registration, the 5G ProSe UE-to-Network Relay receives information on whether it is authorised to be a 5G ProSe UE-to-Network Relay. During the same procedure, the AMF gets information on which 5G Remove UEs may use this UE if the remove UE belongs to the same PLMN or PLMNs whose UEs determined by the MCC and MNC may use this UE as a 5G ProSe UE-to-Network Relay if the remove UE belongs to different PLMN.
-	During PC5 connection establishment, the 5G ProSe Remote UE provides its UE ID (SUCI) to the 5G ProSe UE-to-Network Relay which sends that info to the AMF to get authenticated and authorisation:
Editor's note:	Whether Remote UE can provide 5G-GUTI depends on feedback from SA3.
-	the 5G ProSe UE-to-Network Relay's AMF initiates authentication for the 5G ProSe Remote UE towards the 5G ProSe Remote UE's AUSF;
-	After the 5G ProSe Remote UE is authenticated, the 5G ProSe UE-to-Network Relay's AMF initiates authorisation check towards the 5G ProSe Remote UE's UDM to check whether the UE may act as 5G ProSe Remote UE connected to the 5G ProSe UE-to-Network Relay.
-	The 5G ProSe Remote UE's UDM returns the 5G ProSe Remote UE GPSI to the 5G ProSe UE-to-Network Relay's AMF which allows relay authorisation in the Relay network.
-	5G ProSe Remote UE determines when to release the PC5 link for relaying.
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NEXT CHANGE
6.5.1.x	Layer-3 UE-to-Network Relay authorisation
6.5.1.x.1	Control plane based Layer-3 UE-to-Network Relay authorisation
The connection of a 5G ProSe Remote UE via a 5G ProSe UE-to-Network Relay works according to the steps described in Figure 6.5.1.x.1-1. The authorisation procedure can be triggered during the PC5 link establishment between the 5G ProSe Remote UE and the 5G ProSe UE-to-Network Relay.
The need for functionality in step 5 and onwards depends on security requirements of the application.


Figure 6.5.1.x.1-1: Authorising 5G ProSe Remote UE access to 5GC via a 5G ProSe UE-to-Network Relay
1.	The 5G ProSe UE-to-Network Relay registers to its serving PLMN as specified in TS 23.502 [8] clause 4.2.2.2.
	The Relay AMF gets from the UDM the relay authorisation info (as described in clause 5.7) for the 5G ProSe UE-to-Network Relay. The relay authorisation info includes a list of allowed 5G ProSe Remote UE of the same PLMN and/or all PLMNs where there is at least one allowed 5G ProSe Remote UE for the 5G ProSe UE-to-Network Relay.
Editor's note:	Whether the list of PLMNs is provided to AMF at step 1 and AMF performs verification prior to primary authentication is to be confirmed with SA WG3.
2.	The 5G ProSe Remote UE provides its SUCI in PC5 Direct Communication Request message to the 5G ProSe UE-to-Network Relay.
3.	The 5G ProSe UE-to-Network Relay requests authorisation for UE-to-Network Relaying from its serving AMF and provides the UE ID (SUCI) of the 5G ProSe Remote UE.
4.	If information on PLMNs of allowed 5G ProSe Remote UEs for relaying was received in step 1, then based on this information, the 5G ProSe UE-to-Network Relay's AMF checks if there are any UEs in the PLMN identified by the 5G ProSe Remote UE SUCI for which the UE can act as a 5G ProSe UE-to-Network Relay. If not, the 5G ProSe UE-to-Network Relay's AMF omits steps 5–12 and informs the 5G ProSe UE-to-Network Relay of the failure in step 13 and the PC5 connection is rejected. Otherwise the Relay AMF continues the procedure.
5-7.	Based on the relay authorisation info received in the step 1 or serving PLMN's local policy, the 5G ProSe UE-to-Network Relay's AMF initiates authentication towards the 5G ProSe Remote UE's AUSF using existing procedures as defined in TS 33.501 [31].
	The authentication of the 5G ProSe Remote UE in step 6 is signalled transparently via the 5G ProSe UE-to-Network Relay and the AMF serving it. Part of the signalling may be encrypted and can be decrypted by the 5G ProSe Remote UE. As a result of the successful authentication of the 5G ProSe Remote UE, the 5G ProSe UE-to-Network Relay's AMF receives the SUPI of the 5G ProSe Remote UE.
8.	After the 5G ProSe Remote UE is authenticated, the 5G ProSe UE-to-Network Relay's AMF initiates authorisation check by providing both the 5G ProSe UE-to-Network Relay's ID (e.g. GPSI) and 5G ProSe Remote UE's SUPI to the UDM of the 5G ProSe Remote UE.
9.	5G ProSe Remote UE's UDM checks if the 5G ProSe Remote UE is authorised to send its traffic via 5G ProSe UE-to-Network Relay.
10.	5G ProSe Remote UE's UDM responds to the 5G ProSe UE-to-Network Relay's AMF and includes the result and the 5G ProSe Remote UE's GPSI if authorisation is successful. If the authorisation fails, the 5G ProSe UE-to-Network Relay's AMF informs the 5G ProSe UE-to-Network Relay and the PC5 connection is rejected. Otherwise the Relay's UE's AMF continues the procedure.
11. The 5G ProSe UE-to-Network Relay's AMF initiates authorisation check by providing both the 5G ProSe Remote UE GPSI and 5G ProSe UE-to-Network Relay GPSI to the Relay UDM.
12.	Relay UDM checks if the 5G ProSe UE-to-Network Relay is authorised to relay the traffic of the 5G ProSe Remote UE and responds with authorisation result.
13.	The 5G ProSe UE-to-Network Relay's AMF sends Authorisation result and Authorisation parameters (e.g., key material as specified in TS 33.503 [TBD]) to the 5G ProSe UE-to-Network Relay. If the authorisation fails, the 5G ProSe UE-to-Network Relay shall reject PC5 connection establishment.
14-15.	Security procedure as defined in TS 33.503 [TBD] and Direct Communication Accept message of Layer-2 link establishment procedure as specified in clause 6.4.3.6
Relay authorisation is pre-requisite to PDU Session establishment specified in clause 6.5.1.1.
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