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Abstract: This contribution resolves the coordination of DNS configuration between UE and 5GC.
1. Discussion
In Section 6.2.3.3 and Annex C of TS 23.548, there exist Editor’s Notes that describe the coordination between UE and 5GC, potentially includes application: 
Editor’s Note: Whether interaction between the 5GS and application layer DNS cache for EAS rediscovery is required or not is FFS.
Editor’s Note: Whether coordination across the 5GC and application domain for name resolver caching behaviour is required or not is FFS.

These Editor’s notes originate from the assumption that the DNS configuration is optimized by 5GC and sent to UE OS, but the configuration in UE OS may be modified. Also, it may have some benefits to make applications to use this DNS related value-added services. 
But now, for application itself, the application has its own strategy to use which DNS server for resolving, such as A-DNS or C-DNS from 3rd party, DNS server from public network or DNS server from 5GC provision. Applications may use or may not use the DNS configuration provided by 5GC. Which DNS configuration to use depends on the policy applied in application, and it is not mandatory to use the DNS server provisioned by 5GC.
There are two potential functions to enforce application to use the DNS configuration from 5GC. 
-
Delivering the DNS configuration to application and enforce the application to use

-
The DNS query from application can be detected by UE on port 53 and UE will replace the destination IP address of DNS query which is set by application to the IP address of DNS server that 5GC configures.

These two functions bring the impact on both UE OS and application. Two aspects of potential influences will be discussed both in UE OS and application.
1.1
Application parts

1.1.1
DNS configuration in applications
For application, it has its own strategy to use which DNS server to resolve. The DNS strategies in the both APP and UE OS are not consistent, such as the DNS cache, expire time and DNS configuration. And here's the reality that the application has its own DNS configuration. Application will use its own DNS configuration, for example, DNS server, the 3rd party DNS server or the public DNS server to resolve. This is a purely application layer mechanism and implementation like the description in Annex A. Application has its own autonomy and discretion. 
So, it is not recommended to force an application to use the DNS configuration provided by 5GC, even though this configuration has been well optimized. Applications may not use this optimization due to its own strategy. In addition, the public DNS server is widely used by lots of applications for now. Whether the application uses the service provided by the operators or not depends on the SLA between applications and operators. 
1.1.2
Destination IP replacement of DNS query from application
If the destination IP of DNS query is detected and modified to another DNS server which is provided by 5GC, this is a DNS hijack issue and has great privacy issues and security issues. This requires the approval from the applications.
1.1.3
DNS cache in application
For DNS cache, both application and UE OS have a DNS cache and there is no relation between them. Even the expire time and TTL mechanisms are different. Like the description and chart in S2-2007242: 
Application level NS cache in many browsers and applications do not use the TTL hint from DNS. Rather, they have fixed values as a default configuration. The figure below illustrates the multiple levels of name/DNS caches on path of a request like gethostbyname ( ) when the application attempts to resolve the FQDN to an IP address.

Many applications and browsers maintain their own name cache. Examples in the figure are Chrome, Mozilla and JRE with default cache timers values set to between 60-120 sec. The cache timer value in each of these cases is a configuration parameter. This can have an impact on server reselection behavior following handover.
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Therefore, it is not recommended to mandate the application layer cache to be influenced by UE and 5GC. The application cache is managed and maintained by application itself. 
1.2
UE OS parts
1.2.1
DNS configuration in UE OS
In the current version, the DNS configuration which is delivered and optimized by 5GC is sent to UE module and finally stored in UE OS. If we expect the application to use this configuration as well, it means the UE should deliver the DNS configuration to application on application layer. So, this function exists several potential influences: 
-
Firstly, in the conclusion part of clause 9.2.2 of 23.748, it has described that the application layer is not influenced:
NOTE 4:
This EAS rediscovery indication does not impact the UE Application Layer DNS caching.

-
Secondly, the interaction between UE and application needs a new UE capability. This capability enables UE to deliver DNS configuration to application in application layer. But, this is purely the UE internal implementation and will bring extra impact on UE OS. For now, there is no guarantee for the UE to deliver such information to applications, and the definition of this UE capability is unclear in both stage 2 and stage 3.
-
At last, the interaction between UE and application needs UE to coordinate plenty of applications. This UE behaviour and influence are big adaptation. This may not be the same APIs among UE, application 1 and application2. This kind of adaptation work is costly and not efficient, and also, And the application may not be suitable for this configuration. 
1.2.2
UE replaces the destination IP of DNS query
As described in section 1.1.2, in order to force application to use the DNS configuration from 5GC, the destination IP address of DNS query from applications will be replaced by the IP address of DNS server which configured by 5GC. 
From the UE side, in order to detect the DNS query from plenty of traffic flow, UE should check the DNS query in all of the packets from all of the applications. This is a heavy burden for UE to detect and replace the destination IP address. Also, the DNS query from application is just a regular packet which needs the UE to do DPI inspection. 
At last, this mechanism can not be applied to DoH and DoH.
1.2.3
DNS cache indication to application
Firstly, in the conclusion part of clause 9.2.2 of 23.748, it has described that the application layer is not influenced:

NOTE 4:
This EAS rediscovery indication does not impact the UE Application Layer DNS caching.

Secondly, as described in section 1.1.3, that the application and UE OS maintain the DNS cache individually in application layer and UE OS. There is no relationship between them. And the maintenance mechanisms and policies are different and both UE and 5GC cannot control the DNS cache behaviour of the application layer.
1.3
Conclusions
Based on the description above, a few visible and important facts are as follows:
-
For UE OS, delivering of DNS configuration to application is not supported now, and this introduces a new UE capability.

-
The interaction between UE and application is the internal implementation and is out of the scope of 3GPP.
-
Application has its own strategies of DNS configuration and it is not recommended to force application to use the configuration from 5GC. It also depends on the SLA between operators and applications, and UE capability.
-
UE OS and application maintain separate DNS cache and there is no relationship between them. It is not recommended to force application to clear the DNS cache and break the application strategy.
So, it can drive the conclusion below: 
Conclusion 1: It is not recommended to mandate application to use the DNS configuration from 5GC. In order to support edge deployment, DNS configuration from UE and 5GC can be used by the application to make decision, but how the applications decide the DNS configuration depends on the applications’ own strategy, the UE capability and the SLA between applications and operators, which are all out of the scope of 3GPP.
Conclusion 2: It is not recommended to mandate UE to deliver information regarding DNS configuration received via NAS to application. It requires the extra costs on UE side.
Conclusion 3: It is not recommended to enforce UE to replace the destination IP address of DNS query from applications. This is an issue of DNS hijacking, which raises privacy and security issues, also it brings a significant burden and additional overhead on the UE.
Conclusion 4: The EAS rediscovery indication does not impact the UE Application Layer DNS caching.
2. Proposal
This contribution proposes to implement the following updates to TS 23.548 v0.1.0.
* * * First Change * * *
6.2.3.3
EAS Re-discovery Procedure at Edge Relocation
Editor’s Note: This clause also describes rediscovery (UE based), and aspects and assumptions based on applicable clause 9.2.2 in the TR.
For PDU Session with Session Breakout connectivity, the UE may need to re-discover the EAS after the insertion/change/removal of an L-PSA.

This procedure is used by the SMF to trigger the EAS rediscovery procedure when a new connection to EAS need to be established. It applies to both Session Breakout using ULCL and Session Breakout using BP.

Editor’s Note: It is FFS whether the same procedure is needed for change of SSC mode 3 PSA with IPv6 multi-homing scenario. For this scenario, the UE’s IPv6 prefix can be released with the existing procedure, therefore, the UE is aware when to release DNS cache if needed.


[image: image2.emf]UE SMF L-PSA1 L-PSA2 PSA

2. Step 3b-11b in Figure 

4.3.3.2-1 of TS23.502

1.Insertion/change/removal of L-PSA

1a.EAS relocation triggered by AF

PCF

AF


Figure 6.2.3.3-1: EAS re-discovery procedure at Edge relocation

During a previous EAS Discovery procedure on this PDU Session the UE may have cached EAS information (i.e. EAS IP address corresponding to an EAS FQDN) locally, e.g. during the previous connection with the EAS (for more information see Annex C UE considerations for EAS (re)discovery).

1.
Due to the UE mobility the SMF triggers L-PSA insertion, change or removal for the PDU Session, the UP management event notifying to the AF may trigger the EAS relocation.

1a. The AF triggers EAS relocation e.g. due to EAS load balance or maintenance, etc, and informs the SMF the related information.

2.
The SMF executes the network requested PDU Session Modification procedure from the step 3b-11b as defined in clause 4.3.3.2 TS 23.502 [3]. The SMF makes the decision to indicate the EAS rediscovery to the UE based on information provided by AF or based on SMF's local configuration.

Editor’s Note: It is FFS for the detail information provided by the AF.


The SMF sends PDU Session Modification Command (EAS rediscovery indication, [impact field]) to UE. The impact field is used to identify which EAS(s) need to be rediscovered. If the impact field is not included, it means all EAS(s) associated with this PDU Session need to be rediscovered.

Editor’s Note: Which information that is used by SMF to compose the optional impact field and how that is provisioned to SMF is FFS.


For the following connection with the EAS(s) for which the EAS rediscovery need be executed per the received EAS rediscovery indication and impact field, the UE does not use the old EAS information stored locally. Instead it triggers EAS discovery procedure to get new EAS information as defined in clause 6.2.3.2.

NOTE 1:
The active connection(s) between the UE and the EAS(s) are not impacted.


NOTE 2:
This EAS rediscovery indication does not impact the UE Application Layer DNS caching.
* * * Second Change * * *
Annex C (Informative):
UE Considerations for EAS (re)Discovery
C.1
General

DNS records obtained from a network resolver contains a time-to-live (TTL) value. This is a hint provided by the network resolver and can be used to determine the length of time that the record is cached. DNS records can be cached in the UE by a system wide stub resolver and by application layer name resolution caches. The application (L7) cache is managed on a per application basis while the OS/system DNS cache is common to applications. Name resolution caches in various applications also have different policies and behaviour. Some applications cache the name records for the length of the application session while others have a time limit.

It is not recommended to mandate application to use the DNS configuration from 5GC. In order to support edge deployment, DNS configuration from UE and 5GC can be used by the application to make decision, but how the applications decide the DNS configuration depends on the applications’ own strategy, the UE capability and the SLA between applications and operators, which are all out of the scope of 3GPP.
It is not recommended to mandate UE to deliver information regarding DNS configuration received via NAS to application. It requires the extra costs on UE side.
It is not recommended to enforce UE to replace the destination IP address of DNS query from applications. This is an issue of DNS hijacking, which raises privacy and security issues, also it brings a significant burden and additional overhead on the UE. 
The following clauses describe the appropriate DNS configuration for the EAS (re)-discovery to work in the UE.

* * * End of Change * * *
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