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1.
Discussion
1.1 
Clarifications on C2 authorization

In SA2#143 there were ongoing discussions on the procedure to authorize a UAV for establishing user plane resources (PDU session/PDN connectivity) for C2.

NOTE:
For simplicity we will only refer to the procedure via 5GS.

According to the terminology agreed during the study phase in 3GPP TR 23.754, C2 operation involves the following:
Command and Control (C2) Communication: the user plane link to deliver messages with information of command and control for UAV operation from a UAV controller or a UTM to a UAV or to report telemetry data from a UAV to its UAV controller or a UTM.
A UAV may use either a common PDU or separate PDU session for connectivity to USS and to a UAV-C. If separate PDU sessions are used then the UAV may provide C2 related communication messages via both PDU sessions, i.e. telemetry data related to C2 communication to a USS or the USS controlling a UAV via the first PDU session and C2 communication message via the second PDU session to a UAV-C. 
Observation: If the UAV uses separate PDU sessions for connectivity to a USS and a UAV-C, both PDU session may need to be used for C2.

Since any PDU session may be used for C2 related communication, a generic procedure should be defined where the UAV/3GPP system indicates if a request for connectivity is for C2. The USS makes an authorization decision taking into account the information provided by the UAV and regulatory requirements. 
Proposal 1: Propose a generic C2 authorization framework where the UAV/3GPP system notifies a USS whether a PDU session needs to convey C2 communication related messages. The USS decides on the authorization result
It is important to note that, in case of separate PDU sessions being used, a UAV may initially establish a PDU session for connectivity to a USS which is used for non-C2 related communication. Such PDU session will not be subject to C2 authorization. C2 authorization will take place, at a later time when the UAV requires the PDU session to convey C2 related information (e.g. to convey telemetry data for C2 to a USS, or for C2 messages between the USS and the UAV if the USS is controlling the UAV). This is also valid also for the PDU session used by the UAV for connectivity to a UAV-C. A UAV may establish initially a PDU session for connectivity to a UAV-C for non-C2 related communication, e.g., for UAV configuration, downloading video. Hence, such PDU session will not initially require any C2 authorization. 
1.2
Clarifications on pairing authorization

Additional clarifications are needed in TS 23.256 to clarify when pairing authorization between a UAV and UAV-C is required. It is proposed to clarify that pairing authorization is required only for the case where a PDU session (for connectivity to a UAV-C) is used to convey C2 related communication. 
Proposal 2: Clarify that pairing authorization is required only when a UAV uses a PDU session for connectivity to a UAV-C for C2.
2. Proposed Changes
The following clarifications are proposed for TS 23.256 v0.1.0.

· Remove the statement that a PDU session with a UAV-C is only used for C2 communication. A UAV may have connectivity with a UAV-C for non-C2 related communication (e.g. UAV configuration, downloading stored videos). 
· Clarifying that a UAV may have a common or separate PDU session for connectivity with a USS and a UAV-C. 

· Rewording clause 5.2.3 and 5.2.5 by specifying a generic C2 authorization framework. It is further clarified that C2 authorization includes UAV UAV-C pairing authorization and authorization for exchanging C2 related communication messages.

· General editorial improvements.

***************************************START OF CHANGES *************************************
5.2.3
UUAA At PDN Connection/PDU Session Establishment (UUAA-SM)

A UAV uses PDU Sessions or PDN Connections for connectivity with the USS and connectivity with a networked UAV-C
A networked UAV-C is a UE which uses existing procedures for establishing PDU Session or PDN Connection for communication with the USS, and the procedures described in this clause do not apply to a networked UAV-C.

This clause describes procedure that applies both for 5GS and EPS, where PDU Session refers to 5GS and PDN Connection refers to EPS.

PDU Session/PDN Connection for UAV communication shall only be established after a UAV has been authenticated and authorized by the USS, as described in clause 5.2.2 and clause 5.2.3. 

A UAV may use either a common or separate PDU Session/PDN connection for connectivity with the USS and a UAV-C. 
When the UAV requests establishment of a PDU session/PDN connection, the PDU session/PDN Connection may require UUAA authorization, subject to operator, regulatory requirements as described in clause 5.2.4. 


If the UAV uses the PDU session/PDN connection for C2 the PDU session is subject to C2 authorization as described in clause 5.2.5.

The UAV shall indicate that the PDU Session/PDN Connection is for the UAV communication and/or C2 communication in the PDU Session Establishment/PDN Connectivity request.
Editor's note:
How the UAVs indicate UAV communication and/or C2 communication, e.g. with an explicit indication or DNN/S-NSSAI combination, is FFS.

During the establishment or modification procedure of the PDU Session/PDN connection for C2 communication, the USS shall provide the 3GPP system with following information:

-
traffic filters for enabling C2 communication.

-
QoS requirements for C2 communication

Editor's note:
How the USS provides C2 QoS requirement through UAS-NF is FFS and may need coordination with SA6.

When the UAV – UAV-C pairing authorization is revoked by the USS, the SMF or SMF+PGW-C shall release the PDU Session/PDN connection for C2 communication (in case dedicated connection is used), or disable C2 communication for the PDU Session/PDN connection (in case separate connections are used). 

When the UUAA is revoked by the USS, all UAV related PDU Session/PDN connections shall be released.

***************************************SECOND CHANGE **************************************
5.2.5
Authorization for C2

5.2.5.x
General

Authorization for C2 is required when a UAV establishes a user plane connection for C2 operations, i.e., to deliver messages with information of command and control for UAV operations from a UAV-C or USS to a UAV or to report telemetry data from a UAV to its UAV-C.


A UAV shall be authorized by the USS to use a PDU Session/PDN connection for C2. Authorization for C2 includes the following:

-
Authorization for pairing with a networked UAV-C or a UAV-C that connects to the UAV via Internet connectivity, before the UAV and the UAV-C can exchange C2 communication. One UAV can be paired with only one UAV-C at the any time. One UAV-C may be paired with one or more UAVs at the same time.
C2 authorization may be carried out:

-
During the UUAA procedure (if UUAA is carried out at PDU session/PDN connection establishment) as described in clause 5.2.3 when the UAV requests establishment of PDU Session/PDN connection for connectivity.
-
During PDU Session Modification/ UE requested bearer resource modification when the UAV requires to use an existing PDU session/PDN connection to exchange C2 communication related messages.
-
During a new PDU Session/PDN connection establishment, if the UAV requires to use a separate PDU Session/PDN connection for C2 communication.
.
5.2.5.y
Procedure for C2 authorization in 5GS
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1. PDU Session establishment per clause 5.2.3

2. PDU Session Modification request

3. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

4. PDU Session Modification command


Figure 5.2.5-1: PDU Session modification for C2 communication (common PDU session for UAV communication).
1. The UAV establishes a common PDU Session for UAV communication as described in clause 5.2.3.

2. The UAV requests C2 authorization by initiating PDU Session Modification procedure. The UAV indicates in the request that the PDU session is for C2. If the UAV is configured with the pairing information, it includes the pairing information as part of UAS container in the PDU Session modification request. The USS may also use its locally configured pairing information for UAV – UAV-C pairing authorization. The pairing information includes the CAA-level UAV ID of the requesting UAV and also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.

NOTE:
How the pairing information is configured in the UAV is outside the scope of 3GPP specifications.
3. The SMF invokes the  authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. In comparison with UUAA, the authorization request includes a C2 authorization indication and may also include pairing information if provided by UAV in step 2. The USS shall inform the SMF, through the UAS-NF as described in 5.2.3, the result of the authorization. If the authorization is successful, the traffic filters that should be enabled for the requested C2 communication. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF. 
Editor's note:
How the UAV indicates that the modification request is for C2 communication is FFS.

Editor's Note:
How the SMF determines re-authorization is required at PDU session modification is FFS

4. The SMF informs the UAV the C2 authorization result in the PDU Session Modification Command message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message.
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1. PDU Session Establishment request for C2 communication

2. Step 1 –�ϯ�of Figure 5.2.3.2-1 for authorization with USS

3. PDU Session Establishment accept


Figure 5.2.5-2: PDU Session establishment for C2 communication (separate PDU Sessions for UAV communication).

1.
The UAV initiates PDU Session establishment procedure for a DNN/S-NSSAI dedicated for connectivity to a UAV-C. The UAV indicates in the request that the PDU session is for C2. If the UAV is configured with the pairing information, it includes the pairing information as part of UAS container in the PDU Session establishment request. The USS may also use its locally configured pairing information for UAV – UAV-C pairing authorization. The pairing information includes the CAA-level UAV IDs of the requesting UAVand also includes identification information of UAV-C to pair if available. The UAS container may include other information such as Flight Authorization information.

Editor's note:
How the UAV indicates that the PDU session is for C2 communication is FFS.

2.
The SMF invokes the authorization procedure with the USS (via UAS-NF) as described in clause 5.2.3. In comparison with UUAA, the authorization request includes a C2 authorization indication and may also include pairing information if provided by UAV in step 2. The USS shall inform the SMF, through the UAS-NF as described in 5.2.3, the result of the authorization. If the authorization is successful, the traffic filters that should be enabled for the requested C2 communication. The USS determines remote identification and tracking information that may also include a new CAA-level UAV ID for the UAV during the pairing authorization procedure and send it together with the authorization result to the SMF.
Editor's Note:
How the SMF determines C2 authorization is required is FFS

3.
The SMF informs the UAV about the C2 authorization result in the PDU Session Accept or Reject message. The SMF shall include the authorization result, optionally new CAA-level UAV ID and security information if received, to the UE in the message.
The C2 authorization can be revoked by the USS at any time, as described in 5.2.9. The paired UAV-C can be replaced by a new UAV-C as described in 5.2.8.
***************************************END OF CHANGES **************************************
3GPP

SA WG2 TD


UAV
SMF
UAS-AF
USS
1. PDU Session establishment per clause 5.2.3
2. PDU Session Establishment request for C2 communication
3. Step 1 – 3 of Figure 5.2.3.2-1 for UAV - UAV-C  pairing authorization
4. PDU Session Establishment accept



UAV
SMF
UAS-AF
USS
1. PDU Session establishment per clause 5.2.3
2. PDU Session Modification request
3. Step 1 – 3 of Figure 5.2.3.2-1 for authorization with USS
4. PDU Session Modification command



UAV
SMF
UAS-AF
USS
1. PDU Session Establishment request for C2 communication
2. Step 1 – 3 of Figure 5.2.3.2-1 for authorization with USS
3. PDU Session Establishment accept



UAV
SMF
UAS-AF
USS
1. PDU Session establishment per clause 5.2.3
2. PDU Session Modification request
3. Step 1 – 3 of Figure 5.2.3.2-1 for UAV – UAV-C  pairing authorization
4. PDU Session Modification command



