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Abstract: This discussion paper aims at explaining the scenarios where the UE uses the credentials from CH (Credentials Holder) to perform registration attempt to an unauthorized SNPN and proposes to reject such attempts based on UE subscription.
1. Introduction
eNPN objectives include the support of scenarios where a UE can use the credentials/subscriptions from a CH to select a SNPN based on network selection mechanism defined in clause 5.30.2.4 of TS 23.501. In this scenario, the UE may attempt to register to a SNPN not authorized to use, it is proposed to reject such attempts based on UE subscription.
2. Discussion
Case 1: A UE supports access to an SNPN using credentials from a CH (Credentials Holder), but this UE only allows to access to SNPN1 using such credentials from the CH. However, the UE may also attempt to access to an SNPN (say this is SNPN2 that broadcasts the indication that access using credentials from a Credentials Holder is supported) not authorized to use since the UE may select this unauthorized SNPN to register in the following conditions:
-	The SNPN2 is in the user controlled prioritized list of preferred SNPNs, but the UE is not authorized to use SNPN2 due to UE subscription from CH;
-	The SNPN2 is in the CH controlled prioritized list of preferred SNPNs, but the UE is not authorized to use SNPN2 any more due to update of UE subscription from CH;
-	The SNPN2 broadcasts a GIN contained in the CH controlled prioritized list of preferred GINs, but the UE is not authorized to use this GIN and related SNPNs any more due to update of UE subscription from CH;
-	The SNPN2 broadcasts the indication that the SNPN allows registration attempts from UEs that are not explicitly configured to select the SNPN, but the UE is not authorized to use SNPN2 due to UE subscription from CH;
-	The SNPN2 is manual selected by the user but the UE is not authorized to use SNPN2 due to UE subscription from CH.
Observation 1: If a UE supports access to an SNPN using credentials from a CH (Credentials Holder), the UE may attempt to access to an SNPN not authorized to use by using the credentials from the CH.
Case 2: A UE supporting simultaneous connectivity to an SNPN (say SNPN1) and a PLMN can apply the automatic network selection as applicable for the access to SNPN and PLMN respectively, see details in Annex D.4 of TS 23.501. However, the UE may also attempt to access to an SNPN1 or SNPN2 using the PLMN credential by e.g., manual selection or mis-operation disregarding the RAN broadcast.
Observation 2: If a UE supports operating in SNPN access mode, the UE may attempt to access to an SNPN not authorized to use by using the credentials from a 5G network other than the SNPN the UE attempts to register.

Since the UDM of the CH can update the UE with the CH controlled prioritized lists of preferred SNPNs, so the CH controlled prioritized lists of preferred SNPNs are part of UE subscription data. The SNPN can check with the CH to validate whether the UE is authorized to access to the SNPN using the credentials from the CH:
-	When the SNPN supports UE access using credentials from a CH, the AMF of SNPN can discover and select the UDM of the CH, then the AMF of SNPN obtains the UE subscription data from UDM of the CH, since the SNPN is not in the list of preferred SNPNs, the UDM rejects the AMF request and this results in AMF rejecting of UE registration request.
-	When the SNPN does not support UE access using credentials from a CH, then the AMF of the SNPN cannot discover the CH, and then the AMF rejects the UE request as if there is no subscription for the UE.
Proposal: When UE supports access to an SNPN using credentials from a CH and attempts to select and register to an unauthorized SNPN using the credentials from a CH, the SNPN should reject the UE’s registration attempt and subsequently the UE should not try to select this SNPN again using credentials from a CH, at least in a period.
3. Conclusion and proposal(s)
Observation 1: If a UE supports access to an SNPN using credentials from a CH (Credentials Holder), the UE may attempt to access to an SNPN not authorized to use by using the credentials from a CH.
Observation 2: If a UE supports operating in SNPN access mode, the UE may attempt to access to an SNPN not authorized to use by using the credentials from a 5G network other than the SNPN the UE attempts to register.
Proposal: When UE supports access to an SNPN using credentials from a CH and attempts to select and register to an unauthorized SNPN using the credentials from a CH, the SNPN should reject the UE’s registration attempt and subsequently the UE should not try to select this SNPN again using credentials from a CH, at least in a period.
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