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Abstract of the contribution: This discussion paper explains how IETF BRSKI protocol for remote provisioning of unconfigured devices can be used on top of 5G SNPN User Plane connectivity, and how ON-SNPN should enable BSRKI capable devices in initial discovery steps. An accompanying CR can be found in S2-2102250 (CR 2711).
1 Introduction
UE onboarding for SNPN enables the UE to get network connectivity to an Onboarding SNPN (ON-SNPN) so that it can be provisioned with necessary subscription credentials and configuration data. User Plane based onboarding connectivity enables the UE to communicate with a Provisioning Server (PVS) but the actual provisioning protocols are out of scope of 3GPP.

One of the emerging UP provisioning protocols is the IETF developed Bootstrapping Remote Secure Key Infrastructure (BRSKI) protocol [1]. BRSKI is an IP based protocol meant for secure zero-touch (automated) bootstrap of new unconfigured devices which initially only need to contain manufacturer credentials, or in 3GPP terms, default credentials. BRSKI can be used to provision device owner’s credentials to the device. Owner in this context would be the Subscription Owning SNPN (SO-SNPN).

A BRSKI capable UE requires a small set of enablers from the onboarding network it uses. The main enabler is the ability to communicate with its provisioning server, in BRSKI terms called the registrar, either directly or via a special proxy. However, before being able to communicate with the registrar, the BRSKI UE first needs to discover the registrar or the proxy. 

One approach is that the BRSKI UE is preconfigured with the registrar FQDN(or IP address in which case automated discovery is not necessary. For automated registrar discovery, BRSKI is able to support DNS Service Discovery (DNS-SD) using service names "_brski-registrar._tcp.local." or "_brski-proxy._tcp.local.". DNS-SD can happen on top of multicast DNS (mDNS), or if the BRSKI UE is provided with the name of the owner’s domain (e.g., “example.com”), the service discovery can be done with normal unicast DNS using that domain (e.g., “_brski_registrar._tcp.example.com”) [2].

To support a BRSKI capable UE in its registrar (PVS) discovery process, depending on the different deployment options, the ON-SNPN should be able to provide at least one of the following pieces of information during UE’s onboarding registration or onboarding PDU session establishment to the UE:

1. IP address or FQDN of the registrar.
2. Registrar’s domain to be used for DNS Service Discovery.
 
If ON-SNPN does not provide either of these and the UE is not preconfigured with this information, the ON-SNPN and the onboarding PDU session should support multicast DNS, i.e. delivery of IP multicast packets to a well-known IP multicast address sent from the UE to the local network. In this scenario it is assumed that a BRSKI registrar or proxy is deployed within the local network.

2 Proposal
[bookmark: _Hlk513714389]It is proposed that registrar discovery of the IETF BRSKI capable UE is supported by the ON-SNPN through generic methods of providing PVS address information to the UE during onboarding PDU session establishment. For that purpose, it is proposed that two distinct types of information can be provided by or via the ON-SNPN to the UE:

1. IP address or FQDN of the PVS: a BRSKI capable UE would treat this as direct IP address or FQDN for the BRSKI registrar.
2. Domain: a BRSKI capable UE would treat this as BRSKI registrar’s domain and use it for DNS Service Discovery to discover the registrar’s IP address or FQDN.

These two options are described in S2-2102250 (CR 2711). The same information can be used in principle by any IP based provisioning protocol that use similar concepts such as well-known server addresses or domains for DNS based service discovery.


References

[1] IETF BRSKI protocol, Internet draft, https://tools.ietf.org/html/draft-ietf-anima-bootstrapping-keyinfra-45 
[2] IETF BRSKI protocol, Internet draft, Appendix B, https://tools.ietf.org/html/draft-ietf-anima-bootstrapping-keyinfra-45#appendix-B



3GPP
