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Abstract of the contribution: UE authorization functional description. 
1	Introduction
This paper proposes functional description of UE authorization.
2	Discussion 
2.1 Authorization by Application
There’s an EN in clause 8.9:
Editor’s note: Whether 5GC support of authorization for UE joining a specific multicast MBS Service by application server is needed can be determined in normative phase.
This document proposes to reuse the mechanism of secondary authorization/authentication by DN-AAA for 5GC support of UE authorization by AF with following difference:
-	The trigger event for the SMF is PDU Session Modification Request with multicast information instead of PDU Session Establishment Request.
It may be desired by both the AF and the PLMN operator to do dynamic UE authorization by AF when UE-triggered joins are received. That way, the AF does not need to pre-provide the authorization information and 5GC does not need to store the authorization information provided by AF. 
The reason of UE authorization/authentication by AF for multicast session join is similar as the reason of UE authorization/authentication by AF for PDU Session Establishment, one is for UE accessing the service provided by multicast transport, and the other is for UE accessing the service provided by unicast transport. 
Considering the PDU Session associated with multicast can be used for multiple multicast services provided by different Content Provider, using secondary authentication/authorization during the PDU Session Establishment is meaningless.
The “5GC support of UE authorization by multicast AF” normally is service level authorization instead of session level authorization, the Content Provider can control the session data receiving over application layer encryption, which is popular today. The SMF triggers the authorization/authentication based on local configuration, e.g. mapping between MBS Session ID and Authentication/Authorization server address, or based on the DN-specific identity sent by the UE.
Proposal 1: Reuse the mechanism of secondary authorization/authentication by DN-AAA procedure with trigger event change to PDU Session Modification with multicast information.

2.2 Roaming Considerations
The current example authorization procedure indicates SMF direct interaction with UDR, which is not supported now. Considering with inbound roaming, it is proposed that AF provided/preconfigured authorization information is stored in VPLMN. Considering that HPLMN is not able to understand the MBS Session ID in VPLMN, it is proposed that HPLMN controls the access to MBS services by the subscription of feature level authorization. 
In order to make the HPLMN more flexible to control the MBS services, it is proposed that the feature level authorization is not related to any PLMN or related to some specific PLMNs, so that HPLMN can control the access to MBS services per serving PLMN.
Proposal: HPLMN can control the access to MBS services by feature level authorization per serving PLMN.
3	Proposal
It is proposed to approve following changes:
* * * * First change * * * * 
[bookmark: _Toc519004414]6.1.1	Authorization to the service for multicast
The UE authorization for multicast services may be at the following levels:
-	Whether a UE is authorized to receive any multicast service at all, which is subscribed by the user.
-	Whether and how a UE is authorized to receive a particular multicast service:
-	A multicast session may be open to any UEs and no authorization is needed;
NOTE 1:	UE authorization for a specific multicast session can be implicitly performed when UE is configured for a specific multicast session, e.g. via Service Announcement for public safety use case.
-	A multicast session requires the 5GS to authorize the UE based on authorization information, e.g. preconfigured, or provided by the AF;
-	A multicast session requires UE authorization over application layer, hence the UE authorization for a specific multicast session is implied when the session join are triggered by AF instead of UEs;
-	A content provider requests the 5GC to authorize/authenticate the UE when the UE accesses to multicast services provided by the content provider.
Editor's note: Whether and how the 5GC supports authentication/authorization for the UE access the multicast services performed by a Content Provider is FFS.
The procedure for UE authorization is described in clause 7.2.4.
* * * * End of changes * * * *
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