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Abstract of the contribution: Discussion for the mapping between UE ID and IP address in KI#8
1.	Discussion 
In SA2#142e, it was agreed an AF is introduced for UE data collection via application layer and NWDAF collects the UE data from the AF. Though the interaction between UE App client and AF is out of SA2 scope (should belong to SA4 and SA3), the mapping between SUPI and UE IP address needs to be resolved. For the mapping, issue, currently the agreed solution description in KI#8 is as below:
-	If a SUPI is provided as the target of analytics reporting, the AF in the MNO domain retrieves from UDM the UE context data, that includes the SMF allocated for a PDU session and then it retrieves the UE IP address/prefix allocated for a PDU session from the SMF using existing Event Exposure (and relevant Event IDs) in the SMF per SUPI. The mapping of SUPI to UE IP address can be stored for future use. The AF in the MNO domain based on the mapping correlates the UE IP address/prefix provided by the UE and the SUPI provided by the NWDAF. 
-	For AF external to MNO domain (untrusted AF), the above behaviour and mapping between SUPIs to UE IP addresses happens via NEF.
We see the solution above may not work well because it has the following observations:
It is noted a LS from SA6 was sent to SA2 saying that the External UE ID (I.e. GPSI) cannot be always provided by UE. However since the Application layer behaviour in KI#8 needs to be defined by SA4, we believe this question should be properly answered by SA4. And if SA4 confirms the External UE ID will always be provided by UE App client, then it should be no need to define the mapping between External UE ID and UE IP address.
Observation-1: It is not sure if the External UE ID can always be provided by UE App client to AF
Proposal-1: sending LS to SA4 asking whether the External UE ID can always be provided by UE or ASP server. 

For existing agreed solution, the AF get all IP address of a UE. This can be a security risk especially when Untrusted AF applies. The security concern will be stronger if NAT does not apply to the scenario of untrusted AF. 
Observation-2: It is not sure whether there is a security risk for AF to get all IP address of a UE
Proposal-2: send LS to SA3 asking whether there is a security risk for trusted or untrusted AF get all IP address of a UE

Based on email discussion, the majority would consider at least in this release, there is only one AF in a PLMN for UE data collection, that means the AF stores nearly all UEs’ (available for data collection) GPSIs. It will be a huge amount of work for the AF to get each UE’s IP address, comparing them to find the mapping, storing the mapping and also update it every time any of IP address of a UE is changed.  
Observation-3:  The currently agreed description of solution may not work efficiently, and it is unclear how the AF is notified when UE’s IP address is changed.
Although different scenario in eNA KI#8 and in EDGE, the purpose is the same (i.e. find the mapping between UE ID and UE IP address). However, in EDGE, companies proposed to let AF sends UE IP address (possibly together with some other information such as S-NSSAI/DNN to assist finding the correct SMF/UPF) and get the respond from 5GC about the corresponding UE ID. We believe if either the mapping solution in EDGE or the solution in eNA is adopted in TS, the other solution need not be pursued. 
Technically speaking, we think the solution in EDGE is a more reasonable solution, due to the following reasons:
1) It can somehow resolve the concern shown in observation-2 and observation-3, because 5GC does not need to send all IP addresses of a UE to the AF.
2) The mapping solution in eNA does not resolve the issue that how the AF is notified when the UE’s IP address is changed. Also, any change of IP address of a UE lead to a notification to AF regardless of the IP address is used by AF.
However, there is no concur for the internal interaction in 5GC in that solution. More detailed discussion is still needed.
Observation-4: The mapping solution we agreed in eNA KI#8 may be clashed to the solution proposed by EDGE
Proposal-3: if the mapping between UE ID (for SUPI and/or GPSI) and IP address is really needed, work with people in EDGE to have a unified solution.

3.	Proposal 
Observation-1: It is not sure if the External UE ID can always be provided by UE App client to AF
Observation-2: It is not sure whether there is a security risk for AF to get all IP address of a UE
Observation-3:  The currently agreed description of solution may not work efficiently, and it is unclear how the AF is notified when UE’s IP address is changed.
Observation-4: The mapping solution we agreed in eNA KI#8 may be clashed to the solution proposed by EDGE

Proposal-1: sending LS to SA4 asking whether the External UE ID can always be provided by UE or ASP server. 
Proposal-2: send LS to SA3 asking whether there is a security risk for trusted or untrusted AF get all IP address of a UE
Proposal-3: if the mapping between UE ID (for SUPI and/or GPSI) and IP address is really needed, working with people in EDGE to have a unified solution.
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