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[bookmark: OLE_LINK10]Abstract: update the conclusion of KI#4 on DCS that DCS is not needed. 
[bookmark: _Toc519004414]
Discussion 
Editor's note:	DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not directly involved with the authentication procedure but gets informed of its result and then performs remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure. As a result, the SO-SNPN is directly involved and aware of the result of authentication procedure and performs remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
The DCS is not necessary in the onboarding and provisioning for SNPN, reasons as following: 
As known, the primary authentication between DCS and UE with default credential is quite important for the following provisioning procedure. And normally the owner of the DCS and the owner of SO-SNPN are different, so the SO-SNPN cannot trust the result of the primary authentication between UE, DCS and O-SNPN unless all of them had trust relationship with SO-SNPN. We cannot assume that all the SO-SNPN can make such trust relationship before the UE onboarding and provisioning. So it is impossible that DCS can always involve the primary authentication.
Moreover, the default credential is a quite important product attribute of the UE, which also can be delivered to the SO-SNPN securely along with the UE itself, for example, UE device+ a flash disk, UE device + address info stored the default credential. There are means to make sure that the default credential can always be stored with the provisioning data.
So the primary authentication between UE and SO-SNPN via O-SNPN can be securely completed without DCS involved. The only main issue is that how the SO-SNPN obtains the default credential of the UE, which is out of scope of SA2, but in fact there are many ways to complete as mentioned above. 

Proposal
It is proposed to agree the following changes to 3GPP TR 23.700-07 v1.1.0.

[bookmark: _Toc517082226]*******************Start of changes *******************
[bookmark: _Toc54940752][bookmark: _Toc54952467][bookmark: _Toc54952913]8.4.1	Conclusions for SNPN case
UE onboarding for SNPN (Component 1 of KI#4)
-	It should be possible to support a registration procedure that enables support for UE onboarding using Default UE credentials and with an O-SNPN as the Onboarding Network (ON).
Editor's note:	In order to support UE onboarding using Default UE credentials and O-SNPN as the Onboarding Network (ON) the distribution of security functions when primary authentication is used should be decided by SA WG3, e.g. whether and how to support the primary authentication based on default credential in case DCS is deployed or not.
-	It should be possible that one SNPN can take the role of both Onboarding Network (ON) and SO (Subscription Owner), and it should be possible that the ON and SO are different SNPNs i.e. O-SNPN and SO-SNPN.
Editor's note:	DCS is potentially introduced to authenticate a UE with default UE credentials or provide means to another entity to do it. There are two potential mechanisms for DCS to authenticate the UE. 1) DCS interacts with O-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is not involved in the authentication procedure. As a result, the SO-SNPN is not directly involved with the authentication procedure but gets informed of its result and then performs remote provisioning. 2) DCS interacts with SO-SNPN and Network Function in SO-SNPN (Subscription Owner SNPN) is involved in the authentication procedure. As a result, the SO-SNPN is directly involved and aware of the result of authentication procedure and performs remote provisioning. SA WG3 needs to evaluate the two above mechanisms from security perspective and provide feedback.
Editor's note:	The decision on whether primary authentication is required during initial access to the O-SNPN is dependent on SA WG3 feedback; until this feedback is received, it is assumed that such authentication is required.
-	The SNPN, which directly interacts with DCS, may determine the corresponding DCS identity or address/domain based on the input from the UE or when primary authentication is used based on information (e.g. DCS address) locally provisioned at SNPN.
Editor's note:	SA WG3 should provide feedback on whether the UEs permanent identifier (SUPI or SUCI) may be used for finding the DCS identity or address/domain that can authenticate the UE, as well their security properties.
[bookmark: _Hlk54107746]-	The DCS can be an entity external to the 5GC of O-SNPN.
- 	O-SNPN supports primary authentication for the UE between UE and SO-SNPN by using the default credentials. How does the SO-SNPN obtains the default credential is out of SA2 scope.
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