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Abstract of the contribution: Proposes to close certain Editor’s Notes and clarify descriptions that discuss about dependency on RAN WG2 decision in several solutions of TR 23.752.

1. Discussion
Several Editor’s Notes and some descriptions for different KIs solutions in TR23.752 depend on decisions of RAN WG2. RAN2 WG started discussions on NR SL Relaying SI in RAN2#111e meeting and made some agreements. We discuss the Editor’s Notes that can be closed or modified and clarfications that can be made based on the RAN2#111e agreements below.
ProSe Direct discovery(Key Issue #1)
Considering below agreements from RAN2#111e, it can be concluded that LTE ProSe discovery models A/B are used for both U2N relay and U2U relay discovery, discovery messages are sent over communication channel and solution is needed to differentiate discovery messages in AS layer. 
[Easy] Proposal1: Model A/ B discovery model similar to LTE is reused for U2N relay
[Easy]Proposal2: Model A/ B discovery model similar to LTE is reused for U2U relay also
[Easy]Proposal3: Send a LS to inform SA2 of RAN2’s assumption on discovery models for both U2N relay and U2U relay. 
[Easy]Proposal4: RAN2 take agreed discovery model for U2N relay and U2U relay as working assumption while waiting for SA2’s response
[Easy]Proposal5: Discovery message is carried over SL SRB with control plane protocol stack  similar or identical to PC5-S (PC5-S/PDCP/RLC/MAC/PHY). FFS whether new SL SRB is introduced for discovery message. 
[Easy]Proposal6: Solution is needed to differentiate discovery message in AS layer from existing SL signalling or traffic

L3 UE-to-NW relay option (Key Issue #3)
EN1: Editor's note:	Whether there is potential impact from this solution, in terms of the overhead introduced by N3IWF access and L3 IP relay over the radio interface (esp. over PC5), should be evaluated by RAN WGs (at least in terms of radio efficiency, latency and reliability).
RAN2#111e made below agreement on L3 UE-to-NW relay 
Proposal 1: On user plane protocol stacks of L3 UE-to-NW relay, capture the followings in RAN2 TR:
•	SA2 captured two user plane protocol stacks for L3 UE-to-NW relay in TR 23.752 (Figure 6.6.1-2 of solution#6 and Figure 6.23.2-3 of solution#23). No impacts are identified to support them from RAN2 perspective.
The L3 UE-to-Network relay with N3IWF assess has no impacts on the radio interface/RAN.
L2 UE-to-NW relay option (Key Issue #3)

EN2: Editor’s note: 	Whether paging option 2 of TR 36.746 [27] will be adopted for 5G ProSe by RAN WG2 needs to be confirmed by RAN group.
RAN2#111e made below agreement on paging support for L2 Remote UE
Proposal-12: Agree to capture the following for the paging aspect for L2 UE-to-NW Relay into TR (reflected within TP also):
The Option 2 as studied in TR36.746 for FeD2D paging is selected as the baseline paging relaying solution for L2 based UE-to-Network relaying case (i.e. Relay UE monitors the Remote UE's PO in addition to its own PO.)

[bookmark: _Hlk52339672]To support paging for Remote UE connected to a L2 UE-to-NW rekay, option 2 (i.e. Relay UE monitors the Remote UE's PO in addition to its own PO) studied as part of FeD2D paging in TR36.746 is considered as baseline solution by RAN WG2.
Relay discovery and selection
RAN2#111e made below agreements on the criteria for supporting discovery. Considering these agreements, the description in clause 6.7.2.10 can be modified to clarify that the Remote UE transmit/receive discovery message when signal strength of Uu interface is lower than one configured threshold.
[Easy]Proposal10: For U2N relay, relay UE is allowed to transmit/receive discovery message when it is in coverage and relevant control parameters including e.g. Uu signal quality thresholds and communication configuration are provided by network
[Easy]Proposal11: For U2N relay, LTE principle i.e. one lower threshold and one upper threshold can be reused for relay UE in IDLE/INACTIVE state to decide whether it is allowed to transmit/receive discovery message
[Easy]Proposal12: For U2N relay, relay UE in CONNECTED state is allowed to transmit/receive discovery message if sidelink communication configuration is provided from network.  FFS for the case that the serving gNB is not SL-capable (if applicable).
[Easy]Proposal14: for U2N relay, remote UE in IDLE/INACTIVE state is allowed to transmit/receive discovery message when signal strength of Uu interface is lower than one configured threshold by network.  FFS the details of the idle measurements and possible additional network configuration.
[Easy]Proposal15: for U2N relay, whether remote UE in CONNECTED state is allowed to transmit/receive discovery is based on configuration provided by serving gNB and detail is FFS. FFS for the case that the serving gNB is not SL-capable (if applicable).
[Easy]Proposal16: for U2N relay, remote UE out of coverage is always allowed to transmit/receive discovery message based on pre-configuration in the initial access case (i.e. not already connected through relay). FFS whether based on configuration from network in case the remote UE is already connected through a relay.

L2 U2N relay protocol stack 
RAN2#111e made below agreements on the protocol stack for L2 U2N relay and L2 U2U relay:
Proposed Easy Agreements: 
Proposal-1: agree the following description for L2 UE-to-NW relay (also reflected by TP)
  For L2 UE-to-NW relay, the adaptation layer is put over RLC sublayer for both CP and UP between Relay UE and gNB.
  Uu SDAP/PDCP and RRC are terminated between Remote UE and gNB, while RLC, MAC and PHY are terminated in each link. 
  Remote UE needs to establish its own PDU sessions/DRBs with the network before user plane data transmission.
Proposal-3: agree the following description for L2 UE-to-UE relay (also reflected by TP)
  An adaptation layer is supported over PC5 link (between Relay UE and receiving Remote UE) for L2 UE-to-UE relay.
  For L2 UE-to-UE relay, the adaptation layer is put over RLC sublayer for both CP and UP between Relay UE and receiving Remote UE for L2 UE-to-UE relay.
  Sidelink SDAP/PDCP and RRC are terminated between two Remote UEs, while RLC, MAC and PHY are terminated in each PC5 link.
Proposal-6: Working assumption: Agree to put the needed information within the header of adaptation layer to enable Bearer mapping for L2 UE-to-Network relay and the details can be discussed at WI phase.  FFS if N-to-1 (PC5-to-Uu) bearer mapping is supported for this case.
Proposal-7: Working assumption: Agree to put the needed information within the header of adaptation layer (for the receiving remote UE in UE-to-UE) to enable Bearer mapping for L2 UE-to-UE relay and the details can be discussed at WI phase.  FFS on the details to support the N-to-1 mapping between the ingress RLC channels from multiple transmitting remote UEs to egress RLC channels (going to the same receiving Remote UE) at Relay UE. 
Proposal-8: Agree that “PC5-RRC aspects of Rel-16 NR V2X PC5 unicast link establishment procedures can be reused to setup a secure unicast link between Remote UE and Relay UE for L2 relaying (before Remote UE establishes a Uu RRC CONNECTION with the network via Relay UE)”
Proposal-9: Agree the following bullets for IC/OOC Remote UE connection establishment with gNB for L2 UE-to-NW Relay (reflected within TP also):
  Use “first RRC message for connection establishment from Remote UE with gNB” to replace “Remote UE SRB0” to resolve the terminology issue.
  The PC5 L2 configuration for transmitting “first RRC message for connection establishment from Remote UE with gNB” at Remote UE can be based on the PC5 RLC/MAC configuration defined in specs.  FFS if this is a default configuration that can be overridden.
  The description above applies to both OOC and IC Remote UEs.
Proposal-10: Agree the following for Remote UE connection establishment with gNB for L2 UE-to-NW Relay (reflected within TP also):
The establishment of Uu SRB(1/2) and DRB of the Remote UE is subject to legacy configuration procedures for L2 UE-to-NW Relay.

EN4: Editor's note:	How the UE-to-Network Relay UE forwards the message to the NG-RAN depends on RAN specified L2 relay method.
L2 relay UE forwards the Remote UE CP messages to the gNB using the L2 relaying configuration (i.e. bearer mapping between PC5 and Uu RLC channels), and, including needed information within the header of the adaptation layer.
2. Proposal
It is proposed to agree to the following changes in TR23.752.
>>>Start Changes<<<
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The clause evaluates the solutions for KI#1 as following.
For PC5 direct discovery procedure:
· Solution #1, #3, #18, #19 proposes to use model A procedure, besides, solution #10 and #11 also mentions to use model A for UE-to-UE relay discovery. Model A procedure can reduce the latency for discovery and then reduce the latency for communication establishment. Model A procedure requires the announcing UE periodically broadcast the direct discovery message, which may consume more announcing UE power. Model A procedure is applicable to those UEs which are not sensitive to power consumption. Model A can support standalone discovery service and UE-to-Network Relay/UE-to-UE Relay discovery.
· Model A and Model B procedure can support all of the discovery scenarios, including standalone discovery service, discover an in-proximity UE for communication, whether they will be used for UE-to-Network Relay discovery and UE-to-UE Relay discovery can be evaluated in KI#3 and KI#4.
NOTE:	Standalone discovery service means discovering an in-proximity UE is not for PC5 communication or relay operation, e.g. discovering a shop or discovering a certain person.
For content in PC5 discovery message: 
· Service-specific information (e.g. application ID/code), User-specific information (e.g. User application ID), Group-specific information (e.g. Group ID) needs to be included in the discovery message on PC5.
Others:
· For transmission mechanism, only solution #3 proposes to transmit discovery messages multiplexed with PC5 communication. According to RAN working group agreements, SA2 assumes that will define how to transmit  discovery message , SA2 can make assumption to useare transmitted using PC5 communication channel, but need to be confirmed by RAN WGs.
· Whether and how to transmit metadata in discovery message in solution #1 depends on the size content of the discovery message, it needs to be confirmed by RAN WG. This issue can be left to normative work.
· The proposal of 5GC selects the UE-to-UE Relay based on the location information, and provides the Relay information to the Remote UE and the Relay UE in solution #33 requires 5GC to trace each UE and to determine the UE-to-UE Relay based on the relative distance and it brings large complexity for 5GC implementation and system signalling overhead for each UE-to-UE Relay discovery and selection. Hence, the method of selecting a UE-to-UE Relay based on the UEs relative distance does not make sense.
For Key Issue #1 (ProSe Direct discovery), regarding group discovery/management to support on demand-based group communication for commercial services:
-	The group for on demand-based group communication for commercial services is formed dynamically with the group member UEs that are interested in the service (e.g. interactive game) and want to join the group for group communication.
-	The following solutions include the aspect related to group discovery/management to support on demand-based group communication for commercial services and propose that the group discovery/formation/management can be carried out in the Application Layer:
-	Solution #4: PC5 group communication for commercial services 
-	Solution #22: V2X-based group communication for commercial services 
-	Solution #37: Groupcast mode communication for commercial services and public safety (as alternative 1 in clause 6.37.2) 	
-	Solution #39: ProSe group discovery
-	Application layer signalling between the UE and the Application Server is out of scope of this study and does not have to be specified.
-	Solution #4 and Solution #39 describe that the following ways can be considered regarding the Application layer discovery messages exchanged over PC5 reference point between UEs:
1)	The Application layer discovery messages are exchanged by using PC5 direct communication same as V2X services (i.e. Application Layer discovery messages are considered as user traffic); or 
2)	The Application layer discovery messages are exchanged by using PC5 direct discovery including a transparent container (i.e. PC5 discovery message format e.g. defined in Solution#3 is used but only a transparent container IE is needed as IE in the discovery message).
Compared to 1), 2) might be more appropriate to transmit the Application layer discovery messages if the protocol stack for PC5 direct discovery is to be defined without the SDAP layer similar to that for PC5-S.
For ProSe code allocation:
· Solution #18 proposes a control plane based solution based on the architecture in Annex B.3. 5G DDNMF is introduced as a new NF/NF Service into 5G system to response the discovery request, i.e. take the responsibilities of DDNMF as introduced in 4G and provide code and filters via control plane to the 5G ProSe UEs. 
· Solution #3 proposes a user plane based solution based on the architecture in Annex B.2. This solution proposes the procedure for the dynamic control/management of the identifiers used in the discovery, by reusing the user plane 5G DDNMF and the PC3 procedures defined in TS 23.303 [9].
· The common aspect of the two solutions is to use a new 5G DDNMF entity to manage the dynamic ProSe Direct Discovery. Functionalities of the 5G DDNMF and the interactions with the UEs are similar to that of the DDNMF defined in TS 23.303 [9]. 
Following criteria are for comparison the pros and cons of the CP based or UP based DDNMF architecture.
Table 7.1-1: Comparison of the CP based or UP based DDNMF architecture
	
	CP based solution
	UP based solution

	Complexity on solution in general
	Does not require UE to establish user plane connection
	User plane between UE and DDNMF is a need.

	Compliant for 5GC arch
	DDNMF is by function an operator-control AF, it allows the operator to allocate network resources and charge UE accordingly.
DDNMF has interface with UDM, PCF, CHF
	DDNMF can be operator-controlled AF or 3rd party AF. It communicates with UE via user plane. 

	Support for other KI
	Solution 18 shows how CP based arch work for charging key issue. 
	The NF “ADF” used for charging support of UE usage reporting can be collocated with DDMNF on user plane.



>>>Next Change<<<
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Editor's note:	This clause will list conclusions that have been agreed during the course of the study item activities.
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For Key Issue #1 (ProSe Direct discovery), the following aspects are concluded:
· For discovery procedure over PC5, both model A and model B similar as defined in TS23.303 [9] are recommended to be standardized.
NOTE 1:	Mechanism for discovering a UE-to-Network Relay and UE-to-UE Relay can be concluded in KI#3 and KI#4.
· PC5 communication channel is assumed to carry the discovery message over PC5, and the final decision is to be confirmed by RAN WGs.
· Whether and how to transmit metadata in discovery message depends on the size of the discovery message, it needs to be confirmed by RAN WG.
For Key Issue #1 (ProSe Direct discovery), regarding group discovery/management to support on demand-based group communication for commercial services, the following conclusions are made:
· The group discovery/formation/management can be carried out in the Application Layer in coordination with Application Server.
· Application layer signalling between the UE and the Application Server is out of scope of this study and normative work is not needed.
· Regarding how the Application layer discovery messages are exchanged over PC5 reference point between UEs:
1)	The Application layer discovery messages can be exchanged by using PC5 direct communication same as V2X services (i.e. Application Layer discovery messages are considered as user traffic); or 
2)	The Application layer discovery messages can be exchanged by using PC5 direct discovery including a transparent container (i.e. PC5 discovery message format e.g. defined in Solution#3 is used but only a transparent container IE is needed as IE in the discovery message).
Which one between 1) and 2) is appropriate will be decided during the normative phase based on the protocol stack and the message structures/formats to be defined for PC5 direct discovery. If 1) is taken, no normative work is needed while 2) is taken, a transparent container IE needs to be defined to include the Application layer discovery message in the PC5 direct discovery message in a transparent manner.
For dynamic ProSe Direct Discovery:
· 5G DDNMF in the 5GS is used for ProSe code management (including allocation, and resolution) if needed.
For key issue#1 "ProSe Direct discovery", the following information elements are included in the discovery messages:
· Type of Discovery Message (e.g. Model A Announcement, Model B Solicitation or Response, Group member discovery, or Relay discovery)
Editor's Note:	Encoding of the type information will be determined by stage 3 in CT1 WG. 
· Destination L2 ID;
· Source L2 ID;
· Discovery Group ID;
Editor's Note:	How these elements are carried in the discovery message, e.g. as part of MAC header, depends on RAN WG design. 
· ProSe Discovery Code (including ProSe Application Code, ProSe Restricted Code, ProSe Query Code, ProSe Response Code);
· ProSe Application identifier;
· User Info ID (including Announcer Info, Discoverer Info, Target Info, Discoveree Info);
· Security protection element;
NOTE 2:	Details of Security protection element will be determined by 3GPP SA3 WG.
· Relay Service Code;
Editor’s Note:	It is FFS what information the Relay Service Code presents for. 
Editor’s Note:	Whether other information elements are needed is FFS.
The size of contents of the discovery messages and which ones of the above information elements are optional/mandatory to be included should be determined in normative phase by stage-3 groups.  
>>>Next Change<<<
6.23	Solution #23: End-to-End security and IP address preservation for Layer-3 UE-to-Network Relay using N3IWF
[bookmark: _Toc43388408][bookmark: _Toc43735639][bookmark: _Toc50130627][bookmark: _Toc50133941][bookmark: _Toc50134281]6.23.1	General Description
This is a solution to support end-to-end security for Remote UE traffic transmitted using Layer-3 UE-to-Network Relay. It can be used for both public safety services and commercial services (e.g. interactive service). The solution is optional and complementary to base line Layer-3 UE-to-Network Relay solutions, e.g. as described in clause 6.6. It can be used by the Remote UE for the services that requires end-to-end traffic confidentiality and/or IP address preservation.
To provide end-to-end security for the remote UE traffic, the design of "untrusted non-3GPP access to 5GC via N3IWF" in clause 4.2.8 of TS 23.501 [6] or "Access to PLMN services via stand-alone non-public networks" in clause 5.30.2.7 of TS 23.501 [6] is leveraged. Remote UE follows the procedures defined in TS 23.502 [8] clause 4.12 to register to 5GC via N3IWF and establish corresponding PDU sessions. The data traffic over the PDU sessions are protected by IPSec between the Remote UE and N3IWF.
To provide IP address preservation, remote UE follows the procedure specified in TS 23.502 [8] clause 4.9.2 (Handover of a PDU Session procedure between 3GPP and untrusted non-3GPP access) when UE moves between direct network communication and indirect communication path.
The N3IWF provides NAS connectivity to the 5GC and end-to-end security for Remote UEs (see figure 6.23.1-1) via UE-to-NW Relay Access. The N3IWF treats the Remote UE as any N3GPP UE, i.e. there is no impact on N3IWF.
Remote UE supports the PC5 procedures as defined in solution #6 in clause 6.6 for obtaining UE-to-NW Relay access.


Figure 6.23.1-1: Non-roaming Architecture model using N3IWF with UE-to-NW Relay Access
Since this solution is optional, not all UE-to-Network Relay provides the PDU session to access to N3IWF.
Editor's note:	The criteria and policies used by a Remote UE to decide between a secure N3IWF or otherwise need to be defined.
Editor's note:	The criteria and policies used by a UE-to-Network Relay to offer secure N3IWF access or otherwise need to be defined.
UE selection of the N3IWF follows the regulatory rules of the country where it is located, and when required by the regulations the Remote UE only selects a N3IWF within the local country. QoS differentiation can be provided on per-IPsec Child Security Association basis. N3IWF determines the IPsec child SAs as defined in TS 23.502 [8] clause 4.12. The N3IWF is preconfigured to allocate different IPsec child SAs for QoS Flows with different QoS profiles.
NOTE:	In case the Remote UE and Relay UE registered to different PLMNs, there need to be SLA established to govern the QoS handling, e.g. when the Relay Service Code (RSC) is configured. The SLA can include the mapping between the DSCP markings for the IPsec child SAs with the Remote UE and the corresponding QoS, and N3IWF IP address(es). The non-alteration of the DSCP field between N3IWF and the Relay UE's UPF is also assumed to be governed by an SLA and by transport-level arrangements that are outside of 3GPP scope. The packet detection filters at the Relay UE's UPF can be based on the N3IWF IP address and the DSCP markings.
The 5GC to which the UE-to-Network Relay registers and the 5GC to which the Remote UE registers may be the same or different. The solution does not mandate the Remote UE to be served by the same PLMN as the Relay UE.
[bookmark: _Toc43388409][bookmark: _Toc43735640][bookmark: _Toc50130628][bookmark: _Toc50133942][bookmark: _Toc50134282]6.23.2	Protocol stacks

When access to N3IWF is used, the ProSe 5G UE-to-Network Relay shall be able to relay both control plane (NAS) and user plane unicast traffic (UL and DL) between the Remote UE and the network towards N3IWF. One-to-one Direct Communication is used between Remote UEs and ProSe 5G UE-to-Network Relays for unicast traffic as specified in solutions for Key Issue #2.
Remote UE and 5GC reuses the procedures defined in clause 4.12 of TS 23.502 [8] for supporting Registration and connection management from Remote UE to the 5GC over 5G ProSe UE-to-NW Relay access. Remote UE establishes signalling IPsec tunnel with the N3IWF over UE-to-NW relay access using the IKE procedures. Also, similar to untrusted non-3GPP Access, subsequent NAS messages between the UE and N3IWF are exchanged via the signalling IPsec SA over TCP/IP. The control plane protocol stack before establishing IPSec tunnel and after the setup of IPsec tunnel are same as the untrusted non-3GPP access protocol stacks and are shown in Figure 6.23.2-2.



Figure 6.23.2-2: Control plane protocol stacks between Remote UE and N3IWF for L3 UE-to-NW Relay Access
Remote UE supports NAS MM (after registration), SMS and PDU Session establishment/modification/release procedures with the 5GC for the Remote UE traffic by transporting the corresponding NAS Signaling over the signaling IPsec tunnel established with N3IWF.
Remote UE transmits/receives the UP traffic over the Relay's PDU session(s) established for the Remote UE traffic over PC5 UE-to-NW Relay path via child IPSec SA tunnel to the N3IWF. The PCF may provide corresponding URSP rules to assist the Remote UE to identify the services that requries access to N3IWF. In the deployment, the Relay UE's UPF and N3IWF may be collocated.
The user plane protocol stack for L3 UE-to-NW Relay access via N3IWF is same as the user plane protocol stack for untrusted non-3GPP access and is shown in Figure 6.23.2-3. The PDU Session type used between the Relay UE and Relay UE UPF is IP, however the traffic transported in the PDU Layer between the Remote UE and the UPF (PDU Session Anchor) can be IP, Ethernet or Unstructured.


Figure 6.23.2-3: User plane protocol stacks between Remote UE and N3IWF for L3 UE-to-NW Relay Access
The solution is transparent for NG-RAN and for the user plane protocol stacks no impacts are identified to support them from the RAN2 perspective. The NG-RAN (gNB) does not have any different treatment for the Remote UE's traffic comparing to that in baseline Layer-3 UE-to-Network Relay solutions, e.g. described in clause 6.6.
[bookmark: _Hlk52307077]Editor's note:	Whether there is potential impact from this solution, in terms of the overhead introduced by N3IWF access and L3 IP relay over the radio interface (esp. over PC5), should be evaluated by RAN WGs (at least in terms of radio efficiency, latency and reliability).	Comment by Huawei C: Reinstated EN.
Editor’s note: It is FFS if there is RAN impact to support the related control plane procedures.
Editor's note:	It is FFS how mobility restrictions will be imposed and enforced on the Remote UE
>>>Next Change<<<
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The solution addresses the following aspect highlighted in key issue #3 (Support UE-to-Network Relay UE):
-	How to transfer data between the Remote UE and the network over the UE-to-Network Relay UE.
The solution proposes a protocol architecture to support a Layer 2 UE-to-Network Relay UE (see Annex A).
This solution works only for NR/5GC network relays. It does not apply when the UE-to-Network Relay UE is out of coverage of NR/5GC.
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In this clause, the protocol architecture supporting a L2 UE-to-Network Relay UE is provided.
The L2 UE-to-Network Relay UE provides forwarding functionality that can relay any type of traffic over the PC5 link.
The L2 UE-to-Network Relay UE provides the functionality to support connectivity to the 5GS for Remote UEs. A UE is considered to be a Remote UE if it has successfully established a PC5 link to the L2 UE-to-Network Relay UE. A Remote UE can be located within NG-RAN coverage or outside of NG-RAN coverage.
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The control and user plane protocols stacks are based on the architectural reference model described in Annex A.
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Network selection comprises PLMN selection and access network selection. Access network selection for a Remote UE comprises UE-to-Network relay discovery and selection. The Remote UE performs PLMN selection in accordance with the PLMN selected by the UE-to-Network Relay. The Relay UE provides serving PLMN information and other PLMNs information in System Information to the Remote UE in order to perform PLMN selection during discovery.
Editor’s Note:	It is FFS which and how many PLMNs a L2 UE-to-Network Relay is expected to support and advertise. For instance whether it is only its registered PLMN, its registered PLMN and equivalent to the registered PLMN or it can be (hard) configured to include any PLMN similar to MOCN configuration.
The Remote UE and UE-to-Network Relay UE are by definition served by the same NG-RAN.
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In order to enable a (Remote) UE out of coverage to gain connectivity to the network, it is important to allow such UE by means of (pre)configuration to discover potential UE-to-Network Relay UEs through which it could gain access to the 5GS. To do so:
Parameters for UE-to-Network Relay UE discovery and for communication over NR PC5 may be made available to the Remote UE as follows:
-	Pre-configured in the ME and/or configured in the UICC;
-	Provided or updated by the PCF to the UE in the serving PLMN.
It is also important that a UE be authorized to operate as a UE-to-Network Relay UE. A UE may only operate as a UE-to-Network Relay UE when served by the network.
Parameters for a UE to operate as a UE-to-Network Relay UE, for discovery of Remote UEs over NR PC5 and for communication over NR PC5 may be made available to the UE as follows:
-	Pre-configured in the ME and/or configured in the UICC;
-	Provided or updated by the PCF to the UE in the serving PLMN.
It should be possible for the HPLMN PCF to provide authorization for a UE to operate as a Remote UE or as a UE-to-Network Relay UE on a per PLMN basis. It should also be possible for the Serving PLMN to provide/revoke such authorization in which case it shall override any corresponding information provided by the HPLMN.
PCF based service authorization and provisioning solution for Layer-2 UE-to-Network Relay could reuse Solution #35.
[bookmark: _Toc26173053][bookmark: _Toc30666556][bookmark: _Toc31029850][bookmark: _Toc31030741][bookmark: _Toc43388308][bookmark: _Toc43735538][bookmark: _Toc50130525][bookmark: _Toc50133839][bookmark: _Toc50134179]6.7.2.5	Registration and Connection Management
[bookmark: _Toc30666557][bookmark: _Toc31029851][bookmark: _Toc31030742][bookmark: _Toc43388309][bookmark: _Toc43735539][bookmark: _Toc50130526][bookmark: _Toc50133840][bookmark: _Toc50134180]6.7.2.5.1	Registration Management
Registration Management for the UE-to-Network Relay UE follows the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8]. The UE-to-Network Relay is served by a first AMF.
Registration Management for the Remote UE follows the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8]. The Remote UE is served by a second AMF that may or may not be the same as the first AMF.
NOTE:	The UE is authorized to act as a UE-to-Network Relay only if the Network (including RAN/CN) does not restrict it, e.g. authorization, Unified Access Control, and Remote UE and UE-to-Network Relay are in the same rPLMN or ePLMN.
[bookmark: _Toc30666558][bookmark: _Toc31029852][bookmark: _Toc31030743][bookmark: _Toc43388310][bookmark: _Toc43735540][bookmark: _Toc50130527][bookmark: _Toc50133841][bookmark: _Toc50134181]6.7.2.5.2	Connection Management
Connection Management for the UE-to-Network Relay UE follows at least the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8].
Connection Management for the Remote UE follows the principles and procedures defined in TS 23.501 [6] and TS 23.502 [8].
The UE-to-Network Relay may only relay data/signaling for the Remote UE(s) when the UE-to-Network Relay is in CM-CONNECTED/RRC Connected states. If the UE-to-Network Relay in CM_IDLE state receives the PC5 connection request from the Remote UE for relay, the UE-to-Network Relay shall trigger Service Request procedure to enter CM_CONNECTED state before relaying the signalling.
· If any Remote UE connected to the UE-to-Network Relay UE is CM-CONNECTED, the UE-to-Network Relay UE should remain CM-CONNECTED state.
· If all Remote UEs connected to the UE-to-Network Relay UE enter CM-IDLE, the UE-to-Network Relay UE may enter CM-IDLE state.
NOTE:	The applied state needs to be coordinated and confirmed by RAN WG2. Impact on RRC Inactive will also be studied by RAN WG2.
When Remote UE is CM-IDLE or CM-CONNECTED, Relay UE and Remote UE keeps the PC5 link.
For paging Remote UE, the concluded solution in clause 6.6.2 of TR 23.733 [26] can be reused with adaptations to 5G ProSe based on the assumption that option 2 of TR 36.746 [27] is adopted by RAN WG2.
Editor’s note: 	Whether paging option 2 of TR 36.746 [27] will be adopted for 5G ProSe by RAN WG2 needs to be confirmed by RAN group.
[bookmark: _Toc50130528][bookmark: _Toc50133842][bookmark: _Toc50134182][bookmark: _Toc26173054][bookmark: _Toc30666559][bookmark: _Toc31029853][bookmark: _Toc31030744][bookmark: _Toc43388311][bookmark: _Toc43735541][bookmark: _Hlk52307810]6.7.2.5.3	NAS level Congestion Control
The UE-to-Network Relay may experience NAS level congestion control, as specified in clause 5.19.7 of TS 23.501 [6]. 
When NAS Mobility Management congestion control is activated, i.e. the UE-to-Network Relay receives Mobility Management back-off timer from the AMF, the UE-to-Network Relay is not able to properly serve the Remote UE after the UE-to-Network Relay enters CM_IDLE state. In that case, the UE-to-Network Relay needs to inform the Remote UE that there is a Mobility Management back-off timer running at the UE-to-Network Relay, so that the Remote UE is able to (re)select to another UE-to-Network Relay..
The Remote UE may also subject to NAS level congestion control. The existing behavior defined in TS 23.501 [6] shall apply.
[bookmark: _Toc50130529][bookmark: _Toc50133843][bookmark: _Toc50134183]6.7.2.6	QoS
As shown in Annex A, the NAS endpoints between a Remote UE and the network are as currently specified such that the operation via a UE-to-Network Relay UE should be transparent to the network NAS, with the exception of authorization/provisioning identified in clause 6.7.2.4.
This means that the 5GS flow-based QoS concept in particular should be reused between the Remote UE and the network, with necessary adaptation over the radio interface i.e. PC5 (for the Remote UE and UE-to-Network Relay UE) and Uu (for the UE-to-Network Relay UE). RAN performs QoS enforcement for PC5 interface and Uu interfaces when it gets QoS profile from the CN. For example, RAN performs QoS enforcement with AS layer configuration with necessary adaptation over PC5 interface and Uu interface. In other words, QoS flows established between the network and the Remote UE will be mapped to PC5 "radio bearers" seen by the Remote UE and to normal Uu radio bearers seen by the network, whereby the UE-to-Network Relay UE performs the necessary adaptation between Uu and PC5.
Editor’s note: 	How to perform AS layer configuration for PC5 interface and Uu interface depends on RAN.
[bookmark: _Toc26173055][bookmark: _Toc30666560][bookmark: _Toc31029854][bookmark: _Toc31030745][bookmark: _Toc43388312][bookmark: _Toc43735542][bookmark: _Toc50130530][bookmark: _Toc50133844][bookmark: _Toc50134184]6.7.2.7	Mobility
[bookmark: _Toc30666561][bookmark: _Toc31029855][bookmark: _Toc31030746][bookmark: _Toc43388313][bookmark: _Toc43735543][bookmark: _Toc50130531][bookmark: _Toc50133845][bookmark: _Toc50134185]6.7.2.7.1	Mobility Restrictions
The Remote UE is expected to operate within the boundaries of the Mobility Restrictions applicable to the UE to Network Relay UE.
Mobility restriction in CM-IDLE state is executed by the UE based on the information received from the network. For the UE-to-Network Relay case, the Remote UE may not obtain the mobility restrictions related information if Remote UE is out of coverage. The Remote UE can get the mobility restrictions related information, e.g., tracking area, from the Relay UE, and the Remote UE itself performs network selection and access control in CM_IDLE state based on the received information.
RAT Restriction:
-	If Remote UE is restricted to use some RAT in a PLMN, the Remote UE is not allowed to access via UE-to-Network Relay using that RAT in that PLMN. If UE-to-Network Relay is restricted to use some RAT in a PLMN, the UE-to-Network Relay is not allowed to perform the Relay operation using that RAT in that PLMN.
Forbidden Area:
-	If UE-to-Network Relay is in Forbidden Area, it is not allowed to perform the Relay operation. If the UE-to-Network Relay operates in a Forbidden Area of the Remote UE, the Remote UE is not allowed to access the network via this UE-to-Network Relay.
[bookmark: OLE_LINK7]-	A UE-to-Network Relay shall indicate to Remote UEs the Tracking Area of the cell to which the UE-to-Network Relay is connected. The indication is provided during discovery.
Service Area Restriction: Allowed Area, Non-Allowed Area
-	Allowed Area applies as is for a UE-to-Network Relay and Remote UE. A UE-to-Network Relay (resp. Remote UE) is allowed to initiate communication with the network (resp. with the network via a UE-to-Network Relay) as allowed by subscription.
-	A UE-to-Network Relay may only perform UE-to-Network Relay operation in an Allowed Area.
-	Non-allowed Area applies as is for a UE-to-Network Relay and Remote UE. The UE (UE-to-Network Relay or Remote UE) and the network are not allowed to initiate Service Request or SM signalling to obtain user services (both in CM-IDLE and in CM-CONNECTED states). RM procedures for non-3GPP access aspects are not applicable for the Remote UE.
-	When the UE-to-Network Relay UE enters a non-allowed Area and the UE-to-Network Relay cannot provide relay service, it may release the PC5 unicast connection with a cause code informing the remote UE of UE-to-Network Relay in Non-allowed area.
NOTE 1:	The above bullet on Service Area Restriction changing due to UE-to-Network Relay’s mobility will be evaluated separately from other parts of solution #7.
Core Network type restriction:
-	The CN type restriction applies as is to a UE-to-Network Relay and Remote UE. A UE-to-Network Relay or Remote UE may only operate as such when not restricted to use 5GC.
Closed Access Group information:
-	A UE permitted (resp. not permitted) to access a CAG cell is implicitly permitted (resp. not permitted) to access this CAG cell as a Remote UE via a UE-to-Network Relay. The Allowed CAG list and CAG-only indication of a UE apply to this UE when it is a Remote UE.
-	A UE permitted (resp. not permitted) to access a CAG cell is implicitly permitted (resp. not permitted) to access this CAG cell as a UE-to-Network Relay. The Allowed CAG list and CAG-only indication of a UE apply to this UE when it operates as a UE-to-Network Relay.
-	A UE-to-Network Relay shall indicate to Remote UEs the CAG identifiers of the CAG the UE-to-Network Relay is permitted to access via the cell to which it is connected. The indication is provided during discovery.
-	A UE-to-Network Relay shall provide its CAG-only indication to Remote UE if the UE-to-Network Relay is only permitted to access a CAG cell. The CAG identifiers and CAG-only indication are provided to Remote UEs for UE-to-Network Relay selection during discovery procedure.
-	A UE-to-Network Relay may send an update of the CAG identifiers and CAG-only indication to the remote UEs due to UE-to-Network Relay’s mobility or UE-to-Network Relay’s configuration change, e.g. UE Configuration Update procedure described in TS 23.502 [3] in clause 4.2.4.2. In this case, the Remote UE may tear down the PC5 connection and re-select another UE-to-Network Relay if the Remote UE determines that it is not allowed anymore to access the network via the current UE-to-Network Relay or may re-select the same UE-to-Network Relay if it is still allowed considering the new configuration.
NOTE 2:	The above two bullets on CAG identifiers changing and CAG-only indication will be evaluated separately from other part of solution 7.
[bookmark: _Toc30666562][bookmark: _Toc31029856][bookmark: _Toc31030747][bookmark: _Toc43388314][bookmark: _Toc43735544][bookmark: _Toc50130532][bookmark: _Toc50133846][bookmark: _Toc50134186]6.7.2.7.2	Other
Mobility of a Remote UE within an NG-RAN node will be handled by the NG-RAN and the UE-to-Network Relay, allowing the Remote UE to maintain service when changing from a direct network connection to an indirect network connection (i.e. via L2 UE-to-Network Relay UE) and vice-versa without 5GC involvement.
[image: ]
Figure 6.7.2.6-1. Intra-NG-RAN mobility (no 5GC involvement)
Inter-NG-RAN mobility is depicted below. Mobility is expected to be possible with no impact on NAS and most impact on lower layers i.e. RAN WG2.
[image: ]
Figure 6.7.2.6-2: Inter-NG-RAN mobility
[bookmark: _Toc26173056][bookmark: _Toc30666563][bookmark: _Toc31029857][bookmark: _Toc31030748][bookmark: _Toc43388315][bookmark: _Toc43735545][bookmark: _Toc50130533][bookmark: _Toc50133847][bookmark: _Toc50134187]6.7.2.8	Security
Security (confidentiality and integrity protection) is enforced at the PDCP layer between the endpoints at the Remote UE and the gNB. The PDCP traffic is relayed securely over two links, one between the Remote UE and the UE-to-Network Relay UE and the other between the UE-to-Network Relay UE to the gNB without exposing any of the Remote UE's plaintext data to the UE-to-Network Relay.
UP integrity protection is separated for direct PC5 communication and indirect communication. For indirect communication, the NG-RAN and Remote UE are the nodes that enforce the UP integrity protection for data transmission between NG-RAN and Remote UE.
For direct PC5 communication, the UE-to-Network Relay UE and Remote UE are the nodes that enforce the UP integrity protection for data transmission between UE-to-Network Relay UE and Remote UE.
NOTE:	Further analysis of security requirements will be done in SA WG3.
6.7.2.9	UE-to-Network Relay Discovery and Selection
Model A and Model B can be applied for Layer-2 UE-to-Network Relay discovery. The detailed UE-to-Network Relay discovery and selection solution for Layer-2 UE-to-Network Relay could reuse Solution #19, with the difference that slicing and DNN information do not need to be considered. In addition, mobility restrictions related information such as CAG cell and TA may to be included in the discovery message.
Editor's note:	How the Relay discovery can be performed with the PLMN selection for the Remote UE will be addressed in separate solution for KI#3.
6.7.2.10	Path Selection
For initial access, Remote UE may perform communication path selection between direct Uu path and indirect Uu path based on the link quality and the configured threshold (pre-configured or provided by NG-RAN). If the signal strength of Uu interface is lower than one configured threshold, remote UE performs discovery procedure to discover a Relay UE for indirect Uu path selection. For example, if Uu link quality exceeds configured threshold, the direct Uu path is selected. Otherwise, the indirect Uu path is selected by performing the UE-to-Network Relay discovery and selection.
For path switch case, NG-RAN may perform communication path selection based on the signal level/quality of different paths, which may be based on the path switch solution.
Editor's note:	The final solution should be coordinated with RAN WG, and the specific radio criteria and corresponding thresholds are subject to RAN WG definition.
[bookmark: _Toc26173057][bookmark: _Toc30666564][bookmark: _Toc31029858][bookmark: _Toc31030749][bookmark: _Toc43388316][bookmark: _Toc43735546][bookmark: _Toc50130534][bookmark: _Toc50133848][bookmark: _Toc50134188]6.7.3	Procedures


Figure 6.7.3-1: Connection Establishment for Indirect Communication via UE-to-Network Relay UE
0.	If in coverage, the Remote UE and UE-to-Network Relay UE may independently perform the initial registration to the network according to registration procedures in TS 23.502 [8]. The allocated 5G GUTI of the Remote UE is maintained when later NAS signalling between Remote UE and Network is exchanged via the UE-to-Network Relay UE.
NOTE 1:	The current procedures shown here assume a single hop relay.
1.	If in coverage, the Remote UE and UE-to-Network Relay UE independently get the service authorization for indirect communication from the network. Service authorization and parameters provisioning for UE-to-Network Relay operation are performed for the UE-to-Network Relay UE and Remote UE as specified in clause 6.7.2.4.
	If the Remote UE is not in coverage, the pre-configured information will be used. If needed, the PCF could update the authorization information after step 7.
If Remote UE has not performed the Initial Registration, the Remote UE can perform the Initial Registration via the Indirect Network Communication in step 7.
2-3.	The Remote UE and UE-to-Network Relay UE perform UE-to-Network Relay UE discovery and selection. Relay UE can perform UE-to-Network Relay discovery in both CM_IDLE and CM_CM-CONNECTED.
For details of UE-to-Network Relay discovery and selection for Layer-2 UE-to-Network Relay see clause 6.7.2.9 and Solution #19, Solution #41.
4.	Remote UE initiates a one-to-one communication connection with the selected UE-to-Network Relay UE over PC5 using the procedure as described in TS 23.287 [5].
5.	If the UE-to-Network Relay UE is in CM_IDLE state, triggered by the communication request received from the Remote UE, the UE-to-Network Relay UE sends a Service Request message to its serving AMF.
The Relay's AMF may perform authentication of the UE-to-Network Relay UE based on NAS message validation and if needed the AMF will check the subscription data.
	The Relay's AMF may interact with Remote UE's AMF and Relay UE's PCF for authorization, and the details are in Solution #30.
	How to keep the Relay UE in CM_CONNECTED state is proposed in the clause 6.7.2.5.2.
6.	Remote UE sends AS messages to the NG-RAN via the UE-to-NW Relay UE, to establish an AS Connection with the same NG-RAN serving the Relay UE.
7.	Remote UE sends a NAS message to the serving AMF. The NAS message is encapsulated in an RRC message that is sent over PC5 to the UE-to-Network Relay UE, and the UE-to-Network Relay UE forwards the message to the NG-RAN. Relay UE forwards the Remote UE's RRC messages to the gNB using L2 relaying configuration (i.e. bearer mapping between PC5 and Uu logic channels), and adds necessary information in the header of the adaptation layer. The NG-RAN derives Remote UE's serving AMF and forwards the NAS message to this AMF.
	If Remote UE has not performed the initial registration to the network in step 0, the NAS message is initial registration message. Otherwise, the NAS message is either a service request message, or a mobility or periodic Registration message..
Editor's note:	How the UE-to-Network Relay UE forwards the message to the NG-RAN depends on RAN specified L2 relay method. 
	If the Remote UE performs initial registration via the UE-to-Network relay, the Remote UE's serving AMF may perform authentication of the Remote UE based on NAS message validation and if needed the Remote UE's AMF checks the subscription data.
	For service request case, User Plane connection for PDU Sessions can also be activated. The other steps follow the clause 4.2.3.2 in TS 23.502 [8].
8.	Remote UE may trigger the PDU Session Establishment procedure as defined in clause 4.3.2.2 of TS 23.502 [8]. Remote UE allowed PDU session related attributes while operating via the UE-to-NW Relay UE are provided during the registration procedure or through pre-configuration as described in step 0.
9.	The data is transmitted between Remote UE and UPF via UE-to-Network Relay UE and NG-RAN. The UE-to-Network Relay UE forwards all the data messages between the Remote UE and NG-RAN using RAN specified L2 relay method.
NOTE 2:	If the UE-to-Network Relay disconnects, the NG-RAN will trigger the AN release procedure of the Remote UE and the Remote UE goes to CM-IDLE.
 
[bookmark: _Toc26173058][bookmark: _Toc30666565][bookmark: _Toc31029859][bookmark: _Toc31030750][bookmark: _Toc43388317][bookmark: _Toc43735547][bookmark: _Toc50130535][bookmark: _Toc50133849][bookmark: _Toc50134189]6.7.4	Impacts on services, entities and interfaces
The solution has impacts in the following entities:
AMF:
-	Not initiate the release of the signalling connection based on authorization of Relay UE.
RAN:
-	Needs to support L2 relay functionality for forwarding the signalling and user data of the Remote UE.
-	(IfTo support paging option 2 of TR 36.746 [27] is confirmed by RAN WG2) , RAN needs to handle paging request for Remote UE when the Relay UE is CM-CONNECTED.
UE-to-Network Relay UE:
-	Needs to support L2 relay functionality for forwarding the signalling and user data between the Remote UE and RAN.
-	(IfTo support paging option 2 of TR 36.746 [27] is confirmed by RAN WG2), Relay UE needs to monitor multiple paging occasions for itself and the remote UEs.
 
>>>End of Changes<<<
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