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This paper proposes a solution for KI#2 which is 

Issue 2: UAV authorization by UTM:
-
How are UAVs authorized for operation in the 3GPP system to enable UAV tracking and identification once the UAV is authorized for flight by the UTM

As highlighted in TR 23.754, Annex X.3, ASTM F38 has indicated that for Remote Identification and Tracking there is a need to provide a UAV with an Assigned Identity which can unquiely identify the UAV or for UAV to identify itself, and yet, this Assigned ID preserves privacy information about the UAV's owner and controller and/or pilot.

The Remote ID standard supports technology that allows the general public and public safety officials to identify a drone using an assigned ID, while preserving privacy of the operator's personal identifiable information.

For issuance of this "assigned ID", publicly available FAA documents mention that the UAV ha sto provide a number of its characteristics e.g. the serial number issued by the manufacturer, some contact details like the telephone number of the pilot. The following can be found in FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems (https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems).
D. Proposed Changes to the Registration Requirements To Require a Serial Number and Telephone Number as Part of the Registration Process
As discussed in section XII.C.1 of this preamble, this proposed rule would require a unique identifier as part of the message elements used to remotely identify UAS. A serial number is a unique number assigned to an aircraft—typically at the time of production—and does not change in case of a sale or transfer of ownership. The proposed revision of part 48 would require the provision of an unmanned aircraft's serial number at the time of registration. This proposed requirement is essential for the remote identification framework proposed in this NPRM. The serial number requirement would enable the FAA to correlate the data broadcast or transmitted by the UAS with the registration data in the Aircraft Registry to associate an unmanned aircraft with its registered owner. The requirement would also allow the FAA to distinguish one unmanned aircraft from another operating in the airspace of the United States and would facilitate the identification of non-registered unmanned aircraft flying in the airspace of the United States, which may warrant additional oversight or action by the FAA, national security agencies, or law enforcement agencies.

Also found in FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems (https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems)

Additionally, the FAA is proposing to update the registration information requirements to include one or more telephone number(s) for the applicant. Although registration data corresponds to the owner of the unmanned aircraft rather than the operator, the FAA believes that due to the nature and scope of most small UAS operations, it is reasonable to expect a significant number of unmanned aircraft owners to also be the operators of the aircraft or in close contact with the operators of the aircraft. Requiring owners of unmanned aircraft to provide their telephone number(s) as part of the registration process would assist FAA and law enforcement to disseminate safety and security-related information to the registrant in near real-time. This additional information would be retained by the FAA and only disclosed as needed to authorized law enforcement or Federal agencies. 

In addition in FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems (https://www.federalregister.gov/documents/2019/12/31/2019-28100/remote-identification-of-unmanned-aircraft-systems), one can find in Section "A. Registration Under Part 47"
The registration process under part 47 is paper-based and commences with the filing of an Aircraft Registration Application (AC Form 8050-1) with the FAA Aircraft Registry. At a minimum, applicants must provide evidence of ownership (e.g., a traditional bill of sale, a contract of conditional sale, a lease with purchase option, or an heir-at-law affidavit), provide a certification of eligibility for registration, and pay a registration fee. Additional documentation may be required, particularly for amateur-built aircraft and aircraft imported from foreign jurisdictions. Additional information required may include a builder certificate describing the type of aircraft and a comprehensive description of the aircraft (e.g., make, model, serial number, engine manufacturer, type of engine, number of engines, maximum takeoff weight, and number of seats). Persons such as corporate registrants, trustees, and non-citizen corporations must file additional documentation evidencing their legal structures, authorities, and related data that supports registration. Aircraft previously recorded in foreign registries must file proof of deregistration. In the case of amateur-built aircraft, either the owner or builder must designate the aircraft model name and serial number. 
This solution does not suggest that this is the only way to issue an Assigned ID for use in Remote Identification & Tracking. It is clear that in the UAS system there can be offline methods – e.g. at point of sale or shipping – wher an Assigned ID for a UAV can be issued without 3GPP system involvement. However, what is proposed is that when UAV needs to interface ewith 3GPP for in its initial phase, this solution can be used for the issuamce or renewal or confirmation of such Assigned ID by the USS/UTM.
Proposal

It is proposed to include the following in the TR 23.754, v0.1.0.
* * * Start of Change * * * *
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6.X
Solution Y: Control Plane based Registration of UAV and issuance of CAA-Level UAV Identity for Remote Identification and Tracking
6.X.1
Introduction

This solution addresses the key issue #2. This solution can be applied to LTE/EPS with minimal changes.
Editor's Note: it if FFS if and how the solution works with EPS. 
For Remote Identification and Tracking, the UAV must use a unique CAA-level UAV identity when it reports on such information as e.g. its current flight status, its destination etc. This CAA-level UAV identity while identifying to those who need to know who this UAV is, preserves the secrecy of its owner, its UAV Operator, even the pilot and Controller of the UAV. The requirements of such an CAA-level UAV can be found in FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems [2] and in ASTM F3411 – 19 [Z].
To be issued this CAA-level UAV identity, the UAV has to register to the USS/UTM for autorization to operate in a Unmanned Aerial System. When making such a request to register to the UTM, the UAV has to provide certain of its characteristics e.g. make, model, serial number, engine manufacturer, type of engine, number of engines, maximum takeoff weight, which are outside the scope of 3GPP (e.g. see FAA's proposed rule on Remote Identification of Unmanned Aircraft Systems [2], Section "A. Registration Under Part 47"). None of such characteristics need to be known to the 3GP system and in fact could be kept transparent to the 3GPP system.
The 5GC is the medium between the UAV and the UTM (and vice versa). In this solution, the 5GC acts as the "go between" receiving from the UAV and passing to the UTM the UAV characteristics provided by the UAV as part of the registration to the UTM. This "go between" is also done when UTM, once it decides it can authorize the UAV to operate,  issues the CAA-level UAV ID to the UAV.
In this solution, as these characteristics the UAV provides at registration to the UTM is not determined or mandated by the 5GS, but rather the UTM and by regulations such as those by the FAA, these characteristics of the UAV is seen as a Classmark of the UAV. Further some of these UAV characteristics might not of interest to the 5GS so this solution's proposal of a UAV Classmark distinguishes that the charcateristics are particular for the UAS feature of 3GPP.
This solution is not exclusive to the use case that the UAV (or the UAS) does not yet have an CAA-level UAV ID. It could be that that an Assigned ID exist for the UAS due to its issuance at point of sale /shipping or previous regitsration with USS/UTM for UAS operations.
Editor’s note: how this solution applies when the UAV registration with UTM and the CAA takes place out of band (e.g. without using the 3GPP system) is FFS.
6.X.2
Functional description
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Figure 6.X.2-1: Procedure for registering to UTM for UAS operations and issuance of CAA-Level UAV ID
1.
UAV starts registration to 5GS by sending REGISTRATION_REQUEST and seek authorization from UTM for UAS operations. As part of registering to 5GS, the UAV provides what a UE would provide when requesting registration. In addition, the UAV will provide a UAV Classmark payload which is transparent to the 3GPP RAN and CN functions, which contains UAS specific characteristics, such as serial number of the aerial equipment (i.e drone), pilot's contact details, engine manufacturer, type of engine, weight class etc, as determined by UTM and regulatory requirements, defined outside of 3GPP and not in scope of 3GPP.
NOTE 1:
It is not suggested here that each Registraion Request the 5GS contacts the USS/UTM. For instance if it is a priodic Registration Update such interaction sto USS/UTM is likely to be unnecessary.
Editor’s Note: since the USS/UTM is not contacted at each registration procedure, it is FFS as to when the 5GS decides to contact the USS/UTM to verify the UAV authorization, and how the 5GS knows whether it needs to contact the USS/UTM or not for a UAV.
2.
5GC starts registration procedures as it does for a UE, re TS 23.502, subclause 4.2.2. As part of the registration procedures of TS 23.502, subclause 4.2.2, authentication and security mode setting procedures can be performed. The UAV Classmark is not used as part of the 5GC registration procedure.
2a.
This aligns with step 9 of registration procedure given in TS 23.502, suclause 4.2.2
3.
Having completed authentication and implicitly due to the existence of the UAV Classmark and/or explicitly due to UE profile checks - such as IMSI checks, 5G-GUTI checks, UE subscription checks – 5GC is aware that a USS/UTM registration check is needed and contacts USS/UTM. With the indication from 5GC to UTM that a UAV is seeking registration, the UAV Classmark is provided to the UTM. The UAV Classmark need not be processed by the 5GC.
Editor’s Note: it is FFS how the 5GC determine which UTM function to contact.
Editor’s Note: it is FFS whether the AMF shall trigger the USS/UTM registration check needs to be triggered everytime the UAV includes the UAV Classmark and not triggered when the UAV Classmark is not included.
4.
UTM decides to authorize UAV's request for UAS operations and issues the CAA-Level UAV ID, which is used for Remote Identification and Tracking purposes.
5.
UTM provides the UAV's registration acceptance to the 5GC, providing along with it the CAA-Level UAV ID.

6.
5GC completes registration procedure by sending to UAV REGISTRATION_ACCEPT. Along with what 5GC would send in REGISTRATION_ACCEPT, the 5GC also includes the CAA-Level UAV ID that was proviode to 5GC by UTM.

The CAA-Level UAV ID can now be used to tag onto information that UAV needs to provide as part of Remote Identification and Tracking required for UAS operations. 
NOTE 2:
The Registration procedure proposed wherein at the completion of the Registration procedurethe CAA-Level UAV ID is provide to the UAV, Is not suggested that is the only way the CAA-Level UAV ID can be provided to the UAV or UAVc or UAS. This CAA-Level UAV ID could be provide at point of sale/purchase and is outside the scope of 3GPP.
Editor’s Note: impacts on the actual registration procedure in terms of delays of contacting and external function, the USS/UTM, during the registration procedure are FFS.
Editor’s Note: it is FFS how the UAV can be registered for services in addition to those related to aviation functions if the USS/UTM authorization fails.
6.X.3
Impacts on services, entities and interfaces

The solution has the following impacts on existing entities:

-
AMF

-
Management of UAV subscription information and profile 

-
UDM

-
UAV subscription information

-
NEF

- 
Exposure and interface to UTM/USS
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