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Abstract of the contribution: This contribution proposes a solution for issues 1, 2, and 4 for FS_ID_UAS-SA2.
1
Background
The solution proposes a mechanism to enable Remote Identifications according to the requirements set out in reference [2] of TR 23.754, “FAA Remote Identification of Unmanned Aircraft System”, according to the the technical solutions defined in ASTM standard F3411 – 19 “Standard Speciﬁcation for Remote ID and Tracking” on which reference [2] is based. 

Though the paper clearly states that the details of the CAA-Level UAV ID format used to identify a UAV with the USS/UTM, and used for Remote Identification, may be out of scope of 3GPP, the use of such identity for enabling Remote Identification via the 3GPP system are highly important to the system design for 3GPP. Specifically, how such identity is used to enable a TPAE to query about UAV information (either using Networked Remote Identification services or upon receiving Broadcast Remote Identification) needs to be defined with respect to the 3GPP system, and a solution identified as to which entity resolves the CAA-Level UAV ID to a network function that can reply to such queries.

2. Proposal

It is proposed to include the following key issue in TR 23.754. All the text is new.
* * * * First Change * * * *
6.0
Mapping Solutions to Key Issues
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* * * * Next Change * * * *
6.X
Solution #X: UAV Identities Allocation and Usage for Remote Identification

6.X.1
Introduction

The solution defines a set of mechanisms to enable a UAV to obtain an identity to be used for Remote Identification transparently to the 3GPP system or with the support of the 3GPP system. Such identity is used for identification of the UAV towards the UTM and the TPAEs. 
The solution assumes that the CAA-Level UAV ID is defined outside 3GPP, however proposes functional assumptions for such identity, and describes its usage in the 3GPP system.

Though the details of the CAA-Level UAV ID format used to identify a UAV with the USS/UTM, and used for Remote Identification, are defined outside of 3GPP, the use of such identity for enabling Remote Identification via the 3GPP system are highly important to the system design for 3GPP. Specifically, how such identity is used to enable a TPAE to query about UAV information (either using Networked Remote Identification services or upon receiving Broadcast Remote Identification) needs to be defined with respect to the 3GPP system, and a solution identified as to which entity resolves the CAA-Level UAV ID to a network function that can reply to such queries.The solution proposes multiple options for the CAA-Level UAV ID assignment and resolutions: in particular, proposes options based on mechanisms similar to ProSe discovery, without implying the use of PC5 which is out of scope of Rel. 17.
The solution also addresses network publishing aspects for Remote Identification.

6.X.2
Functional Description
The following sections describe the building blocks of the solution.

6.X.2.1 Adoption of a UAV Flight Enablement Sybsystem (UFES)

In this solution, the UAV Flight Management subsystem is a 3GPP subsystem that interfaces the 3GPP System with the USS and support that USS in performing UAV Remote Identification and tracking. 

NOTE 1: in some 3GPP network deployments, the UFES may actually act as the USS, for 3GPP operators that choose to provide USS services for UAVs. In such cases, UFES and USS are a single functional entity in the 3GPP MNO network.
Editor’s Note: whether the UFES is a single function in the 3GPP system or the sum of multiple existing functions is FFS. 
The UFES can perform the following functions:

-
interfacing with external USS/UTM to support registration of the UAV with the civil aviation authority (e.g. FAA). If the UFES interfaces with an external USS, the UFES is transparent to the aviation information (e.g. pilot identity, UAV operator, etc.) and only aware of the CAA-Level UAV ID and 3GPP UAV ID which is used within 3GPP system (e.g. this may be one or a combination of PEI, IMSI, SUPI, External Identifier). The UFES maintains the mapping between the two.
-
may create and distributes Remote Identification policies to UAV (e.g. for communications, flight operations, location, etc.) based on policies received from the USS and UTM; aviation specific policies are defined by the USS, and the UFES may add specific policies (e.g. additional Network Remote ID reporting) based on local policies
Editor’s Note: the details of Remote Identification policies are FSS. E.g. these may contain information about frequency of broadcasting Remote Identification or sending Networked Remote Identification to the network. Such details depend heavily on the regulatory requirements that are being developed. 
-
provides remote identification and tracking information to TPAEs/USS/UTM that may be monitoring a UAV, upon request from the TPAEs/USS/UTM. Per Civil Aviation Authority regulation(e.g FAA), The remote identification and tracking information can include identification information of the UAV, UAV controller, UAV pilot/operator, UAV pre-conifguraed or historic flight path, UAV and its UAV controller location and operation time information, UAV operation status ( such as battery level if in auto-pilot mode), so on
6.X.2.3 Functional Assumptions about the CAA-Level UAV ID for Remote Identification

From a functional point of view, though the actual format of the CAA-Level UAV ID is defined outside 3GPP and is not decided by 3GPP, it is assumed that the CAA-Level UAV ID used for Remote Identification contains at least the following information:

-
an identity unique to the UAV, which may preferably be temporary validity: this identifies uniquely the UAV with the entity that allocates the CAA-level UAV ID
NOTE: the details of such identity are defined outside 3GPP. Whether a single identity is used, or a set of identities through which the UAV cycles periodically (similarly to the V2X design) is FFS. 

Editor’s Note: whether privacy or confidentiality requirements will apply to the unique UAV temporary identity is FFS and depends on regulations in various regions. Solutions may be identified by SA3 or externally to 3GPP, as in the case of V2X.
-
optionally, the CAA-level UAV ID Routing Information, used by an entity attempting to retrieve the UAV data to identify and address the appropriate entity (i.e. UFES or USS). In solutions for UAV authentication and authorization, this is also used by functions in the 3GPP system to identify the appropriate USS that serves the UAV.
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Figure 6.X.2.3-1: CAA-Level UAV ID Logical/Functional Format.

Editor’s Note: it is assumed that security solutions will be adopted to protect the CAA-Level UAV ID against spoofing and for potential confidentiality; details of such solutions are FFS and will not be defined in SA2.

6.X.2.4 CAA-Level UAV ID assignment

Three potential types of CAA-level UAV ID assignment can be considered:

1. USS-assigned CAA-Level UAV ID: the ID is assigned completely at USS level, and uses one of the formats defined in 6.X.2.4.2.

2. 3GPP Assigned CAA-Level UAV ID: this scenario is based on a 3GPP network functionality being delegated by a USS to assigning the CAA-Level UAV ID for UAVs operating via a 3GPP mobile operator. 
Editor’s Note: whether the 3GPP Assigned CAA-Level UAV ID model satisfies the architectural assumptions is FFS
3. 3GPP-assisted CAA-Level UAV ID assignment: in this scenario the USS e.g. delegates to the UFES the role of “resolver” of the CAA-Level UAV ID and return to an entity querying information about the UAV based on the CAA-Level UAV ID the UAV data. The CAA-Level UAV ID is assigned by the USS with the support of functionality of the 3GPP system (e.g. the UFES may provides the “CAA-level UAV ID Routing Information” to enable a resolver of the CAA-level UAV ID to resolve to the UFES, if such function is delegated by the USS to the UFES). In case of 3GPP-assisted CAA-Level UAV ID assignment, the UFES interacts with the USS to allocates the UAV identities to be used for Remote Identification (i.e. the CAA-Level UAV ID). 

It has to be noted that a UAV is already aware of the different types of identity that may be assigned by a USS, thus this solution does not require further awareness of the UAV regarding which entity assigns the CAA-Level UAV ID. 

NOTE: it is assumed that the UAV is not aware of which assignment mechanisms is used for the CAA-Level UAV ID.
Editor’s Note: it is FFS how we can ensure that the UAV is not made aware of which entity assigns the CAA-Level UAV ID. 
6.X.2.4.1 3GPP Assigned CAA-Level UAV ID or 3GPP Assisted CAA-Level UAV ID Assignment
The solution for the specific scenarios of 3GPP Assigned CAA-Level UAV ID or 3GPP Assisted CAA-Level UAV ID Assignment considers the allocation to the UAV of a CAA-Level UAV ID by the UFES or by the USS in collaboration with the UFES, for the use by the UAV for UAV authentication and authorization with the 3GPP system and the USS, and for the use for Remote Identification. 
The CAA-Level UAV ID allows a TPAE to identify and address the network function from which the UAV registration information with the civil aviation authority (e.g. FAA) can be retrieved.

NOTE: it is assumed that the TPAE has authorization and security agreements in place to be able to perform such retrieval. This is out of scope of 3GPP.

In particular, the CAA-Level UAV ID is used by the TPAE to identify a network function that can “resolve” the CAA-Level UAV ID to the actual UAV information, e.g. UAV serial number, pilot information, UAS operator, etc. Such ID resolver receives the query from the TPAE, containing information including the CAA-Level UAV ID, and identifies to which UAV the query relates. 

The following applies: 

-
3GPP Assigned CAA-Level UAV ID: when the UAV registers with the USS, the UFES is involved in the procedure and assigns the CAA-Level UAV ID. In this option, the UFES acts as the CAA-Level UAV ID resolver. In this option, the UFES acts as the CAA-Level UAV ID resolver and assigns and resolves the identity.

 -
3GPP Assisted CAA-Level UAV ID Assignment: when the UAV registers with the USS, the UFES provides additional information to the USS (e.g. the CAA-Level Routing Information) to enable an entity attempting to resolve the identity received in a Broadcast Remote ID message to address the UFES. In this option, the USS acts as the CAA-Level UAV ID resolver, but obtains the routing information part of the CAA-Level UAV ID from the UFES, thus queries from the TPAE are directed to the UFES.

It is assumed that a networked UAVc, and a non-networked UAVc in the internet, perform a similar procedure to obtain an CAA-Level UAV ID. The UAV must be made aware with mechanisms outside the scope of 3GPP of the CAA-Level UAV ID and credentials of the UAVc to report to the UFES and USS/UTM the association between the UAV and UAVc.

6.X.2.4.2 USS Assigned CAA-Level UAV ID 

If the CAA-Level UAV ID is assigned by the USS, the USS acts as resolver for the CAA-Level UAV ID, and two options are possible:

-
The current identity formats identified by the ASTM standard [X] and the FAA NPRM are considered. These formats are not introduced by this solution. Resolution of such formats of the CAA-Level UAV ID for TPAE queries is defined outside 3GPP. There are several formats of CAA-Level UAV ID considered for the use of Remote Identification:

1.
UAV Serial Number according to the CTA-2063-A Serial Number format;

2.
UAV Registration ID: if a CAA provides a method of registering UAS, this number is provided by the CAA or its authorized representative. The current assumed formation is: <ICAO Nationality MarkA >.<CAAAssigned ID>; 

3.
UTM (UUID): a UTM-provided unique ID traceable to the an identiﬁcation number or combination of letters and numbers assigned by a CAA or authorized representative to a UAS. The UUID can act like a “session id” to protect exposure of operationally sensitive information. The expected format is defined in IETF RFC4122 “A Universally Unique IDentiﬁer (UUID)”.

4.  Other regional specific defined UAV ID. 
NOTE: the UAV Serial Number and the UAV Registration ID may not be temporary identities like the UUID and may not satisfy optional privacy requirements. 
-
The USS assigns a CAA-Level UAV ID according to the same concepts of the UMFS-assigned CAA-Level UAV ID.

6.X.2.5 Resolution of UAV Identity for Broadcast Remote Identification

6.X.2.5.1 USS-assigned CAA-Level UAV ID

If the CAA-Level UAV ID is assigned by an USS according to mechanisms and formats defined in other standards, e.g. ASTM, then the CAA-Level UAV ID resolution must be based on mechanism and network infrastructure solutions defined outside of 3GPP.
If the USS assigns the CAA-Level UAD ID implementing mechanisms that can be based on ProSe discovery concepts, then the identity resolution takes place as in the case of 3GPP Assigned CAA-Level UAV ID or 3GPP Assisted CAA-Level UAV ID Assignment.

6.X.2.5.2 3GPP Assigned CAA-Level UAV ID or 3GPP Assisted CAA-Level UAV ID Assignment
One alternative to implement the concepts of this solution for 3GPP Assigned CAA-Level UAV ID or 3GPP Assisted CAA-Level UAV ID Assignment is to define the UFES as the CAA-Level UAV ID “resolver”.  
Specifically, if the UAV performs a registration with the USS with the UFES involvement:

1.
The UE obtains the CAA-Level UAV ID the UFES or the USS, and uses the CAA-Level UAV ID for Remote Identification messages 

-
In case of UFES allocation, the UFES allocates the CAA-Level UAV ID and provides it to the USS. 

-
In case of UFES-assisted allocation, the UFES provides information to the USS for allocation of the CAA-Level UAV ID, and specifically the CAA-Level UAV ID routing information that allow a querying TPAE to discover and address the UFES. The USS returns the actual CAA-Level UAV ID to the UFES.

2.
Monitoring entities (e.g. TPAE) use the CAA-Level UAV ID to identify the “resolver” for the identity. This, depending on the format of the CAA-Level UAV ID, may happen via DNS or other mechanism. Once the TPAE identifies the the network function to contact, it sends a query containing the CAA-Level UAV ID to obtain the UAV information.
NOTE: Monitoring entities are entities, as defined e.g. in [2], entities that monitor the Broadcast Remote Identitication messages from UAVs, and do not required to be assigned to a UAV or associated to a UAV.
6.X.2.6 Applicability for Network publishing Remote Identification and tracking 

When 3GPP system is used to provide the network publish function for UAV remote Identification as defined by the CAA, UFES can be used to coordinate with UAV and the other 3GPP functions to provide UAV remote Idenfication and tracking information to TPAE or USS/UTM. UFES supports all 3 types of CAA-level UAV ID assignment schemes and resolution as defined in the previous clause. 

If the CAA-Level UAV ID is assigned by an USS according to mechanisms and formats defined in other standards, e.g. ASTM, it is assumed that the mapping between USS assigned CAA-level UAV ID and the associated 3GPP UAV ID is known by the UFES after UAV being authorized by the USS/UTM, via mechanisms defined in other solutions. If UFES receives a remote identification and tracking query with the USS-assigned CAA-Level UAV ID, the UFES uses the mapped 3GPP UAV ID to coordinate with different 3GPP functions to collect the UAV remote identification and tracking information. 

There are two ways for UFES to collect UAV’s remote identification and tracking information:

 1.
Direct communication between UAV and UFES, such as using two-way query/response communications between UFES and UAV to allow UAV to provide the UAV remote Identification and tracking information, as well as the information for networked UAV controller; or allowing UAV and network UAV controller periodically send their remote identification information to the UFES. CAA-Level UAV ID is used for the communication between UAV and UFES. 
NOTE:  The communication between UAV and UFES can be either Control-plane based using NAS message with an aviation container which contains the UAV tracking information and can be transparen to 3GPP system; or user-plane based which UAV/network UAV controller communicate with UFES using internet-based application level protocol via the data plane established for UAV.

 2.
UFES uses existing 3GPP services, such as network exposure function or LCS, to track the UAV and provide the information to TPAE or UTM per request. UFES may use the mapped 3GPP UAV ID for the interaction with different 3GPP functions. 
There are two types of queries for remote identification and tracking can be supported by UFES based on the UAV identifier information being used in the query. 

1.
UAV remote ID query without CAA-Level UAV ID information, but only with some reference information, such as location information of the UAV corresponding to the query: UFES interacts with 3GPP functions, such as LCS functions, to identify the UAVs that match the reference information (e.g. location information), then send the UAV information and tracking information with CAA-level UAV ID  to TPAE or UTM.   
2.
UAV remote identification query with CAA-Level UAV ID information: UFES conducts necessary identity resolution between CAA-level UAV ID and the 3GPP UAV ID, then interacts with UAV or UAV controller, or other 3GPP functions (such as LCS or UDM) as needed, to collect the corresponding information of that UAV.   

6.X.3
Procedures

6.X.3.1 Use of CAA-level UAV ID for Broadcast Remote Identification

This section provides an example of how the CAA-Level UAV ID is used for Broadcast Remote Identification. 

[image: image2.emf]UFES/USS

UAV

1. Generate Remote Identification Information for 

broadcasting containing CAA-Level UAV ID

TPAE

2. Remote Identification Information in Broadcast 

(CAA-Level UAV ID, ͞Flight Information͕͟�etc.)

5. Identifies CAA-Level UAV ID 

͞resolver͟�based on CAA-Level 

UAV ID 

6. Verifies/retrieves UAV 

information

UAV

4. Remote Identification Information in Broadcast 

(CAA-Level UAV ID, ͞Flight Information͕͟�etc.)

3. Verifies ͞Flight Information͟


Figure 6.X.3.1-1: Use of CAA-Level UAV ID For Broadcast Remote Identification.

1. The UAV generates the following for Remote Identification broadcasting:

-
UAV Identification: this is the CAA-Level UAV ID which is expected to be protected against spoofing (i.e. to avoid impersonation) and for confidentiality (i.e. protected between the UAV and the UFES/USS), and verifiable by the TPAE by querying the UFES/USS to retrieve the UAV information (e.g. UAV Hardware ID, UAV Pilot, UAV Operator, etc.) 

-
UAV Flight Information: this corresponds to dynamic flight information (e.g. height, direction, speed, etc.), protected for spoofing and verifiable by the received party (e.g. a TPAE or another UAV).

Editor’s Note: how the information in the RID broadcasting is protected is FFS and shall be defined by SA3 or outside 3GPP.

2-3. Upon receiving the UAV Broadcast Remote Identification information, a receiving entity (e.g. UAV) verifies the validity of the Flight Information, and may use such information for e.g. collision avoidance.

4-5. Upon receiving the UAV broadcast Remote Identification information from an UAV, the TPAE identifies the relevant UFES/USS using the the CAA-Level UAV ID as described in section 6.X.2.5 and based on the CAA-Level UAV ID functional assumptions.

6.
The TPAE discovers the UFES/USS address (e.g. via DNS if the UFES/USS Routing Information is an FQDN), and requests information verification from the UFES/USS by providing the information received in the Broadcast Remote Identification information. The UFES interacts with the USS, as needed, and retrieves the UAV information (UAV Hardware ID, UAV pilot, UAV operator, etc.) and returns it to the TPAE. 

6.x.3.4      Remote identification and tracking for Unknown UAV (Unknown to TPAE or UTM)
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Figure 6.X.3.4-1: UAV Identity registration and allocation based on UAV bootstrapping

1.
UAV conducts registration and data connectivity procedure with 3GPP network. In this phase the 3GPP system and UFES will have this new UAV identifier information (e.g. create an entry with mapping between the 3GPP UAV ID and the CAA-Level UAV ID)  

2.
UAV updates UFES with its remote identification information (e.g. if the controller may be changed during the flight) as well as the operation status information. 

3.
UFES updates the record of UAV remote Identification information which is stored in the UDM. 

4.
TPAE queries (the query may reach UFES or USS depending on how TPAE is setup, depending on specific deployments; if sent to USS, the USS forwards to the UFESs of the MNOs serving UAVs registered with the USS) regarding the remote identification information of an un-identified UAV in certain location. 

5.
UFES interacts with 3GPP LCS functions to obtain all of its UEs near that location. 

6.
UFES Identifies the UE which is UAV basing on the 3GPP UAV ID and CAA-level UAV ID mapping. 

7. 
UFES queries the latest stored UAV remote identification and tracking information from UDM using the UE ID.  

8.
UFES (directly or via USS) sends to the TPAE the UAV remote identification and tracking information including the CAA-level UAV ID of the UAV in the queried location.  

6.x.3.5    Remote identification and tracking known UAV (TPAE or UTM has some UAV identifier information) 
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Figure 6.X.3.5-1: UAV Identity registration and allocation based on UAV bootstrapping

Steps 1-3 are same as previous procedure. 

4.
TPAE sends query to UFES for remote Identification and tracking information of the UAV with CAA-level UAV ID.

5.
UFES Maps the UAV Identifiers from TPAE to the 3GPP UAV ID. 

6.
UFES obtains the UAV remote Identification information from UDM with 3GPP UAV ID.

7.
UFES responses with TPAE with the UAV remote Identification and tracking information.  

6.X.4
Impacts on existing entities and interfaces

Editor's note:
This clause describes impacts to existing entities and interfaces.

<TO BE COMPLETED>
6.X.5
Evaluation

Editor's note:
This clause provides an evaluation of the solution.

* * * * End of Change * * * *
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