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This solution uses the Control Plane for initiating and completeing the onboarding and remore provisioning process.

In the PNI-NPN deployment for vertical services, a deployment scenario exist where the UE has the subscription for the PLMN, but has no subscription for specific PNI-NPN network and necessary information (e.g credentials for the PNI-NPN and the vertical domain) that allows for PNI-NPN and vertical networks services. This solutions allows the UE that wants to be onboarded to discover the PNI-NPN and initiates the subscription request procedure towards the PLMN.

Proposal

It is proposed to include the following in the TR 23.700-07 v0.3.0.
* * * Start of Change * * * all text new
6.X
Solution #X: UE Onboarding and remote provisioning for PNI-NPN – Control Plane based
6.X.1
Introduction

The solution addresses the Key Issue #4 "UE Onboarding and remote provisioning" for a PNI-NPN. This solution allows PNI-NPN UEs without PNI-NPN subscriptions or credentials to PNI-NPN vertical services but can get network connectivity to the PLMN's 5GC to be provisioned with the necessary subscriptions and vertical credentials to access PNI-NPN's vertical services.
There are several scenarios where remote provisioning for a PNI-NPN UE is needed, e.g.

1.
All the subscribed S-NSSAIs of the PNI-NPN UE need Network Slice-Specific Authentication and Authorization (NSSAA) but the PNI-NPN UE does not have the required non-3gpp credentials (without these non-3gpp credentials, the PNI-NPN UE cannot even register in the network successfully), e.g. some low cost PNI-NPN UEs may only subscribe a few S-NSSAIs providing services in vertical domain and all these S-NSSAIs need NSSAA.

2.
The PDU session used to access the server which stores UE’s information including non-3gpp credentials needs secondary authentication but the PNI-NPN UE does not have the required non-3gpp credentials – this being a deadlock case if PNI-NPN UE needs non-3gpp credentials to obtain the same non-3gpp credentials, e.g. the server that has the stored UE’s information including non-3gpp credentials may be deployed in a vertical domain due to security arrangements and concerns.
Figure 6.X.1-2, illustrates this solution at a high level with the following assumptions considered:

-
The UE has PLMN subscription and credentials  to access the PLMN.

-
The UE is provisioned with default credentials which allows the Provisioning Server (PS) to authenticate the onboarding UE. The default credentials may be e.g. a digital certificate of UE. The default credentials may be provisioned during the manufacturing process or may be input by the user.
-
The default credentials allows 5GC to locate and authenticate the UE’s vendor (i.e. the Device Vendor), if required, prior to the onboarding procedure with the Provisioning Server.
-
The UE is provisioned with information which provided by the UE at access to the 5GC allows the 5GC to select/locate the Provisioing Server. This information can be for example, a Provisioning Server ID which the PLMN can map to to the address of the Provisioning Server, the Provisioning Server ID may be a vendor ID if the Provisioning Server is owned by the vendor of UE or a PNI-NPN ID if the Provisioning Server is in the vertical domain of the PNI-NPN.
-
The 5GC is provisioned with PNI-NPN subscriptions, e.g., UE configurations for CAG selection or DNN/NSSAI selection, which will not be provisioned to the UE until the UE has been authenticated by Provsioning Server successfully.
-
The 5GC interfaces with the Provisioning Server to complete the onboarding which will provide the UE with the PNI-NPN subscriptions and credentials for access to the vertical domain and services of the PNI-NPN;
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Figure 6.X.1-2: Onboarding for PNI-NPN UE
This solution can likewise be used for low costs PNI-NPN UEs manufactured with limited radio capabilities for specific vertical markets where correspondingly the PNI-NPN runs the radio network that operates on a separate (dedicated) frequency set aside by the hosting PLMN operators for such verticals.

6.X.2
Functional description
Figure 6.X.2-1 illustrates the architecture of the Control Plane-based onboarding solution for PNI-NPN. The solution assumes the presence of a Default Credential Server (DCS), which is able to authenticate the UE’s vendor (i.e. the Device Vendor) to check the validity of the UE. The architecture further assumes that the Provisioning Server holds credential information for the PNI-NPN UE requesting onboarding. The Provisioning Server is administered by the Subscription Owner (SO) of the PNI-NPN or a delegated administration entity.
While Figure 6.X.2-1 illustrates the case of the the RAN being part of PNI-NPN deployment, this solution covers also the case of the RAN being part of the MNO's deployment.
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Figure 6.X.2-1: Control Plane based PNI-NPN Onboarding architecture
Note: The DCS may be deployed within Provisioning Server. 
6.X.3
Procedures
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Figure 6.x.2.1: Registration procedure taking in UE onboarding and remote provisioning for a PNI-NPN
1.
The UE discovers and selects a PNI-NPN cell or a PLMN cell which supports UE onboarding manually or automatically, e.g. based on specific broadcast information. The UE identifies there are only the subscription and credentials for the PLMN which PNI-NPN belongs to but no subscription or credentials for the PNI-NPN. The UE registers to the network by sending a Registration Request to AMF with an onboarding indication. The Registration Request also includes a UE ID, e.g. PEI, and default credentials which are used by the Provisioning Server to identify and authenticate the onboarding UE, respectively. The Registration Request may also includes a Provisioning Server ID which is used by UDM to select the Provisioning Server. The onboarding indication may also be provided to the NG-RAN for AMF selection.

2.
The AMF initiates authentication and security procedure based on PLMN identity and credential.
3.
The AMF sends a Nudm_SDM_Get request to UDM to retrieve subscription data including PNI-NPN subscription and vertical credentials for the onboarding UE. The request message to UDM includes an onboarding indication, UE ID and default credentials received from UE. The request message may also include the Provisioning Server ID received from UE.

4.
The UDM checks whether the UE allows onboarding. If so, the UDM sends a UE vertical credentials request to the PS selected by using the Provisioning Server ID or by default configuration. The UE vertical credentials request includes UE ID and default credentials.

4a.
The PS may contact the DCS to check the validity of the UE.

5.
If the authentication succeeds, the Provisioning Server sends the vertical credentials for the onboarding UE to UDM. If the authentication fails or the Provisioning Server doesn’t have vertical credentials for the onboarding UE, the Provisioning Server may include a corresponding fail cause value in UE vertical credentials response.
Editor’s Note: How to enable integrity and confidentiality of the PNI-NPN subscription and vertical credentials are FFS.
6.
If the Provisioning Server authenticates the UE successfully, the UDM provides PNI-NPN subscription and vertical credentials for the onboarding UE to the AMF in Nudm_SDM_Get response. If the UE is not allowed for onboarding procedures or Provisioning Server fails to authenticate UE or there is no vertical credentials in Provisioning Server and no PNI-NPN subscription associated with the Provisioning Server in the UDM, the UDM sends the AMF a fail cause value in UE subscription response without corresponding PNI-NPN subscription and vertical credentials.
7.
The AMF sends Registration Accept to the onboarding UE, if the AMF receives PNI-NPN subscription and/or vertical credentials from the UDM, those are provided along within the Registration Accept.

8-9.
The UE may provide an acknowledgment to AMF and UDM that the UE received PNI-NPN subscription and/or vertical credentials.

10.
[Conditional] If UDM receives an acknowledgement as in step 9, the UDM may send an acknowledgment to the Provisioning Server.
6.X.4
Impacts on existing entities and interfaces

Editor's note: This clause lists impacts to existing entities and interfaces.

* * * End of Change * * * *
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