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1
Discussion
This contribution proposes several updates to Solution #1.
Summary of changes in the merged version:

-
Clarified that the configured lists in the UE can be updated by a Home SP (for its subscription) using the UE Configuration Update procedure (3605)
-
Added a NOTE that Rel-16 solution for access to PLMN services via SNPN (using N3IWF) can also be used in the context of Solution #1 (3605)

-
Clarified that when UE is configured with both lists, the entries in "Equivalent Home Service Provider" list have precedence during network selection (3724).
-
wording changes (4061)
-
Changed the name of the SIB indication from "post-Rel-16 network" into "access using Home SP credentials is supported" (as in Solution #2)
1.1
Rel-17 UE and Rel-16 SNPN

There is the following Editor’s note in Solution #1:
Editor's note:
It is FFS how to handle the case of Rel-17 UE attempting to register with a Rel-16 SNPN.

With Solution #1 the selection of the serving SNPN is based on configured prioritized lists in the UE referred to as "Service Provider Controlled Network Selector" list and "Equivalent Home Service Provider" list.
To illustrate the use case in the Editor’s note; assume that:

· UE is Rel-17 UE.

· UE is in coverage of SNPN A only, and SNPN A is a Rel-16 network.
· UE has subscription with service provider B (either SNPN or PLMN).

· UE has a configured "Service Provider Controlled Network Selector" list and/or "Equivalent Home Service Provider" list which includes the identity of SNPN A.

If all these conditions are met, then UE will attempt to connect to SNPN A and register using the credentials of service provider B. Given that SNPN A can only accept UEs that have subscription with SNPN A (Rel-16 condition), the UE will not be recognized as a valid subscriber and the registration will fail. The choice of the rejection Cause value in the Registration Reject message is up to the SNPN owner to determine. Possible cause values include #74 and #75, according to the following excerpt from TS 24.501:
#74
(Temporarily not authorized for this SNPN).

5GMM cause #74 is only applicable when received from a cell belonging to an SNPN. 5GMM cause #74 received from a cell not belonging to an SNPN is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.1.2.7


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall reset the registration attempt counter and store the SNPN identity in the "temporarily forbidden SNPNs" list for the specific access type for which the message was received. The UE shall enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform an SNPN selection according to 3GPP TS 23.122 [5]. If the message has been successfully integrity checked by the NAS, the UE shall set the SNPN-specific attempt counter for 3GPP access and the SNPN-specific attempt counter for non-3GPP access for the current SNPN to the UE implementation-specific maximum value.


If the message has been successfully integrity checked by the NAS and the UE also supports the registration procedure over the other access to the same SNPN, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.
…
#75
(Permanently not authorized for this SNPN).

5GMM cause #75 is only applicable when received from a cell belonging to an SNPN with a globally-unique SNPN identity. 5GMM cause #75 received from a cell not belonging to an SNPN or a cell belonging to an SNPN with a non-globally-unique SNPN identity is considered as an abnormal case and the behaviour of the UE is specified in subclause 5.5.1.2.7


The UE shall set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to subclause 5.1.3.2.2) and shall delete any 5G-GUTI, last visited registered TAI, TAI list and ngKSI. The UE shall reset the registration attempt counter and store the SNPN identity in the "permanently forbidden SNPNs" list for the specific access type for which the message was received. The UE shall enter state 5GMM-DEREGISTERED.PLMN-SEARCH and perform an SNPN selection according to 3GPP TS 23.122 [5]. If the message has been successfully integrity checked by the NAS, the UE shall set the SNPN-specific attempt counter for 3GPP access and the SNPN-specific attempt counter for non-3GPP access for the current SNPN to the UE implementation-specific maximum value.


If the message has been successfully integrity checked by the NAS and the UE also supports the registration procedure over the other access to the same SNPN, the UE shall in addition handle 5GMM parameters and 5GMM state for this access, as described for this 5GMM cause value.

In our view, if none of the SNPNs of operator A supports the Rel-17 feature, then the rejection cause should be #75 (Permanently not authorized for this SNPN). Indeed, in this case SNPN A should have not been configured in the “Service Provider Controlled Network Selector" list and/or "Equivalent Home Service Provider" list, to start with.

Otherwise, if SNPNs of operator A do not support the Rel-17 feature only in certain areas then the rejection cause #74 (Temporarily not authorized for this SNPN) should be used, to allow the UE to re-attempt a connection later.

On the other hand, there is the following Stage 1 requirements in 22.261:
The 5G system shall support a mechanism to prevent a UE with a subscription to a non-public network from automatically selecting and attaching to a PLMN or non-public network it is not authorized to select.

By using one of the rejection causes discussed above the UE will be blocked (temporarily or permanently) from future registration attempts, which means that the UE has been allowed to attempt at least once.

If the meaning of the Stage 1 requirement is that the UE shall never attempt (i.e. not even once) to connect to a non-authorized SNPN, then the only viable solution is to use a new SIB indication (with the meaning “post-Rel-16 network”) so that Rel-17 UEs can only attempt to connect to an SNPN under the condition that it is a post-Rel-17 SNPN.
Proposal 1: Clarify that the case of Rel-17 UE and Rel-16 SNPN can be resolved either with no changes or with a new SIB indication (with the meaning “post-Rel-16 netwrk”), depending on what is found to be acceptable in terms of UE behaviour.

1.2
The “roaming” terminology and use of IPX

During the conference call on May 13th several operator companies requested that the “roaming” terminology be replaced with something else so that the “roaming” term can continue to be applied only in relation to two PLMNs.

This contribution proposes to use the term “service level agreement” instead.

Solution #1 continues to assume that the architecture defined for roaming with Local Breakout (LBO) and Home Routed (HR) traffic is also applicable for the case where the Serving network is an SNPN, however, it is clarified that the IPX is not used in this case.
Proposal 2: Clarify the relationship between the Serving SNPN in terms of “service level agreement”. Clarify that the IPX is not used.

1.3
The use of SEPP

There is the following Editor’s note in Solution #1:

Editor's note:
The impact of this solution on the SEPP is FFS and needs to be studied by SA3.

According to TS 33.501 the following applies:
If there are no IPX entities between the SEPPs, TLS shall be used between the SEPPs. If there are IPX entities between SEPPs, PRINS (application layer security on the N32-f interface) shall be used for protection between the SEPPs. PRINS is specified in clause 5.9.3 (requirements) and clause 13.2 (procedures).

In relation to the discussion in clause 1.2 it is proposed to clarify that, if SEPP is used, the security between the SEPPs is based on TLS.
Proposal 3: Clarify that, if SEPP is used, the security between the SEPPs is based on TLS and refer to SA WG3 for confirmation and any additional security aspects.

1.4
Service continuity

Solution #1 also addresses the service continuity objective in KI#2: 


1.
Study whether there are support for service continuity (assuming PSA may reside in either PLMN or in the NPN) between PLMN and NPN (SNPN or PNI-NPN) with overlapping radio coverage areas;

This was already covered in the solution description (refer to Figure 6.1.2-1 or Figure 6.1.2-2 and related text), but the corresponding cell in Table 6.0-1 has not been ticked.

Proposal 4: Tick the cell corresponding to Key Issue 2 in Table 6.0-1.

2
Proposal

It is proposed to update TR 23.700-07 as indicated below.
* * * * Start of Change * * * *
6.0
Mapping Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues

	
	Key Issues

	Solutions
	1
	2
	3
	4
	5
	6

	1
	X
	X
	
	
	
	

	2
	X
	
	
	
	
	

	3
	X
	
	
	
	
	

	4
	X
	
	
	
	
	

	5
	
	
	
	X
	
	

	6
	
	
	
	X
	
	

	7
	
	
	
	X
	
	


* * * * Next Change * * * *
6.1
Solution #1: Standalone non-public network supporting service providers

6.1.1
Introduction

The solution addresses key issue #1 (Enhancements to Support SNPN along with credentials owned by an entity separate from the SNPN). The solution also addresses the service continuity aspect in KI#2.
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Figure 6.1.1-1: Standalone Non-public network supporting service providers with services provided by the Serving SNPN
NOTE:
The entity separate from the SNPN is referred to as service provider. It can be either a PLMN or an SNPN. In the case service provider is an SNPN, SNPN owns a 5GC including at least an AUSF and a UDM. In case the service provider is a PLMN, PLMN owns 5GC including at least an AUSF and a UDM.

The following are the main principles of the solution:

-
Depicted in Figure 6.1.1-1 is the architecture for Standalone Non-Public Network (SNPN) supporting Service Providers with services provided by the Serving SNPN. The SNPN takes the role of a visited network and the Service Provider takes the role of a home network.
-
It is assumed that there is a service level agreement between the SNPN owner and the Service Provider. The IPX is not used for the N8, N10, N12 and N24 reference points.
 -
The Service Provider owns the subscription of the UE(s) and Standalone NPN provides access and connectivity for the UE.
-
For each subscription with a service provider, the UE is configured with an "Equivalent Home Service Provider" list and/or a "Service Provider Controlled Network Selector" list that assists the UE in network selection.

6.1.2
Functional Description
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Figure 6.1.2-1: Standalone Non-public network supporting service continuity for services provided by the PLMN (in the role of a home network)
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Figure 6.1.2-2: Standalone Non-public network supporting service continuity for services provided by the SNPN (in the role of a home network)

NOTE 0:
When SEPP is used between the SNPN and Service Provider entities, it is assumed that security is enabled via TLS as defined in TS 33.501 [xx]. This and any other security aspects will be investigated by SA WG3.

The solution has the following assumptions:

-
The service provider has a service level agreement with the standalone non-public network owner. The IPX is not used for the N8, N9, N12, N16, N24 and N31 reference points.
-
A standalone non-public network has control plane and optionally user plane interfaces with one or more service providers. At the minimum, the 5GC of the SNPN needs to have an interface with the AUSF/UDM residing in the Service Provider network.
-
SNPN access mode in the UE as defined in Rel-16 is not required to be supported because the network selection is controlled via configured lists (refer below to the "Equivalent Home Service Provider" list and "Service Provider Controlled Network Selector" list) which include a mix of both PLMN IDs and "service provider IDs" (i.e. PLMN ID + NID tuples) and the SNPN selection is fully integrated into PLMN selection as specified in TS 23.122 [5].

NOTE 1:
In Rel-16, the purpose of SNPN access mode was to serve as a 'switch' between SNPN selection (specified in TS 23.501 [4]) and PLMN selection (specified in TS 23.122 [5]) whereby the UE is instructed to use either SNPN selection or PLMN selection, but not both at the same time.

NOTE 2:
Rel-16 UEs are not impacted by this solution as they can continue using SNPN access mode.

NOTE 3:
It is assumed that the Rel-16 solution for access to PLMN services via SNPN (using N3IWF) can also be used in the context of Solution #1.

The solution is based on the following principles:

-
The UE has subscription with service provider identified with a service provider ID. The service provider identifier may be a PLMN ID or PLMN ID+NID.

-
When the service provider of the UE is a PLMN, the UE subscription data and credentials are stored at the UDM/UDR of the PLMN. This is represented in Figure 6.1.2-1, where UE has subscription with the service provider which is a PLMN and the UE is authorized to services provided by the PLMN.

-
The stand-alone non-public network can provide local services to the UE using the architecture in Figure 6.1.1-1 or provide access to the service provider services using the architecture in Figure 6.1.2-1 or Figure 6.1.2-2.

-
When the service provider of the UE is a PLMN, the standalone non-public network selects the session management function and PDU Session Anchor (PSA) in the PLMN to support PDU sessions that require service continuity using the architecture in Figure 6.1.2-1 or Figure 6.1.2-2.

-
Mobility in the absence of the N14 interface between SNPN and PLMN is handled by the "Existing PDU Session" indication in the PDU Session Establishment Request.

-
When the service provider of the UE is a SNPN, the UE subscription data and credentials are maintained by the SNPN. This is represented in Figure 6.1.2-2, where UE has subscription with the service provider which is a SNPN and the UE is authorized to services provided by the SNPN.

-
The NG-RAN nodes in the standalone non-public network broadcasts the following:

-
List of combined PLMN IDs and NIDs identifying the standalone non-public networks to which the NG-RAN provides access.

-
The UE shall be configured with the following:

-
Subscriber identifier and credentials for the subscribed service provider (which is identified by PLMN ID or a combination of PLMN ID and NID).
-
A "Service Provider Controlled Network Selector" list which is modelled based on the Operator Controlled PLMN Selector with Access Technology list defined in TS 23.122 [5].This list can include both PLMN ID and combination of PLMN ID and NID ranked in priority order. In addition, the UE may be configured with an "Equivalent Home Service Provider" list which is modelled based on the EHPLMN list defined in TS 23.122 [5].
-
The above information can be updated by a Home SP (for its subscription) using the UE Configuration Update procedure as defined in TS 23.502 [6] clause 4.2.4.2. An alternative is to use the UE parameter update procedure and other provisioning methods can be considered by Stage 3 WGs.
If the Rel-17 UE does not need to be prevented from attempting to register with a Rel-16 SNPN completely (i.e. not even make a single attempt), the Rel-17 UE may attempt to connect to a Rel-16 SNPN (e.g. because the serving SNPN identity is configured in the UE configured lists). In this case the SNPN rejects the registration attempt with an appropriate rejection cause specified in TS 24.501 [xx] e.g. #74 (Temporarily not authorized for this SNPN) or #75 (Permanently not authorized for this SNPN). This will prevent the Rel-17 UEs (either temporarily or permanently) from future registration attempts with this SNPN.
If the Rel-17 UE needs to be prevented from attempting to register with a Rel-16 SNPN completely (i.e. not even make a single attempt), then it is proposed to use a new SIB indication (with the meaning "access using Home SP credentials is supported") so that Rel-17 UEs can only attempt to connect to an SNPN using Home SP credentials when this indication is advertised. For introducing this indication, co-ordination with RAN2 is required.
6.1.3
Procedures

The UE configuration is described in clause 6.1.2.

The principles for standalone non-public network discovery and selection with support for service providers is as given below:

-
UE has subscription with a service provider identified in the configured lists in the UE by its PLMN ID or combination of PLMN ID and NID. (For example - identified as SP#X).

-
SP#X has an agreement with standalone non-public network (NPN#A) that is identified in the information broadcasted on the radio interface by its combination of PLMN ID and NID (For example - identified as NPN#A), allowing the UEs that have subscription with SP#X to access the services of SP#X via NPN#A.

-
The UE has a stored "Service Provider Controlled Network Selector" list, and optionally an "Equivalent Home Service Provider" list, that contains both SP#X and NPN#A.

-
The radio access network of NPN#A broadcasts its own ID i.e., NPN#A.

-
The UE which has subscription with SP #X selects NPN #A since NPN #A is configured in UE's "Equivalent Home Service Provider" list or "Service Provider Controlled Network Selector" list. If UE is configured with both "Equivalent Home Service Provider" list or "Service Provider Controlled Network Selector" list, the UE considers the entries in "Equivalent Home Service Provider" list have precedence during network selection. This is similar as currently specified in TS 23.122 [5] where EHPLMN list has higher priority than Operator Controlled PLMN Selector list.
NOTE:
If the UE is in coverage of the service provider's SNPN (i.e. the information broadcasted on the radio interface includes the PLMN ID + NID tuple of the SNPN), the UE selects this SNPN.
-
Once the network selection is complete, the UE registers with the network by providing the UE identity, the SP identity (e.g. as part of the "realm" part in the UE identity) and credential corresponding to the service provider. It is assumed that the authentication request is routed to UDM in the service provider's administrative domain.
-
If during network selection the UE has exhausted all the PLMN ID or PLMN ID + NID tuples in the configured list without finding a match with the information advertised on the radio interface, the UE does not attempt to register with any SNPN.

-
If the UE has subscriptions with multiple service providers, this solution assumes that the user selects the subscription which it wants to use before network selection is triggered.
6.1.4
Impacts on services, entities and interfaces


UE :
-
UE is configured with "Service Provider Controlled Network Selector" list, and optionally an "Equivalent Home Service Provider" list, that contains both SNPN identities and PLMN identities.
-
Integrated PLMN and SNPN selection procedure (i.e. SNPN access mode is not used).

NG-RAN:

-
None (if the use of rejection cause is deemed sufficient) or a new SIB indication with the meaning of "access using Home SP credentials is supported".
* * * * End of Change * * * *
[image: image4.png]


[image: image5.png]



8

_1641900642.vsd
UDM


AMF


H-PCF


UE


(R)AN


UPF


Data Network


N8


N16


N3


N9


N2


N4


N1


AF


N5


H-SMF


N7


UPF


N6


SNPN
(Visited network)


Service provider (PLMN) 
(Home network)


N4


N11


V-SMF


AUSF


N12


N13


N10


V-PCF


N15


N24


V-NSSF


N22


H-NSSF



_1641900643.vsd
UDM


AMF


H-PCF


UE


(R)AN


UPF


Data Network


N8


N16


N3


N9


N2


N4


N1


AF


N5


H-SMF


N7


UPF


N6


SNPN
(Visited network)


Service provider (SNPN) 
(Home network)


N4


N11


V-SMF


AUSF


N12


N13


N10


V-PCF


N15


N24


V-NSSF


N22


H-NSSF



_1641900641.vsd
UDM


AMF


vPCF


UE


(R)AN


UPF


DN


N8


N24


N3


N2


N4


N1


hPCF


N7


N6


SNPN
(Visited network)


Service provider (PLMN or SNPN)
(Home network)


N11


SMF


AF


N5


AUSF


N12


N13


N10


N15


NSSF


N22


N9



