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Abstract of the contribution: This contribution proposes a new solution for key issue#4: UE Onboarding and remote provisioning for a UE without any credentials to access any network.
1
Introduction
Onboarding a UE to a given network consists in remotely provisioning a UE without any credentials to access this network, or a UE with default credentials to access this network. This requires the UE to get connectivity through which the aforementioned credentials can then be delivered. This assumes the UE is able to reach a provisioning server in this network from which credentials can then be pulled.

Two kinds of solutions can be considered to achieve the above

a)
UE with credentials to access another network B
b)
UE without any credentials to access any network

For a) the eSIM solution is a well-defined and proven approach, but it only allows provisioning of AKA-based credentials. The eSIM solution can however be adapted to provide other types of credentials that may be used in private networks. Solutions have been proposed to this effect. 

The key benefit of solutions to approach a) is they can operate in any System/RAT the UE supports, that network B also supports.

For b) it is expected an unauthenticated UE would gain connectivity from a network for the purpose of onboarding. While it is possible for an unauthenticated UE to access a network today, it is restricted to emergency or RLOS purposes (in limited service state) and needs to be explicitly allowed by the network.
NOTE:
It is important to consider solutions that do not introduce feature dependency with non-3GPP radio access.
This contribution discusses b).

2
Discussion

2.1
PLMN/SNPN Selection

As indicated above, the only scenarios when a UE without credentials may be allowed to gain access to a network is for emergency or RLOS
 purposes i.e. when the UE is unable to obtain normal service from a selected PLMN – this UE is in limited service state (no suitable cell found in the selected PLMN) and camps on an acceptable cell thereof, see 3GPP TS 23.122. The network (RAN) broadcasts some indication whether emergency calls or RLOS may be made in such scenario. Note as of Rel-16, RLOS is not applicable in N1 mode (i.e. 5GS) and emergency is not applicable in SNPN access mode.
Allowing a UE without any credentials hence unauthenticated to access any network to perform onboarding will require changes to current PLMN Selection, namely for limited service state. 
Observation 1: Allowing a UE without any credentials to access a network to perform onboarding requires changes to current PLMN/SNPN Selection, namely for limited service state.

2.2
Access Control

RLOS could be considered the closest mechanism to what would be required for allowing access to unauthenticated UEs for the purpose of onboarding. The use of RLOS is controlled at cell level by RAN, and requires a specific RLOS registration to the network (EPC).

Whether for emergency or RLOS, access control in the RAN allows to protect the network such that a UE is not allowed to initiate emergency or RLOS in limited service state unless explicitly indicated by the network.
Similarly, a UE in limited service state should not be allowed to trigger any onboarding procedure in a network unless explicitly allowed by said network. Access Control is a viable and necessary approach to do so.

Observation 2: Access Control is a viable and necessary approach for a PLMN/SNPN operator to control whether an unauthenticated UE in limited service state would be allowed to trigger onboarding procedure in a network. I.e. unless explicitly allowed by the network, the UE in limited service state is not allowed to access the network for onboarding.
Unified Access Control (UAC) is a Rel-15 5GS mechanism allowing the UE to determine whether an NG-RAN cell can be accessed for a specific purpose, as specified in 3GPP TS 24.501 [xx], TS22.261 [2] and TS 38.300 [xx]. UAC articulates around Access Identities and Access Categories and enables operators with a single mechanism to accurately control which access attempts are allowed in their network. The UE determines based on UAC information broadcast in an NG-RAN cell whether an access attempt is allowed or not.

Observation 3: UAC is a suitable mechanism to control whether onboarding access attempts are allowed in an NG-RAN cell.
It is proposed that one of the reserved standardized AC values (11-31) be used for onboarding purpose – thus allowing a UE in any PLMN/SNPN NG-RAN to consistently identify whether or not access attempts are allowed for onboarding.
Proposal 1: It is proposed that one of the reserved standardized AC values (11-31) be used for onboarding purpose – thus allowing a UE in limited service state camping on an acceptable NG-RAN cell to identify using this Access Category whether or not access attempts are allowed for onboarding in this cell. When not indicated, access attempts for onboarding are not allowed. This mechanism can apply equally to PLMN and SNPN cells.

Using UAC prevents changing any AS behavior in the UE, other than detecting the specific AC while giving full control to the PLMN/SNPN operator whether or not such access attempts are allowed and if so at which rate.

Proposal 2: It is further proposed that the UE accessing an NG-RAN cell for onboarding, explicitly indicates so to the NG-RAN at RRC, and to the AMF upon registration, thus providing full control to the network and appropriate treatment of onboarding UEs (similar to RLOS).

The primary drawback of the above proposal (or any proposal for a UE without any credential), whether or not UAC is used, is it requires the UE without any credentials to camp on an acceptable NG-RAN cell allowing onboarding before onboarding can take place – this may considerably constrain deployments and likelihood of onboarding, unlike solutions relying on default PLMN credentials that would allow onboarding in virtually any location.
Proposal

According to the discussion listed above, it is proposed to include the following solution in TR 23.700-07-020.
* * * Start of change * * * 

6.X Solution X: Onboarding network for the UEs without any credentials
6.X.1
Introduction

Editor's Note: This clause lists the key issue(s) addressed by this solution, and briefly the main principles of the solution.
Onboarding a UE to a given network consists in remotely provisioning a UE without any credentials to access this network or UE with default credentials to access this network. This requires the UE to get connectivity through which the aforementioned credentials can then be delivered. This assumes the UE is able to reach a provisioning server in this network from which credentials can then be pulled.

Two kinds of solutions can be considered to achieve the above

a)
UE with credentials to access another network B

b)
UE without any credentials to access any network

For a) the eSIM solution is a well-defined and proven approach, but it only allows provisioning of AKA-based credentials. The key benefit of solutions to approach a) is they can operate in any System/RAT the UE supports, that network B also supports.

For b) it is expected an unauthenticated UE would gain connectivity from a network for the purpose of onboarding. While it is possible for an unauthenticated UE to access a network today, it is restricted to emergency services or RLOS purposes (in limited service state) specified in TS 24.501 [xx] and needs to be explicitly allowed by the network.

NOTE:
It is important to consider solutions that do not introduce feature dependency with non-3GPP radio access.

This solution will discusses b).

6.X.2
Functional Description

6.X.2.1
PLMN/SNPN selection 

As described in clause 6.x.1, the UE without any credentials can be only allowed to access to a network either for emergency service or for RLOS service. When UE is unable to obtain normal services from a selected PLMN, this UE camps on an acceptable cell in limited service state. To achieve this, the RAN will broadcast certain indications whether emergency service or RLOS service is allowed. 
NOTE:
In Rel-16, RLOS is not applicable in 5GS and emergency service is not applicable in SNPN access mode.
To support UE without any credentials to access the network for onboarding purpose, 
-
PLMN/SNPN selection should be modified to allow an unauthenticated UE to camp on an acceptable cell in limited service state to gain basic IP connectivity for the purpose of onboarding.
NOTE: 
Whether emergency service is supported in SNPN is related to KI#3: Support of IMS voice and emergency services for SNPN 

6.X.2.2
Access control 
Whether for emergency (5GS, EPS) or RLOS (ESP), access control in the RAN allows to protect the network such that a UE is not allowed to initiate emergency or RLOS in limited service state unless explicitly indicated by the network.

Similarly, a UE in limited service state should not be allowed to trigger any onboarding procedure in a network unless explicitly allowed by the network. Access Control is a viable and necessary approach to do so.

Unified Access Control (UAC) is a Rel-15 5GS mechanism allowing the UE to determine whether an NG-RAN cell can be accessed for a specific purpose, as specified in 3GPP TS 24.501 [xx], TS22.261 [2] and TS 38.300 [xx]. UAC articulates around Access Identities and Access Categories and enables operators with a single mechanism to accurately control which access attempts are allowed in their network. The UE determines based on UAC information broadcast in an NG-RAN cell whether an access attempt is allowed or not.

To support UE without any credentials in limited service state: 
-
one of the reserved standardized AC values (11-31) can be used for onboarding purpose – thus allowing a UE in limited service state camping on an acceptable NG-RAN cell to identify using this Access Category whether or not access attempts are allowed for onboarding in this cell. When not indicated, access attempts for onboarding are not allowed. This mechanism can apply equally to PLMN and SNPN cells.

Editor’s Note: Which Access Category value to use for onboarding is left to SA1 to define.

Using UAC allows reusing existing UAC AS behavior, and requires setting/detecting the specific onboarding AC giving full control to the PLMN/SNPN operator whether or not such access attempts are allowed and if so at which rate.

A UE camping in limited service state of an NG-RAN cell where onboarding is allowed shall explicitly indicate to the NG-RAN at RRC, and to the AMF upon registration that it accesses the cell for onboarding, thus providing full control to the network and appropriate treatment of onboarding UEs (similar to RLOS in EPS).

6.X.3
Procedures

RRC procedure:

-
NG-RAN will broadcast the UAC information including the Access Category value for onboarding in the cell if onboarding is supported by the network.
-
UE in limited service state performs UAC mechanism using the onboarding AC to determine whether onboarding access is allowed in the NG-RAN cell.
-
UE accessing the cell for onboarding provides the corresponding indication to NG-RAN at RRC that may accept or reject the connection.
Registration procedure:

-
UE indicates to the AMF upon registration that it accesses the cell for onboarding, allowing the AMF to accept or reject the registration request as necessary.
6.X.4
Impacts on existing entities and interfaces
UE:
-
PLMN/SNPN selection to allow UE in limited service can camp on an acceptable cell for onboarding purpose.
-
UE shall indicate to NG-RAN at RRC and to AMF upon registration for onboarding purpose.

NG-RAN

-
Broadcast UAC information including of the Access Category value for onboarding in the cell
-
Handle onboarding at RRC when UE explicitly indicates onboarding access at RRC.
AMF
-
Support the registration for onboarding purpose.
* * * End of changes * * * 
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