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Abstract of the contribution: This paper proposes a new solution to provide Secondary authentication procedure for Remote UE.
Background
When a UE establishes a PDU Session, the SMF may perform Secondary authentication if subscription indicates that it is required for PDU Session Establishment as defined in TS 23.502. If the authentication fails, the UE cannot establish the PDU Session as described in clause 5.6.6 of TS 23.501.
-	If the UE provides authentication/authorization information corresponding to a DN-specific identity during the Establishment of the PDU Session, and the SMF determines that Secondary authentication/authorization of the PDU Session Establishment is required based on the SMF policy associated with the DN, the SMF passes the authentication/authorization information of the UE to the DN-AAA server via the UPF if the DN-AAA server is located in the DN. If the SMF determines that Secondary authentication/authorization of the PDU Session Establishment is required but the UE has not provided a DN-specific identity as part of the PDU Session Establishment request, the SMF requests the UE to indicate a DN-specific identity using EAP procedures as described in TS 33.501 [29]. If the Secondary authentication/authorization of the PDU Session Establishment fails, the SMF rejects the PDU Session Establishment.
A Remote UE may not get a service from the third-party server if Secondary authentication is not performed when a UE gets a service via UE-to-Network Relay. This is because IP address of the Remote UE is not authenticated by the DN-AAA. So Secondary authentication should be supported when a Remote UE is connected via UE-to-Network Relay.

Proposal
It is proposed to capture the following solution to TR 23.752.
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[bookmark: _Toc509873782][bookmark: _Toc509905232][bookmark: _Toc26173061]This is a solution for key issue #3, UE-to-Network Relay and based on Solution #6: Layer-3 UE-to-Network Relay. When a subscription indicates that secondary authentication is required, the Remote UE shall perform secondary authentication. Because Application cannot differentiate whether a UE is connected via UE-to-Network Relay or directly connected to the 5GC, if a UE connects to the application server without performing Secondary authentication, the application server may not provide service to the UE because application server may regard the UE as an abnormal UE. So secondary authentication should be supported even though a UE is connected via UE-to-Network Relay.

[bookmark: _Toc30666643][bookmark: _Toc31029939][bookmark: _Toc31030830]6.X.2	Procedures


Figure 6.X.2-1: Secondary authentication procedure for a Remote UE
1.	Steps 0 ~ 4 in Figure 6.6.2-1.
2.	Step 5 in Figure 6.6.2-1. The ProSe 5G UE-to-Network Relay sends a Remote UE Report (Remote User ID, IP info) message to the SMF for the PDU session associated with the relay.
3.	When the SMF received Remote UE Report, the SMF retrieves subscription data of the Remote UE from the UDM and may perform Secondary authentication/authorization for the Remote UE. The SMF sends PDU Session Authentication Command message to the 5G ProSe UE-to-Network Relay including Remote User ID.
4.	The 5G ProSe UE-to-Network Relay sends EAP message to the Remote UE via PC5 signalling. The Remote UE sends EAP message to the 5G ProSe UE-to-Network Relay via PC signalling.
5.	The 5G ProSe UE-to-Network Relay sends PDU Session Authentication Complete message to the SMF including Remote User ID and EAP message received from the Remote UE.
6.	The SMF sends EAP message to the DN-AAA.
7.	If the authentication/authorization success, the DN-AAA sends EAP-Success to the SMF.
8.	If the authentication/authorization fails, the DN-AAA sends EAP-Failure to the SMF. The SMF sends NAS message (e.g. PDU Session Modification, Remote UE Release Command) to the 5G ProSe UE-to-Network Relay. The NAS message includes Remote User ID to indicate the Remote UE and the 5G ProSe UE-to-Network Relay releases the PC5 link with the Remote UE.
NOTE 1:	It is possible to perform secondary authentication procedure in parallel when multiple Remote UEs are connected to the 5G ProSe UE-to-Network Relay almost at the same time.
NOTE 2:	The DN-AAA does not know whether a UE is connected via 5G ProSe UE-to-Network Relay or connected directly to the network.
[bookmark: _Toc30666644][bookmark: _Toc31029940][bookmark: _Toc31030831]6.X.3	Impacts on services, entities and interfaces
Remote UE:
-	send and receives EAP message via PC5 signalling
UE-to-Network Relay UE:
-	includes Remote User ID in the PDU Session Authentication message and relays EAP message between UE and SMF
SMF:
-	decides whether to perform secondary authentication based on subscription of Remote UE
-	when SMF performs secondary authentication for a Remote UE, Remote User ID is included in the PDU Session Authentication message
-	if secondary authentication is failed, the SMF sends NAS message to release PC5 link

* * * * End of Change * * * *
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