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Abstract of the contribution: This contribution provides text proposal for TS 23.273 to update the support of the UE privacy setting for LCS
1. Introduction

The support of UE privacy setting for LCS has been introduced in 23.723. But the privacy related subscription(i.e. SLPP) is missing and how to combine the usage of SLPP and UE LCS privacy profile also unclear.The changes are summarize as follows
- 
Introduce LCS feature, which includes SLPP, UE LCS privacy profile and POI.

- 
Introduce SLPP, which includes Privacy Option, and Service Type.
- 
Introduce Privacy Option, which includes Call/Session-unrelated Class and PLMN operator Class only.
- 
Introduce Call/Session-unrelated Class with disfferences clarification, mainly related to how to authorize the LCS client further based on UE LCS privacy profile.
- 
Introduce Indicator of privacy check related action with disfferences clarification, mainly related to how to set the indicators further based on the UE LCS privacy profile.

- 
Update LCS service authorization based on the LCS privacy feature, e.g. SLPP, UE LCS privacy profile and POI.

- 
Remove the requirement for session related location request to align with the not supporting Call/Session-related Class in 6.1.2
3. Proposal

It is proposed to agree the following changes to 3GPP TS 23.273.

FIRST CHANGE
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].


GMLC
Gateway Mobile Location Centre

HGMLC
Home GMLC

LCS
LoCation Services
LRF
Location Retrieval Function

MO-LR
Mobile Originated Location Request

MT-LR
Mobile Terminated Location Request

NI-LR
Network Induced Location Request 
PMD
Pseudonym mediation device functionality
POI
Privacy Override Indicator

SLPP 

Subscriber LCS Privacy Profile

TNAN
Trusted Non-3GPP Access Network

UNAN
Untrusted Non-3GPP Access Network

VGMLC
Visited GMLC
NEXT CHANGE
5.4 LCS Privacy
5.4.1
General

LCS privacy feature controls whether LCS clients are allowed or disallowed to retrieve the UE location information based on the information as follows:

- 
UE LCS privacy; The UE LCS privacy can be supported via SLPP and/or via UE LCS privacy profile handling.

- 
According to subscription, privacy preferences for a UE are stored in SLPP as part of the UE subscription data in the UDR.

- 
According to UE LCS privacy profile handling, the UE generates or updates a UE LCS privacy profile and provides it to the network as an input to the UDR. The UE LCS privacy profile is used to indicate whether the subsequent LCS requests from LCS clients are allowed or disallowed.

- 
 POI; The POI is supported as defined in clause 9.5.1 of TS 23.271 [4].
5.4.2
SLPP

5.4.2.1
General 

The UE’s SLPP includes the information as follows

- 
Privacy option, which include the Call/Session-unrelated Class and PLMN operator Class, as defined in clause 9.5.3 of TS 23.271 [4]. 

Note: The other classes in clause 9.5.3.2 of TS 23.271 [4] are not supported in this specification.
- 
Service Type, as defined in 9.5.3.5 of TS 23.271 [4].

5.4.2.2
Privacy Option
5.4.2.2.1
Call/Session unrelated Class 

The call/session unrelated class defined in clause 9.5.3.3 of TS 23.271 [4] is supported with the following clarifications.

-
location request allowed only from GMLCs identified in the SLPP is not supported;

-
location request allowed only from a GMLC in the home country is not supported;

-
location request allowed from any GMLC is not supported;
For each identified value added LCS client, AF in the privacy exception list, one of the following subscription options shall apply:

-
positioning allowed without notifying the UE user (default case);

-
positioning allowed with notification to the UE user;

-
 positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

-
 positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

For all value added LCS client, or AF sending a non-call/session related 5GS-MT-LR that are not identified in the privacy exception list, one of the following subscription option shall apply:

-
positioning not allowed (default case);

- 
positioning allowed with notification to the UE user;

- 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user or if there is no response to the notification;

- 
positioning requires notification and verification by the UE user; positioning is allowed only if granted by the UE user.

5.4.2.2.1.1

Call/session-unrelated class when LCS client match

The Call/session-unrelated class when LCS client identities match defined in clause 9.5.3.3.1 of TS 23.271 [4] is supported with the following clarifications.
- 
If the UE subscribes to the call/session-unrelated class, a 5GS-MT-LR may be allowed by AMF if the identity of the LCS client or LCS client group supplied by the GMLC or AF matches the identity of any LCS Client or LCS Client group contained in the UE's SLPP and is allowed by the UE privacy profile. Any other restrictions associated with this LCS Client identity in the SLPP are also met.

-
If the LCS client is correctly matched in this way and any other restrictions are satisfied, the 5GS-MT-LR shall be allowed if the UE user subscribes to either location allowed without notification or location allowed with notification. 

-
If the UE user subscribes to location with notification and privacy verification, the 5GS-MT-LR shall be allowed as follows:

- 
If the UE LCS privacy profile allows the LCS to retrieve the UE location information;

-   
When there is no UE LCS privacy profile applied for the LCS client, after notification to the UE, if the UE either returns a response indicating that location is allowed or returns no response but subscribes to location allowed if no response.

-  
In all other cases, the 5GS-MT-LR shall be disallowed.5.4.2.2.1.2
Call/session-unrelated class when LCS client not match

The Call/session-unrelated class when LCS client not match defined in clause 9.5.3.3.2 of TS 23.271 [4] is supported with the following clarifications.

-
If the UE subscribes to the call/session-unrelated class, a 5GS-MT-LR from an LCS client or an AF that is not contained in the UE’s SLPP shall be allowed or disallowed according to the following conditions. 

- 
For any non-matched LCS client, the 5CS-MT-LR shall be allowed if the UE subscribes to location with notification. 

- 
If the UE subscribes to “location with notification and privacy verification”, the 5CS-MT-LR shall be allowed as follows:
-
If the UE LCS privacy profile allows the LCS to retrieve the UE location information;
-   
When there is no UE LCS privacy profile applied for the LCS client, after the notification to the UE, if the UE either returns a response indicating that location is allowed or returns no response but subscribes to location allowed if no response.
- 
In all other cases, the CS-MT-LR/PS-MT-LR/EPC-MT-LR shall be restricted.
5.4.2.2.2
PLMN Operator Class 

The PLMN operator class defined in clause 9.5.3.4 of TS 23.271 [4] is supported.
NEXT CHANGE
5.4.2
UE LCS privacy profiles handling

5.4.2.1
General

An LCS client may or may not be authorised to retrieve the UE location information, if the UE is not intended to be positioned e.g. for commercial use. 
UE LCS privacy profile handling is a feature which allows the UE to set a UE privacy profile and provide it to the network.

The UE LCS privacy profile is used to indicate whether the subsequent LCS request from the LCS client is allowed or disallowed.

The UE LCS privacy profile shall include the information as follows:

-
The UE LCS privacy indicator, which indicates the subsequent LCS request from the LCS client is allowed or disallowed.

The UE LCS privacy profile may further indicate the information as follows:

-
The valid time period for the UE LCS privacy profile. The valid period includes an end time and optionally includes a start time. When the start time is not included, the network treat the reception time of the UE LCS privacy profile as the start time.
-
The LCS client list applied for the UE LCS privacy profile or the exception LCS client list. 
The UE LCS privacy profile is a Data Subset i.e. UE LCS data, of the Subscription Data stored in the UDR that is accessed by the UDM. UDM may also store the UE privacy setting locally.
5.4.2.2
Provision of UE LCS privacy profile
The UE privacy setting is set by the UE and provided to the network using N1 NAS message. It may be updated by UE any time after the first time provisioning.

An authorized AF is allowed to provision the UE LCS privacy profile for specific UE(s) via NEF. If the UE LCS privacy profile provided by the UE and the AF conflict, the one provided by UE takes precedence.
The UE LCS privacy profile may be updated by the target UE during the 5GC-MO-LR, 5GC-MT-LR and Deferred 5GC-MT-LR Procedure for Periodic, Triggered and UE Available Location Events. The updated value is stored into the UDR by the UDM after the interaction with the AMF.

In addition, a notification is sent by the UDM in order to notify the subscribed consumer i.e. GMLC, NEF and AMF about the change of UEs privacy setting:

-
Target UE identity, (one or both of GPSI and SUPI);

-
Updated UE privacy setting.
NEXT CHANGE
5.4.3
Indicator of privacy check related action
Indicator of privacy check related action defined in clause 9.5.3.3 of TS 23.271 [4] is supported with the following clarifications.
-
When a value added LCS client is authorized to retrieve UE location according to the SLPP, UE LCS privacy profile, POI and the other restrictions, the (H-)GMLC includes an indicator of privacy check related action in the location request forwarded to the serving AMF, or V-GMLC in the case of roaming, as defined in clause 9.5.3.3 of TS 23.271 [4] with the following clarifications.
- 
If Call/Session unrelated Class indicates “Location with notification and privacy verification; location allowed if no response” or “Location with notification and privacy verification; location restricted if no response”; if the UE LCS privacy profile allow the LCS client to retrieve the UE location information or where POI applies, a “location allowed without notification” is included.
- 
When an AF is authorized to retrieve UE location according to the SLPP, UE LCS privacy profile, POI and the other restrictions, the NEF includes an indicator of privacy check related action in the location request forwarded to the serving AMF. The behaviour of setting the indicator of privacy check related action is as the same as (H-)GMLC.
NEXT CHANGE
5.4.4
LCS service authorization
UDM provides the SLPP and UE LCS privacy profile to AMF, NEF and GMLC, if the information is available.
-
For a 5GC_MT_LR request (including immediate or deferred LCS request), the GMLC in HPLMN or the H-GMLC when the UE is roaming, determines whether the LCS client is authorized to retrieve UE location information, based on the SLPP, UE LCS privacy profile and POI . 
NOTE:
The SLPP and UE LCS privacy profile are not sent to the V-GMLC.

-
For a 5GC_MT_LR request (including immediate or deferred LCS request), NEF determines whether the AF is authorized to retrieve UE location information, based on the SLPP, UE LCS privacy profile and POI.

-
For a 5GC-MT-LR request (including immediate or deferred LCS request), the AMF determines whether the NF service consumer is authorized to retrieve UE location information, based on the SLPP, UE LCS privacy profileUE LCS privacy profile.
When Call/Session unrelated Class in SLPP indicates “Location with notification and privacy verification; location allowed if no response” or “Location with notification and privacy verification; location restricted if no response”; if the UE LCS privacy profile disallows the LCS client to retrieve the UE location information and where POI does not apply, the (H-)GMLC or the NEF rejects the LCS request from a value added LCS client or an AF immediately.
NEXT CHANGE
6.1.2
5GC-MT-LR Procedure for the commercial location service

Figure 6.1.2-1 illustrates the general network positioning requested by the LCS clients or the AF external to the PLMN. In this scenario, it is assumed that the target UE may be identified using an SUPI or GPSI. This procedure is applicable to a request from an external LCS client or AF for a current location of the target UE, and it is assumed that

-
Privacy verification may be required for the location service request;

-
The LCS client or the AF needs to be authorised to use the location service


[image: image1.emf] 

U E  

NG - RAN  

AMF  

LMF  

V - GM L C  

H - GM L C  

UDM   External  Client  

1a.  L CS   Service Reques t  

2.   Nudm_SDM_Get  

3.   Nudm_UECM_Get  

5.   Namf_Location_Provide PositioningInfo   R equest  

6 .   N etwork Triggered Service Request  

11.   Nlmf_Location_DetermineLocation Request  

1 2 . UE Positioning  

1 3 .  Nlmf_Location_DetermineLocation Response  

1 4 . Namf_Location_Provide Positioning Info   Response  

2 4 a.  L CS   Service Re sponse  

NEF  

A F  

1b - 1 .  L CS   Service Request  

2 4 b - 1 .  Ngmlc_ProvideLocation Response  

4.   Ngmlc_ProvideLocation Request  

1 5 .  Ngmlc _ ProvideLocation Response  

10 . LMF Selectio n  

1b - 2.  Ngmlc_ProvideLocation Request  

7. NAS Location Notification Invoke Request  

8. NAS Location Notification  Return Result  

1 6 . Privacy Check  

1 7 . Ngmlc_ProvideLocation Request  

18.   Namf_Location_ProvidePositioningInfo Request  

1 9 .  N etwork Triggered Service Request  

20 . NAS Location Notification Invoke Req uest  

2 1 . NAS Location Notification Return Result  

2 2 .Namf_Location_ProvidePositioning Response  

2 3 . Ngmlc_ProvideLocation Response  

2 4 b - 2.  L CS   Service  Re sponse  

9 .  Nudm_ SDM_Update  


Figure 6.1.2-1: 5GC-MT-LR Procedure for the commercial location services
1.
The external location services client or the AF (via NEF) sends a request to the (H-)GMLC for a location and optionally a velocity for the target UE which may be identified by an GPSI or an SUPI. The request may include the required QoS, supported GAD shapes, LCS client type and other attributes. (H-)GMLC (for 1a) or NEF (for 1b) authorizes the External Client or the AF for the usage of the LCS service. If the authorization fails, step 2-22 are skipped and (H-)GMLC (for 1a) or NEF (for 1b) responds to the external Client or the AF the failure of the service authorization in step 23. In some cases, the (H-)GMLC derives the GPSI or SUPI of the target UE and possibly the QoS from either subscription data or other data supplied by the LCS client or AF. For a call related location request, the LCS client or AF includes the LCS client's or AF's called party number, as dialled by the target UE user, in the LCS service request.

The LCS request may carry also the Service Identity and the Codeword and the service coverage information. The (H-)GMLC may verify that the Service Identity received in the LCS request matches one of the service identities allowed for the LCS client or AF. If the service identity does not match one of the service identities for the LCS client or AF, the (H-)GMLC shall reject the LCS request. Otherwise, the (H-)GMLC can map the received service identity in a corresponding service type.


If the location request is originated by a Requestor, the Requestor Identity may be added to the LCS service request. The LCS client should authenticate the Requestor Identity but this is outside the scope of this specification. The LCS service request may also contain the type of the Requestor identity if the requestor identity was included.

If the LCS service request contains the pseudonym of the target UE and the (H-)GMLC cannot resolve the PMD address from the pseudonym, the (H-)GMLC itself determines the verinym (GPSI or SUPI) of the target UE. If the (H-)GMLC can resolve the address of PMD from the pseudonym, the H-GMLC requests the verinym from its associated PMD. If (H-)GMLC is not able to obtain the verinym of the target UE, the (H-)GMLC shall cancel the location request.

If the requested type of location is "current or last known location" and the requested maximum age of location information is available, the (H-)GMLC verifies whether it stores the previously obtained location estimate of the target UE. If the H-GMLC stores the location estimate and the location estimate satisfies the requested accuracy and the requested maximum age of location, the (H-)GMLC checks the result of the privacy check at step 2. In case the result of the privacy check for call/session unrelated class is "Location allowed without notification" then steps 3-22 may be skipped.

If location is required for more than one UE, the steps following below may be repeated.
Editor's Note: Whether all EPS provided LCS services defined in TS 23.271 [4] will be supported in 5GS will be further reviewed by the SA2.  
1b-1
AF sends the LCS service request to the NEF.

1b-2
The NEF identifies based on the QoS attribute received from the location request that higher than cell-ID level location accuracy is required and invokes the Nglmc_ProvideLoacation_Request service operation to the (H-)GMLC, which contains the attributes received from the AF request. The NEF may also invoke the Nglmc_ProvideLocation_Request service operation to the (H-)GMLC for lower than cell-ID location accuracy as an implementation option.

If location is required for more than one UE, the steps following below may be repeated and in that case the NEF or H-GMLC receiving location request, shall verify whether the number of Target UEs in the LCS request is equal to or less than the Maximum Target UE Number of the LCS client. If Maximum Target UE Number is exceeded, the NEF or H-GMLC shall reject the LCS request, the step 2-14 are skipped, and then GMLC respond to the client with proper error cause in the step 15.
NOTE 1:
If cell-ID level or lower than cell-ID level location accuracy is required in the location request, the NEF may invoke an Namf_EventExposure_Subscribe service operation to subscribe location event reporting from the AMF for the target UE as further described in clause 6.5.
2.
The (H-)GMLC invokes a Nudm_SDM_Get service operation towards the UDM of the target UE to get the privacy settings of the UE identified by its GPSI or SUPI. The UDM returns the target UE Privacy setting and the SUPI of the UE. The (H-)GMLC checks the privacy settings. If the target UE is not allowed to be located, steps 3-22 are skipped.

3.
The (H-)GMLC invokes a Nudm_UECM_Get service operation towards the UDM of the target UE with SUPI of this UE. The UDM returns the network addresses of the current serving AMF and additionally the address of a V-GMLC (for roaming case). If the location request is an immediate location request, the (H-)GMLC checks the country codes of the serving node addresses. If the (H-)GMLC finds the current AMF is out of the service coverage of the (H-)GMLC, the (H-)GMLC returns an appropriate error message to the LCS client or AF.

NOTE 2:
The UDM is aware of the serving AMF address at UE registration on an AMF as defined in clause 4.2.2.2.2 of TS 23.502 [19]. The UDM is aware of a serving V-GMLC address at UE registration on an AMF as defined in clause 4.2.2.2.2 of TS 23.502 [19]. 
NOTE 3:
The UDM may be HSS+UDM and return one or several other network addresses, e.g. a current SGSN, VMSC/MSC server and/or current MME. The UDM may further prioritise between the AMF, MSC/VLR, SGSN or MME address(es) sent to the (H-)GMLC. The prioritisation might be based on information received from a SGSN, MSC/VLR, MME or AMF concerning the UE's capabilities for LCS. When only EPS nodes addresses are provided by HSS+UDM, the (H-)GMLC determines a preferred network address and performs an MT-LR according to TS 23.271 [4]. The (H-)GMLC may use the rules described in TS 23.271 [4], clause 9.1.1 step 9 to select among more than one serving node for the UE.
4.
For a non-roaming case, this step is skipped. In the case of roaming, the H-GMLC may receive an address of a V-GMLC (together with the network address of the current serving AMF) from the UDM in step 3, otherwise, the H-GMLC may use the NRF service in the HPLMN to select an available V-GMLC in the VPLMN, based on the VPLMN identification contained in the AMF address received in step 3. The H-GMLC then sends the location request to the V-GMLC by invoking the Ngmlc_ProvideLocation service operation towards the V-GMLC.  In the cases when the H-GMLC did not receive the address of the V-GMLC, or when the V-GMLC address is the same as the H-GMLC address, or when both PLMN operators agree, the H-GMLC sends the location service request message to the serving AMF . In this case, step 4 is skipped. If the result of privacy check indicates that the notification (and verification) based on current location is needed, the H-GMLC shall send a location request to the V-GMLC indicating "positioning allowed without notification" and V-GMLC shall invoke an Namf_Location_ProvidePositioningInfo Request service operation towards the AMF at step 5.
5.
In the case of roaming, the V-GMLC first authenticates that the location request is allowed from this H-GMLC, PLMN or from this country. If not, an error response is returned. The (H-)GMLC or V-GMLC invokes the Namf_Location_ProvidePositioningInfo service operation towards the AMF to request the current location of the UE. The service operation includes the SUPI, the client type (with potentially an override capability) and may include the required LCS QoS, supported GAD shapes and other attributes as received or determined in step 1. 
NOTE 4:
The location request forwarded at step 4 and step 5 may also carry the result of the privacy check in step 2 which may include a codeword provided by the LCS Client or AF and an indication of a privacy related action as described in clause 5.4.

Editor's note:
Privacy related subscription needs to be added to clause 5.4 in alignment with TS 23.271 [4].

6.
If the UE is in CM IDLE state, the AMF initiates a network triggered Service Request procedure as defined in clause 4.2.3.4 of TS 23.502 [19] to establish a signalling connection with the UE.


If signalling connection establishment fails, step 7-13 are skipped and the AMF answers to the GMLC in step 14 with the last known location of the UE (i.e. Cell ID) together with the age of this location.

7.
If the indicator of privacy check related action indicates that the UE must either be notified or notified with privacy verification and if the UE supports LCS notification (according to the UE capability information), a notification invoke message is sent to the target UE, indicating the identity of the LCS client the Requestor Identity (if that is both supported and available) and whether privacy verification is required.

8.
The target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the AMF indicating, if privacy verification was requested, whether permission is granted or denied for the current LCS request. If the UE user does not respond after a predetermined time period, the AMF shall infer a "no response" condition. The AMF shall return an error response to the (H-)GMLC if privacy verification was requested and either the UE user denies permission or there is no response with the UE privacy profile received from the (H-)GMLC indicating barring of the location request.

The notification result also indicates the UE's privacy setting for the subsequent LCS requests, if generated. The privacy setting for the subsequent LCS requests indicates whether the subsequent LCS requests is allowed or disallowed by the UE. The UE's privacy setting may also indicate a time for disallowing the subsequent LCS requests. 
9.
The AMF invokes the Nudm_SDM_Update service operation to store in the UDM the UE privacy setting information received from the UE. The UDM then stores the UE privacy setting information into the UDR as the "LCS data" Data Subset of the Subscription Data.
10-13.
Step 10-13 are the same as steps 6-9 defined in clause 6.1.1.

14.
The AMF returns the Namf_Location_ProvidePositioningInfo Response towards the (V-)GMLC (or H-GMLC for roaming when the NL3 reference point is not supported)  to return the current location of the UE. The service operation includes the location estimate, its age and accuracy and may include information about the positioning method.

15.
In case of roaming, the V-GMLC forwards the location estimation of the target UE, its age, its accuracy and optionally the information about the positioning method received at step 14 to the H-GMLC. For non-roaming scenario, this step is skipped. 
16.
If the privacy check in step 2 indicates that further privacy checks are needed, the (H-)GMLC shall perform an additional privacy check in order to decide whether the (H-)GMLC can forward the location information to the LCS client or AF or send a notification if the result of the privacy check requires the notification and verification based on current location. One example when this additional privacy check is needed is when the target UE user has defined different privacy settings for different geographical locations. When an additional privacy check is not needed, the (H-)GMLC skips steps 17-23.

17.
If the result of privacy checks in step 15 indicates that the notification (and verification) based on current location is needed, and in the case of roaming, the (H-)GMLC shall send a location request to the V-GMLC indicating "notification only", 

18.
The (H-)GMLC or V-GMLC invokes the Namf_Location_ProvidePositioningInfo service operation towards the AMF to request notification (and verification) based on current location.

19.
If the UE is in CM IDLE state, the AMF initiates a network triggered Service Request procedure as defined in clause 4.2.3.4 of TS 23.502 [19] to establish a signalling connection with the UE.

20.
If the UE supports LCS notification, the AMF sends a notification invoke message to the target UE, indicating the identity of the LCS client the Requestor Identity (if that is both supported and available) and whether privacy verification is required.

21.
Step 21 is the same as step 8.

22.
The AMF returns the Namf_Location_ProvidePositioningInfo Response towards the (V-)GMLC (or H-GMLC for roaming when the NL3 reference point is not supported) with an indication of the result of notification and verification procedure performed in steps 20-21.

23.
In case of roaming, the V-GMLC forwards an indication of the result of notification and verification procedure to the H-GMLC. For non-roaming scenario, this step is skipped.
24.
The (H-)GMLC sends the location service response to the external location services client or AF (via the NEF). If the location request from the LCS client or AF contained the pseudonym and the (H-)GMLC resolved the verinym from the pseudonym in step 1, the (H-)GMLC shall use the pseudonym of the target UE in the location response to the LCS client or AF. If the LCS client or AF requires it, the (H-)GMLC may first transform the universal location co-ordinates provided by the AMF into some local geographic system. The (H-)GMLC may record charging information both for the external LCS client or AF and inter-network revenue charges from the AMF's network. The location service response from the (H-)GMLC to the external LCS client or AF may contain the information about the positioning method used and the indication whether the obtained location estimate satisfies the requested accuracy or not. If in step 2, step 16 or step 23 the (H‑)GMLC identifies that the target UE is not allowed to be located by the external LCS client or AF, it rejects the LCS service request, and optionally indicate in the response the reason of the rejection, i.e. the target UE is not allowed to be located.
END OF CHANGES
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