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Abstract: This paper proposes handling QoS for data carried over Control Plane (CP data) by UE providing a QoS index (configured by AMF) in RRC connection procedure.  The solution applies to NB-IoT and WB-E-UTRA (eMTC) connecting to 5G core network.
Discussion
Background
This solution addresses the Key Issue 14: QoS Support for NB-IoT.   The proposed solution appies to CIoT data that is carried over Control Plane for both NB-IoT and WB-E-UTRA eMTC connecting to 5G CN.
Devices that would use CP for transport of data in general have low data rate requirements and seek to optimize power drain at the expense of throughput.  However, latency requirements differ for different application scenarios and it is crucial to design the solution so that diverse applications can be simultaneously supported.  
In applications involving sensors that are triggered by sporadic occurrences but the response needs to be immediate, latency requirements would be stringent however throughput requirements may not be.   For example, consider an application in the medical arena where an individual is fitted with multiple body sensors. Some of the sensors provide vital measurements periodically, however, some of the sensors are triggered suddenly due to detected abnormalities e.g. a cardiac event.  In such a case, the monitors tied to the cardiac event need pre-emptive priority over any other periodic monitoring sensor.  
In TR 23.730, the proposed solutions for Rel 14, for QoS for NB-IoT were of two categories:
UE driven QoS:  
UE is assigned a QoS indication during PDN connection set up and provides the QoS indication in the RRC connection set up request message to the AN node.  The AN node uses the provided QoS indication in the request message to assign resources in the response message.
Network driven QoS:
 Each UE was provided with a QoS class that would be used for QoS decisions at the AN. To override the QoS assignment to the UE, some UEs could use “Exception Reporting” to obtain more rapid access for the data frames of the UE.
When an RRC connection request is received, the UE’s QoS assignment for data over CP was obtained by the RAN node by a look up at the MME using the UE’s TMSI.  The look up for a UE’s QoS assignment involved communication between the RAN and the MME and hence introduced latency between receiving the UE’s RRC connection request and providing the allocation corresponding to the QoS for UE in the RRC connection response.
The Network driven QoS approach was selected for Rel. 14, however, the following drawbacks are evident.
Higher Latency:  There is a potentially substantial delay between the UE RRC connection request message (msg 3) and the RAN reply in RRC connection setup (msg 4) due to the interaction with the CN to receive the UE QoS information. In the case of NB-IoT, the introduced latency could be absorbed by the overall latency of  NB-IoT, but is still a contributing factor to higher latency. However for a faster RAT such as WB-E-UTRA (eMTC), this delay is not compatible with the operation of the RRC connection setup protocol. 
Increased power consumption: Even for NB-IoT, every delay source, such as the delay added to the RRC connection establishment due to the RAN interaction with CN to retrieve the UE QoS information, is a source of extra power consumption, since the UE is being active all that time waiting for the replay. 
Proposal
In this document we propose a solution for QoS differentiation for CP data in 5G  that is aligned with the UE driven approach.  During PDU session set up, the UE is assigned a QoS index for the PDU session by the SMF.  The UE uses the QoS index during the RRC connection set up request for obtaining the correct priority for access for MO traffic.

For MT traffic, the QoS index is indicated in the NAS frame and sent to the AN.  The AN uses the QoS index to schedule MT frames.

The UE driven approach overcomes the following draw backs of the Network Driven approach:
Latency:  The QoS index is immediately available to the AN in the RRC connection set up request.  No lookup is required to make the resource allocation decision.  Hence the solution will also work with WB-E-UTRA (eMTC).
Power consumption: The substantial latency saving translates to power consumption reduction.  

It has been argued in the past that a drawback of the approach is that misbehaving UEs may indicate a false QoS Index in their RRC connection request to obtain priority service.  
However:
1) If the UE configuration of QoS information is performed at NAS(-SM ) level, then the UE signalling the configured value during RRC connection establishment can be tested. Like any other UE feature, there is a well defined process for compliance with 3GPP normative specifications.
2) The Network can “a posteri” decide to check whether the UE is indicating the correct QoS value. Note that a detection of incorrect value is a detection of a device that is not compliant with 3GPP specification, so the Network can take drastic actions if this is detected, e.g. the network may back off to the UE or deregister the UE with a corresponding cause code.
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[bookmark: _Toc500949097]6.X	UE assisted Inter-UE QoS Support for NB-IoT
[bookmark: _Toc500949098]6.X.1	Introduction
Editor's Note:	This clause lists the key issue(s) addressed by this solution.
This solution addresses Key Issue 14: QoS Support for NB-IoT for the case of Data over NAS. It can also be applied to WB-E-UTRA (eMTC).
[bookmark: _Toc500949099]6.X.2	Functional Description
Editor's Note:	This clause outlines solution principles and documents any assumptions made.
The solution is based on the UE providing a QoS index during RRC connection procedure for the case of Data over NAS. 
The following applies to the solution:
-	During registration procedure, if Data over NAS is set-up, the AMF provides a QoS index to the UE. The AMF receives the QoS index from the UDM during the exchange as defined in TS 23.502 [Y].
-	When the UE decides to send data over NAS, during the RRC connection establishment procedure, the UE provides the QoS index in RRC connection request message. 
-	The RAN determines how to handle the connection based on the UE provided QoS index, i.e the RAN can prioritise resource allocation between different NB-IoT UEs when some of the UEs are using data over NAS based on the received QoS index.
-	If the RAN decides to go ahead and establish the RRC connection and the UE sends the data over NAS payload, the RAN sends the UE provided QoS index to the AMF in the N2 message carrying the Data over NAS payload. 
-	The AMF can check whether the QoS index provided by the UE and the QoS index configured by the network are the same. In case they are different, the AMF has detected a misbehaving UE, i.e. a UE that is not compliant with 3GPP specifications. The AMF may then back-off or deregister the UE with a corresponding cause code.
[bookmark: _Toc508410169][bookmark: _Hlk500857577]6.X.3     	Support of EPC interworking
Editor's Note:	This clause describes if and how EPC-5GC interworking is supported by this solution.
[bookmark: _Toc508410171]6.X.4	Procedures
6.X.4.1 QoS Index configuration during Registration Procedure


Figure 6.X.4.1-1: QoS index configuration during Registration procedure
All steps from TS 23.502 section 4.2.2.2.2 are followed with the following differences.
1.	If the UE wants to use Data over NAS, it indicates this to the AMF in NAS Registration request message. 
2.	(Steps 4-13 from TS 23.502 4.2.2.2.2 unchanged)
3.	In Step 14, the UDM includes the QoS index in the Access and Mobility Subscription data.
4.	(Steps 15-21 from TS 23.502 4.2.2.2.2 unchanged)
5.	The AMF provides with the QoS Index to the UE in the Registration accept message. The UE stores this value, and only uses it if Data over NAS is set up with SMF, and the UE decides to send a data packet over NAS. 
6.X.4.2	Using QoS index in MO Data over NAS 
The following call flow is based on Solution 1 (Section 6.1) for Data Transport over NAS-SM, but can easily be used for other possible data over NAS solutions. 


Figure 6.X.4.2-1: Use of QoS index in MO data over NAS
0.	The solution applies when the UE initiates data transport over NAS(-SM) from CM-IDLE state
1.	If the UE has been configured with QoS index and decides to send data over NAS(-SM), then the UE includes the QoS index in RRC connection request.
2.	The RAN node considers the UE provided QoS index to prioritise resource allocation between different NB-IoT UEs when some of the UEs are using data over NAS.
3.	RAN node sends RRC connection setup.
4.	UE sends RRC connection Complete(NAS transport(SM data transfer, PDU Session ID)) as per Solution 1.
5.	The RAN node sends the UE provided QoS index in the Initial UE message to AMF together with the NAS transport message. 
6.	AMF can check if the UE is misbehaqving by comparing the UE provided QoS index with the NW configured QoS index. If the AMF detects the UE is misbehaving it may take multiple actions, e.g. deregister the UE with specific cause code, or reject ANS transport with a back-off timer.  
7.	Completion of data transport over NAS-SM as per Solution 1.
6.X.5	Impacts on existing entities and interfaces
Editor's Note: This clause describes impacts to existing entities and interfaces.
The solution has impacts on the following network functions:
1. AMF:  Provision of QoS index to the UE, and a potential a-posteriori check on whether the UE is providing the correct QoS Index.
2. UDM: QoS index storage in subscription information.
3. RAN: Receive QoS index from UE and perform prioritization based on it.
4. UE: configuration of QoS index and providing QoS index in RRC connection request for Data over NAS. 
[bookmark: _Toc508410172]6.X.6	Evaluation
Editor's Note: This clause provides an evaluation of the solution.
***** End of Changes *****
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