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1. Abstract
In this contribution we analyse the need for the standardization of the access control mechanism that can be used by the H(e)NB Hosting Party to limit the access to his enterprise or local home network. 
1. Discussion

Managed Remote Access (MRA) allows a CSG member to access home or enterprise IP network from a UE via a PLMN subject to the operator policies and UE subscription. According to the following text in the TR 22.896 [1] “Of course it is possible for the H(e)NB Hosting Party to use additional access control mechanisms (e.g. using a password) to restrict access of UEs to the local network” it is acknowledged that the need for an access control mechanism for the Hosting Party may arise, however the requirement for such a mechanism was left beyond the 3GPP specification.
We believe that the majority of the users, especially enterprise users, will be very reluctant to deploy a H(e)NB with MRA, as this would effectively delegate access control management to their home and enterprise network to a 3rd party. We believe that recognizing this issue most H(e)NB implementation will have different, proprietary access control mechanisms developed for H(e)NB Hosting Party. This may lead to security issues and eventually harm H(e)NB with MRA deployment. 
2.
Proposal

Taking into account that most H(e)NB with MRA implementations are likely to have an access control mechanism for the Hosting Party it is proposed to standardize this mechanism in order to ensure robust, consistent and secure H(e)NB implementations.
First change

Security

Access to the local network behind a H(e)NB –through LIPA as well as through MRA – is only allowed to authorized UEs.  Therefore no protective measures (firewalls) by the H(e)NB’s Hosting Party are required. 


In addition to the operator enforced access restrictions the H(e)NB should implement an access control mechanism that would allow a H(e)NB Hosting Party to restrict access of UEs to the local home or enterprise network.
End of changes
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