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1.) Introduction

During the last meetings of the 3GPP security expert group (S‑3) several discussions took place about the requirements on terminal (IMEI) security. 3G TS 21.133: “3G Security; Security threats and requirements” [1] mentions three requirements in the context of IMEI security which read:

R7a
It shall be possible to deter the theft of terminals.

R7b 
It shall be possible to bar a particular terminal from accessing 3G services.

R7c
It shall be difficult to change the identity of a terminal to circumvent measures taken to bar a particular terminal from accessing 3G services.

Since the discussions within S‑3 did not come up with a common view on the importance of the requirements on terminal security TSG-S#4 plenary was asked for clarification (cf. [4]). The answer from S#4 plenary was the statement that in the past, operators have been requesting and even demanding good IMEI security in the terminal, and that the work on IMEI security is recommended to proceed in S‑3.
But the time schedule for R'99 is tight, and in general S‑1 is the responsible WG for 3G requirements. This contribution intents to inform S‑1 about the ongoing discussions in order to ensure that any decision taken and any work performed on IMEI security within S‑3 is in-line with S‑1.

2.) Status on terminal security

For GSM similar requirements on terminal security exist but have never been seriously implemented. The fact that the IMEI is an unsecured identity has been identified as a weakness in the security of GSM (cf. 3G TS 33.120: “3G Security; Security Principles and Objectives” [2]). It is to fear that this situation will not be improved for 3G systems either. At least for the time being the existence of a secure terminal identification procedure which can be executed on the air is not ensured for UMTS (cf. 3G TS 33.102: “3G Security; Security Architecture” [3]).

Discussions within S‑3 showed that it is possible to provide on-air terminal based security features (e.g. real-time barring of stolen phones, charging dependent on terminal type) at the price of reasonable implementation costs [6,7]. However, S‑3 is not sure whether or not such a feature is to be implemented.
3.) Necessity for terminal security

There are several scenarios where an over-the-air identification protocol for terminal authentication would be useful. Especially for SW updates of a user’s mobile equipment the need for mutual authentication is obvious. On the one hand the user shall be able to check that the SW delivered comes from authorised service providers only. On the other hand the service provider who intends to update a terminal’s SW, wants to ensure that the user and the terminal are the ones targeted for provisioning. Reliable authentication is thus required not only between the service provider and the user but also between the service provider and the user’s mobile equipment.

The Partners of 3G.IP, for instance, mention the scenario of SW update in tdoc S1-99479 [5]. They imply that procedures for both, user and terminal authentication exist. Here, the reliability of the terminal identity (IMEI) transmitted over the air is taken for granted. Besides, in the future applications may come up having the prerequisite of trustful terminal authenticity, too. 3G terminals should not be restricted to state-of-the-art applications.

All the above mentioned assumes that the service provider is confident that both, the user and the user’s terminal are the actual user and terminal targeted. I.e. it is required that a service provider can trust a 3G terminal Id in the same way as he already does/will rely on the (U)SIM. This is not realised within GSM and – provided the current uncertainty within S‑3 – it seems that it will not be efficiently supported in UMTS either.

4.) Conclusion

The need for 3G terminal security has been identified in the past as well as in the current meeting. However, there is some confusion within S‑3 about the seriousness and importance of the terminal security requirement in 3G TS 21.133: “3G Security; Security threats and requirements” [1]. 

We would like S‑1 to review the above listed requirements on terminal security (R7a, R7b, R7c) and to provide clarification on, whether or not these requirements are to be taken for serious.

S‑1 has to be aware that if there is no recommendation on the design of a secure over-the-air identification protocol for terminal authentication, it must be acknowledged that terminal off-air identities can not be relied upon.
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