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Work item:�UMTS Release 99 Requirements��

Source:�Rapporteur of 22.100  �Date: �12th March 1999��

Subject:�Rewriting of section 11 about security requirements.
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The UMTS system will be defined in a phased approach. This document specifies the content of the first phase of requirements for UMTS. Some requirements affecting phase 1 to ensure a smooth transition to later releases are also indicated.

2	References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

References are either specific (identified by date of publication, edition number, version number, etc.) or non�specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies.

A non-specific reference to an ETS shall also be taken to refer to later versions published as an EN with the same number.

2.1	Normative references

This document is the starting point of the set of specifications that define the UMTS Service Requirements for UMTS Phase 1. The UMTS Service requirements for UMTS phase 1 are defined in the following normative specifications.

[1]	UMTS 22.01: "Universal Mobile Telecommunications System (UMTS): Service aspects; Service principles".

[2]	UMTS 22.05: "Universal Mobile Telecommunications System (UMTS); Services and Service Capabilities".

 [3]	UMTS 22.15: "Universal Mobile Telecommunications System (UMTS); Service Aspects: Charging and Billing".

[4]	UMTS 22.20: "Universal Mobile Telecommunications System (UMTS); VHE Stage 1".

[5]	[UMTS TS ??.??, Handover requirements between UMTS and GSM or other Radio System]".

[6]	UMTS 21.133 : "Universal Mobile Telecommunications System (UMTS) ; Security threats and requirements"

These specifications may refer (directly or indirectly) to further specifications which provide detailed descriptions of service requirements incorporated in UMTS. In particular the service requirements of any GSM component of a UMTS system are specified by reference to GSM service requirements specifications.

�

11	Security Features

With respect to the GSM security mechanisms the following additional features may be implemented for UMTS phase 1 if required by SMG10 :. Security requirements for UMTS Phase 1 Release 99 are defined in the UMTS 21.133 specification [6].

1)	Mutual authentication between user and serving network, between user and home environment and between serving network and home environment

2)	Confidentiality of user and signalling data to and within the access network (and possibly into the core network)

3)	End to end encryption (as an optional service) between UMTS users, with access to plaintext for lawful interception purposes

4)	TTP (trusted 3rd party) mechanisms, including public key techniques and associated certificates and signing, verification and revocation procedures used, for example, before accessing 3rd party services.

5)	Authentication, confidentiality and integrity of signalling between UMTS network (both core and access) nodes

6)	Confidentiality of the user identity on the radio interface.
























