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1 Introduction

It is RIM’s position that the network user experience should not be limited to a physical device or a specific physical person.  Any user of a network service should be considered a user of the GPRS network.  Therefore S1 should define any network resource consumer as a user of the GPRS network, this includes User Equipment and Application Services.  

In general the requirements for interfacing to the GPRS network to perform push will overlap with any requirements when interfacing to GPRS.  This is because traditionally wireless data networks did not distinguish between data services and push services, they were one in the same.  Therefore to define ‘good’ push attributes for GPRS the S1 group should be defining good attributers for all data exchanges in GPRS.

Similarly it is RIM’s position that the focus of S1’s work should be maintained on the network interface attributes of GPRS.  If too much time is spent on defining specific push implementations, this could distract from identifying the broader requirements for push.  Once the main definition is complete it should be possible to apply specific examples to the definition network user requirements and confirm that the model meets the needs of all applications.

It is also believed by RIM that issues like protecting the UE from ‘unwanted’ data is not a network-defined feature, just as it is not a network-defined feature in the Internet.  This problem is too difficult to solve at the network level where there is a lack of visibility to the purpose and content of the data being exchanged.  Similarly the issue of charging or not charging the user for ‘received’ data is also unsolvable at the network interface level.  The best the network can do is avoid charging the UE for ‘undelivered’ data, in the case of out of radio coverage or unavailable network devices.  In time rogue services and unwanted push providers will be identified and removed, the network operator needs only provide a vehicle for identifying and terminating such connections.

Finally in the case of GPRS, it is recommended that the term always-on be replaced with the term ‘always-available’.  This implies that a UE can always be reached, without necessarily always having an active PDP Context, which should be considered a scarce resource if we assume the true success of GPRS data deployment.

2 Overview of User Requirements

The following summary of services includes both User Equipment (UE) and Server Equipment (SE).  These requirements also include attributes for network interface points.  The attributes assume that operators of such networks desire ‘good’ or ‘well behaved’ user interface equipment so that long term viability of the network is possible as growth in the network takes place. 

With this in mind the following are some of the requirements for user interface equipment in GPRS:

1. By definition the concept of push demands a timely delivery of information to the UE.  The SE should be able to have the ability to provide maximum speed at determining the UE status and pushing information to the UE in the best ‘just-in-time’ fashion.  

2. The UE should be able to browse a service directory, perhaps using an upcoming standard like Universal Description and Discovery Integration (WWW.UDDI.ORG associated with W3C and IETF) and be able to select or use the service.  The UE can then select an SE of interest and form a relationship with a given SE.

3. An SE should be able to make itself known to the UE.  For new SEs, that have never been known before, the user should have control to accept services that are not trusted.

4. Support for allowing both the UE and SE to establish known and unknown services.  The ability to define trusted and untrusted services so the UE can have automatic push support and also to screen unwanted push requests.

5. The concept of ‘security’ for push services should be embellished at the network interface level by ‘granting’ the right for push services to initiate PDP contexts.  If every new service maintains a new APN this should limit the ability for rogue SE’s to exchange information arbitrarily with previously unknown UEs. 

6. The push solution must conserve battery via reduced radio data exchanges with the network.  The concept of radio-efficient push creation is essential to the UE experience.  This affects both UE and SE behaviour to ensure a reduced amount of traffic.  GPRS battery demands are high, especially for data devices, however the actual user of the UE demands long-lived devices with few charges.  

7. Therefore, based on 5 above, where possible the radio should be just ‘handed’ a PDP context to use, perhaps with the data, and the TTL so that data exchanges can take place.

8. The SE requires presence and status information to ensure network quality and congestion control.  This is essential to ensure the SE is well behaved and to provided advanced protection for the network.

9. Related to 7, all UEs that are involved with a given SE will demand reliable delivery and the fewest possible network failures.  To protect the network from aggressive applications, and large numbers of roaming users, there must be excellent presence and feedback to all active SEs.

10. Optionally, to improve the quality of speed and UE push experience, the network might provide ‘retry’ mechanisms for roaming devices if requested by the SE.  Similarly, it should be optional to get a network-based acknowledgement that a message was delivered from the base station to the UE.  This reduces transmissions from the device and adds greater quality in the SE.

11. Control mechanisms should exist for the SE to set priorities and types for pushed messages.  This might include high priority to low priority, and re-try of pushed message, verses no-retry of pushed messages.

12. Every attempt should be made to multiplex PDP Contexts to the same APN.  In those cases when a single APN is offering a range of services to the same user the PDP Contexts should be optimized and managed carefully.  This management can also help with conserving battery life on the UE.

3 Specifics of Each Requirement

3.1 Timely Delivery

Without the ability to push information in a timely fashion a UE that is paying for a service will eventually be disappointed.  Not only could the information be irrelevant, but it could also become incorrect, i.e. in the case of stock quotes.  Therefore timely delivery is critical to a useable service offering.  The impacts of this requirement include:

· ‘best of class’ push services should be focused on a network focused PDP context creation.  This provides the greatest control and allows the network to combine the PDP creation with presence information.

· Using SMS, SIP or other higher-level methods to trigger a PDP-context creation can lead to unpredictable context creation, congestion problems, lack of flow control over SE entities.

3.2 Service Discovery

Due to the nature of service creation and service discovery, every attempt should be made to provide a loose coupling between the UE and SE.  For this purpose the idea of allowing the user to browse current defined SEs helps to solve this problem.  New service discovery protocols like UDDI could be candidates to solve this problem.  The SE discovery could be an operator or third party solution.  The impacts of this requirement include:

· defining a solution that is based only on SEs contacting UEs is too inflexible to handle a flexible growth path.

· when offering such a service discovery, there is real value to be added to review and qualify ‘good’ SEs to protect the user community.

3.3 SE Advertising

The ability to give control for ‘some’ SE’s to advertise their services to UE’s within the network could improve proliferation of network services and provide greater growth for the network.  With this in mind, the UE must have protection and control over accepting these services.  Related to this might be a control point for the network operator to review, test and verify all SEs that want to advertise their services.  The impact of this requirement include:

· Providing control over how SEs advertise themselves to UEs within a given network.  This might mean adding a registration procedure so that only ‘known’ push SE entities would be allowed to send a ‘push-class’ message.  (Note: Where push-class is defined as a situation where a PDP-context does not exist to a given UE to a given APN).

· A separate ‘service definition’ with a service request and service response exchange will be required after the PDP context is already opened.  After a service is accepted then this extra step will no longer be required for the UE and the overhead needs only take place once.

3.4 Trusted and Untrusted Services

In situations where a SE is closely tied to the UE there should be a method for establishing a trusted relationship.  This might include exchanging a shared secret, loading the service over a serial port, or some other secure method for setting up the service.  This allows for an automatic push experience where the SE provider might actually distribute the physical equipment with the service automatically working.  The impact of this requirement include:

· It should also provide the ability to ‘update’ the SE, either by updating the route (APN) or some capability elements (encryption, compression, transcoding method, etc).

· In a related note it should be possible to remove services, trusted services might still reach a point where the user wishes to remove the trusted relationship.

· The service definition, i.e. exchange of the service request and response, would be the ideal place to define how this ‘trusted’ relationship takes place.

3.5 Security of Push Services

Given the controls the push network has at its disposal, the best way to limit and identify rogue SEs is at the network interface level.  What this means is that network services are ‘granted’ to SEs through some well-known mechanism.  This might involve the review and acceptance of certain ‘Push Proxies’ where the push proxy provides the authentication, or it might involve the careful assignment of APNs to well known and trusted service providers.  Generally the problem of monitoring data, or understanding the nature of data is too difficult to solve push security at the data level.  The impact of this requirement include:

· the data cannot be examined to determine importance, relevance or priority; some other mechanism is required to ensure these things.

· the definition of APNs becomes the key mechanism for protecting the network and the UEs on the network.  It might be true that good SEs turn into bad SEs over time, so the ability to revoke privileges is important for any network operator.

· the network operator should provide a mechanism for an individual or company to complain about a given push service.  Providing an open mechanism for identifying rogue push services should be enough to deter and identify problem SEs.

3.6 Conservation of UE Resources

The largest issue in this area is the cost of establishing a PDP context and the viability of any data-centric UE with a certain battery life.  It has been seen in North America that wireless data devices with a poor battery life are not adopted by the users.  To improve battery life it is important to build both UE and SE co-operation with strong assistance from the network.  The impact on perceived user quality in saving battery life can be dramatic, as UE initiated PDP creation is a very expensive operation on battery life.  The impact of this requirement includes:

· When a PDP context must be created for pushing data to the UE it should be done by the network.  This could be a complex change, but from a pure requirements perspective this is essential to reducing UE radio activity.

· If possible network status should be returned when a message is delivered from a base station to a UE.  The majority of SEs can use this status for a confirmation, thus reducing an application-level acknowledgement.  Some services, like bank transactions, might still require an explicit application level ack.

· By keeping the overhead for PDP context low the ability to support small data push requirements are better met.  There are many situations where SEs wish to push small amounts of data without incurring large overheads.  Using the data channel for data is the best use of the GPRS network, as long as the cost of getting the data to the mobile is not too expensive.

3.7 Network Created PDP Context

As mentioned in session 3.5 the ‘best of class’ solution is for the network to create its own tunnel for sending IP-based packets over.  This is consistent to other networks that have a need to create pipes, tunnels or virtual circuits to allocate resources to help ensure QoS and to manage network resources.  Thus far the proposals for Network Created PDP Contexts (NRCA) still have the UE creating the PDP Context.


3.8 Getting Presence Information

The ability for a SE to get presence information should be directly tied to being registered for a push-based SE.  Each registered SE should have strong requirements to track presence and status information.  This will help to provide protection to the network and help ‘flow control’ SEs when network congestion or other network problems occur.  The impact of this requirement includes:

· An advanced presence and status mechanism is required for the SE.  One recommendation might be to use an extended ICMP mechanism for interfacing with the SE in a standard format.  Definition of extended ICMP packets has been done before and would fit into this requirement.

· Extending presence information with network status, based station and link-level status is very important.  It is very easy for a single SE to flood a network when behaving poorly, therefore providing presence and status information is essential to protect the network.

3.9 QoS and Network Protection

As raised in section 3.7 it is important to allow stronger control of SEs by the network.  Protection of the network will have the positive side-effect of providing the user with a better quality of service with less network interruptions and failures.

3.10 Advanced Network Services

To improved GPRS as a quality data-centric network it is recommended that a packet retry mechanism be provided to SEs.  This optional service will help fill the gap caused by marginal coverage, and temporary out-of-coverage situations.  When the data-centric UE becomes physically wearable the amount of temporary roaming, black-outs and marginal coverage situations will increase.  The network can provide a better experience for the user by providing retry mechanisms.  The impact of this requirement include:

· offering each SE the ability to set this service on a given APN;  an SE might support more than one APN for both retry-based data and non-retry based data.

3.11  QoS and Message Types

Another advanced GPRS feature for consideration would be the ability for any SE to have QoS, priority and message persistency control.  This could be handled through a proprietary ICMP exchange, an extended Gi exchange or through defining different APNs for every SE.

3.12 Multiplexing PDP Contexts

Where possible the multiplexing of resources should be a goal for managing network resources.  Good management of network resources should also have a positive effect on UEs and SEs.  The focus should be also to keep ‘data exchanges’ with UEs to a minimum to encourage long battery life and to support short message push requirements.
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