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Abstract: Introduces a new use case on protecting sensing information from unauthorised users

---------- Use Case template ----------
5.4	Use case on Protection of Sensing Information
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101]5.4.1	Description
This use case re-uses the scenario where a UE performs sensing to detect intruders in the home, as per use case 5.1 (intruder detection in smart home). The additional aspect introduced in this use case is that there is an unauthorised user that is attempting to collect sensing information from Mary's home.
[bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102]5.4.2	Pre-conditions
Refer to use case 5.1 where 5G CPEs (i.e. UEs) are set up to detect intruders when Mary's home is vacant as her family is on holiday.
[bookmark: _Toc355779206][bookmark: _Toc354586744][bookmark: _Toc354590103]5.4.3	Service Flows
An unauthorised user is in the vicinity of Mary's home.
In Mary's home, the 5G CPE transmits 5G signals, and the reflected signals are used by the unauthorised user's device to collect sensing information.
As the 5G signals from the CPEs in Mary's home are protected, the unauthorised user's device fails to derive any sensing information.
[bookmark: _Toc355779207][bookmark: _Toc354586745][bookmark: _Toc354590104]5.4.4	Post-conditions
The privacy of sensing information in Mary's home is preserved.
The unauthorised user cannot use the 5G signals to detect that the family is not at home.
[bookmark: _Toc355779209][bookmark: _Toc354586747][bookmark: _Toc354590106]5.4.5	Existing features partly or fully covering the use case functionality
None
5.4.6	Potential New Requirements needed to support the use case
[PR 5.4.6-1] The 5G system shall provide a mechanism to protect identifiable information that can be derived from the sensing measurements from eavesdropping.

