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Abstract: This document provides a Text Proposal for the use of communication-assisted sports monitoring
1. Introduction
Introduce a secure sports monitoring use case into the sensing study
2. Reason for Change
Adding a use case with some functional requirements to the study 
3. Conclusions
4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.837, V0.1.0

* * * First Change * * * *
[bookmark: _Toc104210757]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]	W. Favoreel, "Pedestrian sensing for increased traffic safety and efficiency at signalized intersections," 2011 8th IEEE International Conference on Advanced Video and Signal Based Surveillance (AVSS), 2011, pp. 539-542, doi: 10.1109/AVSS.2011.6027406.
[3]	Advances in Wildlife Crossing Technologies: https://highways.dot.gov/public-roads/septoct-2009/advances-wildlife-crossing-technologies.
[4]	Protection Detection: Making Roads Safe for Drivers and Wildlife: https://onlinepubs.trb.org/onlinepubs/webinars/201118.pdf.
[5]	F. Liu et al., "Integrated Sensing and Communications: Towards Dual-functional Wireless Networks for 6G and Beyond," in IEEE Journal on Selected Areas in Communications, doi: 10.1109/JSAC.2022.3156632.
[6]	T. S. Rappaport, G. R. MacCartney, M. K. Samimi and S. Sun, "Wideband Millimeter-Wave Propagation Measurements and Channel Models for Future Wireless Communication System Design," in IEEE Transactions on Communications, vol. 63, no. 9, pp. 3029-3056, Sept. 2015, doi: 10.1109/TCOMM.2015.2434384.
[7]	C. Han, Y. Bi, S. Duan and G. Lu, "Rain Rate Retrieval Test From 25-GHz, 28-GHz, and 38-GHz Millimeter-Wave Link Measurement in Beijing," in IEEE Journal of Selected Topics in Applied Earth Observations and Remote Sensing, vol. 12, no. 8, pp. 2835-2847, Aug. 2019, doi: 10.1109/JSTARS.2019.2918507.
[xa]	Ahmed H F T, Ahmad H, Aravind C V. Device free human gesture recognition using Wi-Fi CSI: A survey[J]. Engineering Applications of Artificial Intelligence, 2020, 87: 103281.
[xb]	Chen V C. The micro-Doppler effect in radar. Artech house, 2019.
[xc]	3GPP TS 22.261: “Service requirements for the 5G system”.

* * * Next Change * * * *
[bookmark: _Toc100862436][bookmark: _Toc101896242]5.A	Use case of contactless sports monitoring application
[bookmark: _Toc100862437][bookmark: _Toc101896243]5.A.1	Description
Sports monitoring application describes the case of a human being monitored when doing exercise via utilizing wireless signals. Compared with utilizing cameras to monitor the exercise, this contactless method can help to preserve people’s privacy. Besides, contactless way can also help people to get rid of wearing devices and enjoy the sports comfortably. Wireless signals, especially the periodically broadcasting reference signals, such as the PBCH DMRS (a special type of physical layer signal which functions as a reference signal for decoding PBCH) that propagated in the 5G system (e.g. between the base station and device) can be further reused and processed to retrieve the target sensing object’s characteristics [xa]. In a sports monitoring situation, the target object is human and the target object’s characteristic is human body gesture. By comparing the detected body gesture with the correct body gesture when people are doing exercises like sit-ups, and push-ups, this sport monitoring application will give feedback, for example, it can count the number of the exercise e.g. sit-ups, and calculate calories.  
However, reusing the existing reference signals that propagated from base station to a 5G UE is vulnerable to Denial-of-Service (DOS) Attack. An attacker can easily utilize a false base station (FBS) to interference the reference signals. Figure 5.A.1-1 describes when a people is doing exercise, an attacker FBS is sending similar reference signals to the receiver. The similar reference signal will lead the received signals at the receiver side to be with distorted received signal received power (RSRP) and in the end will lead the calculation of people’s exercise (sit-ups, push-ups) with wrong number and eventually with wrong feedback to the user.
[image: ]
Figure 5.A.1-1: FBS interfered 3GPP reference signal propagation





NOTE 1: The transmitter as shown in Figure 5.A.1-1 is an indoor small base station as described in TS22.261 [xc].
[bookmark: _Toc100862438][bookmark: _Toc101896244]5.A.2	Pre-conditions
The device for this sports monitoring application is 5G UE. The 5G UE is connected to the sports monitoring application via the 5G network, as shown in Figure 5.A.2-1.

[image: ]
Figure 5.A.2-1: 5G UE connects to the application server via a direct network connection
Or the 5G UE is firstly connected to another 5G UE and then connected to the sports monitoring application via the 5G network, as shown in Figure 5.A.2-2


[bookmark: _Hlk111196665]There is a service agreement between MNO and sports monitoring operator. The MNO can also be the sports monitoring application provider.
An attacker A deploys a FBS near Tom’s home, as shown in Figure 5.A.2-1, always sending interference signals near Tom’s home. The interference signal can be PBCH DMRS. But Tom’s sports monitoring application provider has addition security service agreement with MNO, which is the MNO should provide a mechanism for the sensing service verification.
The attacker A also deploys a FBS near Alice’s home, however, Alice’s sports monitoring application provider has no addition security service agreement.
[bookmark: _Toc100862439][bookmark: _Toc101896245]5.A.3	Service Flows
1. The application user (Tom and Alice) triggers the sports monitoring application on the 5G UE and the 5G UE connects to the application server via the 5G system, then the user starts to do sport, e.g. sit-ups.
2. During the sport exercising period, the 5G UE periodically collects the sensing measurement data: body gesture affected wireless signals that are transmitted by the indoor small base station or another 5G UE. However the uses’ 5G UE does not know the received and measured signals that transmitted by the connected base station are affected by a FBS.
3. The 5G UE sends the sensing measurement data to the 5G Network, 
- Tom’s subscribed 5G Network verifies his 5G UE’s measurement data and consider the collected measurement data is NOT in line with the expectation, and informs Tom that you are under attack and stops the Tom’s authorization on collecting the sensing measurement data for the sensing service;
- Alice’s subscribed 5G Network does not verify her 5G UE’s measurement data, and directly expose the sensing measurement data to the application server. Application server performs the procession and informs Alice that Alice needs to increase the speed when doing sit ups.
4. Tom knows that he is under attack and checks his surroundings to call the police for the attack; however, Alice increase her sit-ups speed based on the application’s suggestion and damage her muscle, she needs to visit a doctor.  



[bookmark: _Toc100862440][bookmark: _Toc101896246]5.A.4	Post-conditions

Tom enjoys the sports monitoring application safely.
Alice needs to visit the hospital and costs a lot on physical therapy.
[bookmark: _Toc100862441][bookmark: _Toc101896247]5.A.5	Existing feature partly or fully covering use case functionality
None
[bookmark: _Toc100862442][bookmark: _Toc101896248]5.A.6	Potential New Requirements needed to support the use case
Editor’s Note: it is FFS of whether there is and what additional requirements are needed to support this use case.
[P.R.5.A.6-1] The 5G system shall support mechanisms to authorize a 5G UE to collect the sensing measurement data based on location.
[P.R.5.A.6-2] The 5G network shall be able to verify the sensing measurement data based on a trusted 3rd party’s request.
[P.R.5.A.6-3] The 5G system shall support mechanisms to texpose the sensing measurement data to a trusted 3rd party after verification. 
Editor’s Note: This KPI table is subject to the final discussion about how to document the KPI table.

* * * End of Change * * * *

3GPP
image1.png
% & attacker

.
. \
e/,&o .
7,
%%\
Transmitter
NLOS path v
((‘ )'I <9& &a i
% eceiver
(X LOspa &
%
S,
\o

b

—_—

Floor scattered





image2.png
%,
%,
2%
)
i
Transmitter
NLOS path
(s .
% eceiver
LOSDa &

_— >
Floor scattered





image3.png
)

&
0—=5

5G UE 5G Network Application server




image4.png
(X # attacker
N

4 &S

0 D

=D

5G UE 5G Network Application server





image5.png
I— 8 A&

5G UE 5G UE 5G Network Application server




