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Abstract: The present contribution proposes to add, in the draft 3GPP TR 22.856, a new use case concerning the user digital asset container managed by the operators.
1. Introduction

The term “metaverse” covers a wide variety of virtual realities, from workplace tools to games and community platforms. It generally refers to shared and immersive lifelike digital environments (i.e. virtual universes) that people can move between using XR devices. In this context, users will have many digital assets in different virtual universes. It should also always be possible for a user to decide which information to share and which to be classified as private.

Wallets, a digital asset container, currently exist, but they only contain crypto-moneys for financial transactions and are specific to each virtual universe.

The aim of the proposal is to define the notion of a generic “wallet”, called digital asset container, containing all the digital information of the user. Different profiles shall be also defined in order to allow, when accessing a virtual universe, to control the information that one wishes to share in that virtual universe. 
The information can be stored on a unique platform or distributed on several platforms. It is up to the operator to provide APIs in order to access all the necessary information.
This same “wallet” may contain certified information (e.g. certified by/via the network operator as the customer ID).  

The wallet will therefore be a container where the user can store all the digital items that the user has purchased or created in the different virtual universes.

This user data stored in a wallet can be of a very diverse nature such as: 

- Avatar information (representation) 

- Digital currency (payment)

- Inventory (digital objects such as clothes of the avatars, virtual objects that the avatar can wear or virtual objects bought, using NFT for example)

- IDs 

- Profile properties as certification certifying that the avatar matches a real human person).

These data will be confidential and the user will be able to select the information to display.

The service can be provided by the network operator or by a third party using an operator’s trusted API.

Part of this information should be able to be certified by the operator itself or using the Operator network.
In complement, this wallet information can allow to access services (e.g. bank services).
2. Reason for Change

Depending on the virtual universe connected, the user shall be able to choose his/her digital information and to share it in different universe.
3. Proposal

It is proposed to agree the following changes to 3GPP TR 22.856.
Begin of 1st Change
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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[X]
3GPP TR 22.904: "user centric identifiers and authentication (Release 17)".
End of 1st Change

Begin of 2nd Change

3
Definitions of terms, symbols and abbreviations

3.1
Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Digital asset container: virtual wallet, in which the user holds his/her digital assets (cryptocurrencies, NFT, purchased items, IDs...). 

NOTE 1: This digital asset container must also allow to provide his/her KYC (Know your customer): to provide proof without disclosing information (to prove an element of the identity without revealing the personal data). 

NOTE 2: Some of the information stored in this digital asset container can be certified (such as IDs, because it has already been authenticated upstream and is encrypted). 

NOTE 3: User information can be managed by several different platforms (third parties).
End of 2nd Change

Begin of 3rd Change

5.x
Use case: Digital asset container information access and certification

5.x.1
Description

The term “metaverse” covers a wide variety of virtual realities, from workplace tools to games and community platforms. It generally refers to shared and immersive lifelike digital environments (i.e. virtual universes) that people can move between using XR devices. When accessing a virtual universe, the user can choose his/her digital representation and the related information: avatar (one or more), e-money, ID, purchased items… Such information is considered part of the user’s digital asset and is stored in a wallet (digital asset container).

The network operators offer the digital asset management services for the users, with which some information (e.g. IDs) can be certified by the operator. The digital asset management services can also include
- The management of the digital asset container is performed according to the applicable regulations.

- The digital asset container has security properties (cannot be spoofed, access control with a policy determined by the user, etc.).

5.x.2
Pre-conditions

Alice has a service subscription with the operator. As the part the service, the network operator provides

- The digital asset container management according to the applicable regulations;
- Security protection options of the digital asset container; e.g. (cannot be spoofed, access control with a policy determined by the user, etc.).
5.x.3
Service Flows

1. Alice accesses the digital asset container data services. The digital asset container is initiated with Alice information (avatar profile, IDs ...). The digital asset container is completed and modified over time. The service can be provided by the network operator or by a third party using an operator’s trusted API.

2. When Alice access a virtual universe she selects in her digital asset container a profile that contains a list of information that she has already configured and saved (e.g. her avatar and other information like her electronic money and associated financial services, ID, purchased items,…) The choice of information can be automated (without action on the part of the customer) depending on the universe visited or for a universe already visited. 

The user and the visited universe, access to only one operator service. It up to this network operator to retrieve the adequate information in the different platforms.  
3. She then connects to the desired universe with the information she authorises to share for the successful provision of the service. 

5.x.4
Post-conditions

Alice appears in the universe with the digital information chosen in her digital asset container. 

The information certified is clearly identified.

5.x.5
Existing features partly or fully covering the use case functionality

This feature is currently not documented in the 3GPP specifications.

Concerning the user identity related aspects, the features described in the document TR 22.904 [X] can be applied.
5.x.6
Potential New Requirements needed to support the use case

[PR 5.x.6-1] The 5G system shall be able to manage digital asset container associated with a customer. A digital asset container contains various information, used for the digital representation in a universe, such as the avatar, electronic money and associated financial services, identity, purchased items… 

[PR 5.x.6-2] The 5G network shall support mechanisms to retrieve from the different platforms the information of a digital asset container associated with a customer.  
[PR 5.x.6-3] The 5G system shall support mechanisms to certify part of the information of a digital asset container associated with a customer.

[PR 5.x.6-4] The 5G system shall protect against spoofing attacks of the customer’s digital asset container.
[PR 5.x.6-5] The 5G network and associated platforms shall provide the necessary enablers to:

- use the SIM card as a strong authentication enabler, e.g. ensuring a widespread availability of EAP-AKA

- enable the triggering of the following processes leveraging the MSISDN as an identifier

- reaching the IDs of a digital asset container for ID verification or authentication

- exchanging assets between digital asset containers/users

- smoothly migrate the metaverse related data from one operator to another when users are performing number portability

[PR 5.x.6-6] The 5G network shall respect the current regulation. For example, it must be able to provide the possibility to the customer to erase its information stored temporarily in the network.

End of 3rd Change
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