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	Reason for change:
	[bookmark: _Hlk102069891]Current SA1 requirements on network capability exposure mainly focus on the secure connection between 3GPP and third-party, for example:
-	The 3GPP network shall be able to provide suitable and secure means to enable an authorized third-party to provide the 3GPP network via encrypted connection with the expected communication behaviour of UE(s).   （fromTS22.261）
User privacy is considered in some requirements with few considerations on latest progress in privacy computation technologies, for example:
-	Subject to user consent, operator policy and regulatory constraints, the user privacy shall be maintained when passing location information to a 3rd party service provider. （fromTS22.101）
However, there is still lack of SA1 requirements on the protection of the information exposed between the 3GPP networks and third parties from the following aspects which deprives the multi-parties’ willingness to share more data between each other：
-	the security protection (e.g privacy protection, encryption) of the exposed network status information are not supported. Information, such as the resource utilisation of the network service (radio access point and the transport network (front, backhaul)) is directly exposed to the third party. In addition, some critical network status information is not exposed at all. 
-	the security protection of the exposed UE status information is not flexible enough. With user consent, the UE status is usually exposed directly without concealing. Or some user critical information is not exposed at all.
[bookmark: _Hlk102069926]With proper protection of critical information exposed, the third party and the operator would have more willingness to share data between each other and provide better user service experience. Section 3.1 and section 3.2 list two use cases that would benefit from the enhancement of network capability expose.


	
	

	Summary of change:
	Add requirement for the 3GPP system to support expose the critical network information concealed subject to operator policy, service agreement between operator and 3rd party and user consent. 

Add requirement to support for preserving critical information exposed to a 3rd party.


	
	

	Consequences if not approved:
	There is still lack of SA1 requirements on the protection of the information exposed between the 3GPP networks and third parties which deprives the multi-parties’ willingness to share more data between each other
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[bookmark: _Toc45387135][bookmark: _Toc59114154][bookmark: _Toc91260682]**********************************start of 1st change*******************************************
[bookmark: _Toc106280869][bookmark: _Toc59114183][bookmark: _Toc45387164]29	Service exposure with 3rd party service providers
[bookmark: _Toc106280870][bookmark: _Toc59114184][bookmark: _Toc45387165]29.1	General
The intention of service exposure is that, under the assumption of a service agreement between MNO and a 3rd party, the 3GPP Network allows a 3rd party service provider to benefit from network provided services and capabilities that are exposed by the PLMN. For example the 3GPP Core Network can exchange information with the 3rd party to optimize usage and management of 3GPP resources. A standardized exposure of network services/capabilities reduces the complexity of different 3rd parties to access different 3GPP network services and capabilities.
General requirements for service exposure with 3rd party service providers:
-	The operator shall be able to provide to a 3rd party service provider secure and chargeable access to the exposed services/capabilities i.e. to authenticate, authorize and charge the 3rd party entities. 
NOTE 1: This requirement can be implemented by the existing standardised API frameworks e.g. the OMA API framework.
-	It shall be ensured that the 3GPP services/capabilities are not disclosed to unauthorised parties and that user privacy (avoid e.g. trackable and traceable identity information of the concerned UE) is maintained subject to user agreement, operator policy, service agreement between operator and 3rd party and regulation constraints.
-	It shall be ensured that the 3GPP services/capabilities are not disclosed to unauthorized parties and that network information (avoid e.g. trackable and traceable information of the 3GPP network) is concealed subject to operator policy, service agreement between operator and 3rd party and user consent.  
-	The network service/capability exposure should be generic enough to support different application needs. Exposed 3GPP services/capabilities may use functionalities from different network entities and different 3GPP interfaces
**********************************start of 2nd change*******************************************
[bookmark: _Toc106280871][bookmark: _Toc59114185][bookmark: _Toc45387166]29.2	Exposed Services and capabilities
The 3GPP Core Network shall be able provide a standardized interface to enable exposure of the following services and capabilities to 3rd party service providers:
Support of 3rd party requested MTC Device triggering
-	The 3GPP Core Network shall support a 3rd party service provider request to trigger a UE that is served by the 3rd party service provider, the request shall include: 
-	a trigger payload, to provide information to the application on the UE to e.g. trigger application related actions, 
-	a validity period.
NOTE 1:	The 3GPP Network will attempt to deliver the trigger message to the UE until the validity period expires.
-	The 3GPP Core Network shall support the 3rd party service provider to recall or replace a trigger message that it has previously submitted. 
NOTE 2: 	The goal of device triggering is that the UE takes action based on the content of the trigger payload. This response can involve initiation of communication with an MTC Server of the 3rd party service provider. The UE can initiate communication immediately or later within the validity period.
Support of 3rd party interaction for 3GPP resource management for background data transfer:
-	The 3GPP Core Network shall support a 3rd party service provider request for background data transfer for a set of UEs that are served by the 3rd party service provider, indicating: 
-	the desired time window for the data transfer, 
-	the volume of the data expected to be transferred in a geographic area TS 23.032 [56]. 
-	Additionally, the 3rd party application server shall be able to indicate to the 3GPP System when the background data transfer (a) exceeds the agreed maximum data volume or (b) continues beyond the agreed time window or (c) happens outside the agreed areas – e.g. due to movement of individual UEs, whether this background data transfer:
-	shall be stopped by the 3GPP Sytem or
-	shall continue, possibly under a different charging regime.
-	The 3GPP Core Network shall be able to inform the 3rd party service provider in one coordinated response, based on locally available information (e.g. congestion level) over the geographic area, about: 
-	one or more recommended time windows for the data transfer and 
-	for each time window the maximum aggregated bitrate for the set of UEs in the geographical area indicated by the 3rd party service provider. 
-	Additionally, the 3GPP Core Network shall be able to inform the 3rd party service provider about the charging policy that will be applied to the 3rd party service provider if the data are transferred within the recommended time window and if transmission rates stay below the limits of the respective maximum aggregated bitrate.
-	The goal of providing the time window is to favour transfer of more traffic during non-busy hours and reason for providing the maximum aggregate bitrate is to spread out traffic during that time. The goal of multiple time windows is to allow the 3rd party provider to choose one appropriate time window based on its preference like the expected charging regime and bitrate.
Support of 3rd party interaction on information for predictable communication patterns of a UE:
-	The 3GPP Core Network shall enable a 3rd party service provider to provide information about predictable communication patterns of individual UEs or groups of UEs that are served by this 3rd party service provider. 
Such communication patterns may include:
-	Time and traffic volume related patterns (e.g. repeating communication initiation intervals, desired ‘keep alive’ time of data sessions, average/maximum volume per data transmission, etc.).
-	Location and Mobility related patterns (e.g. indication of stationary UEs, predictable trajectories of UEs, etc.). 
-	This information may be used by the 3GPP system to optimize resource usage.
Support of 3rd party requested session QoS and priority
-	The 3GPP Core Network shall enable a 3rd party service provider to request setting up data sessions with specified QoS (e.g. low latency or jitter) and priority handling to a UE that is served by the 3rd party service provider.
Support of 3rd party requested broadcast
-	The 3GPP Core Network shall enable a 3rd party service provider to request sending a broadcast message in a specified geographic area (as specified in TS 22.368 [52]) expecting to reach a group of devices that are served by the 3rd party service provider. 
Informing the 3rd party about potential network issues
-	The 3GPP Core Network shall be able to indicate to a 3rd party service provider when data transmissions have a risk of incapability to provide expected throughput and/or QoS in a specific area (e.g. due to forecasted high traffic load in that area). Additionally, an estimate may be given when the high traffic load is expected to be mitigated. 
Informing the 3rd party about UE status
-	The 3GPP Core Network shall be able to provide the following information about a UE that is served by the 3rd party service provider:
-	Indication of the of the roaming status (i.e. Roaming and No Roaming) and the serving network, when the UE starts/stops roaming,
-	Loss of connectivity of the UE, 
-	Change or loss of the association between the ME and the USIM,
-	Communication failure events of the UE visible to the network (e.g. for troubleshooting).
-	Reporting when the UE moves in/out of a geographic area that is indicated by the 3rd party,
-	Reporting when the UE changes Routing Area / Tracking Area / Location Area / Cell. 
-	Reporting when the UE changes the status of 3GPP PS Data Off.
NOTE: 	The area indicated by a 3rd party service provider can be mapped to the area used in the 3GPP network, i.e. a list of LAs/RAs/TAs/cells. The 3rd party service provider can define a geographical area as shapes (e.g. polygons, circles) or civic addresses (streets, districts…) as referenced by OMA Presence API [53] e.g. defined by shape areas of IETF RFC-5491 [54] or by civic addresses defined in IETF RFC-5139 [55].
-	The 3rd party service provider shall be able to request a one time reporting or reporting at defined times (e.g. regular intervals, certain pre-defined time points) on the number of UEs present in a certain area and the location of each UE as for a Location Based Service.
-    Subject to user consent, operator policy and regulatory constraints, the user privacy shall be maintained when passing location information to a 3rd party service provider.
Informing the 3rd party about a UE’s connection properties 
-	The 3GPP Core Network shall be able to inform a 3rd party about a UE’s connection properties. 
NOTE:	Connection properties of a UE describe the average data rate range or non-absolute value (e.g. high, medium or low) that the UE is likely to be able to obtain at the current location. The connection properties can, for example, be generated from the UE’s RAT type the UE is currently attached to, the load conditions at its current location and/or other parameters.
Support for non-IP small data transfer with a 3rd party 
-	The 3GPP Core Network shall support a 3rd party for submiting a small amount of non-IP data for delivery to a UE.
- 	The 3GPP Core Network shall  support a 3rd party application server for receiving a small amount of non-IP data delivered from a UE.
-	The 3GPP Core Network shall support a 3rd party to configuring non-IP data delivery for a particular UE (e.g. destination address, maximum number of messages, duration for which configuration applies).
NOTE: 	The use of the Non-IP Data Delivery feature via Service Capability Exposure Function assumes that the UE has indicated support for ‘non-IP data transfer’ and in case the Service Capability Exposure Function is used there will be no user plane EPS bearer established.
Support for preserving critical information exposed to a 3rd party 
-	The 5G network shall support means to negotiate with the authorized third party the type of exposed information and the corresponding concealing function, subject to user consent operator policy, service agreement between operator and 3rd party.
[bookmark: _GoBack]-	The 5G network shall support means to provide the 3rd party service provider with the information obtained by processing the expected information using the concealing function 
-	Additionally, the 3GPP Core Network shall be able to inform the 3rd party service provider about the charging policy that will be applied to the 3rd party service provider for exposing the critical information concealed by the concealing function negotiated above.

**********************************end of changes*******************************************
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