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* * * New change * * *

[bookmark: _Toc29478981][bookmark: _Toc52549804][bookmark: _Toc52550705][bookmark: _Toc91256214]9.8.2	Use case: Permit / deny communication
[bookmark: _Toc29478982][bookmark: _Toc52549805][bookmark: _Toc52550706][bookmark: _Toc91256215]9.8.2.1	Description
The purpose of the authorisation function it to allow the network operator to control and regulate communications in order to avoid disruption/distraction to the users (for example Drivers during voice communication) and preventing unauthorised communication and to minimise network load. 
The FRMCS system System may therefore restrict communication based on a configurable access matrix related to the FRMCS subscriber identity, the FRMCS Functional Identity of the equipment, the FRMCS User Identity, the FRMCS Functional Identity of the FRMCS Users considering the source and destination address.
Decision to permit or deny communication is based on full or subparts of the FRMCS Functional Identity of the FRMCS Users. An example of a full FRMCS Functional Identity of an FRMCS User is a specific driver on a specific train. An example of a subpart of an FRMCS Functional Identity of an FRMCS User is all train drivers.
[bookmark: _Toc29478983][bookmark: _Toc52549806][bookmark: _Toc52550707][bookmark: _Toc91256216]9.8.2.2	Pre-conditions
The An FRMCS user User attempts to establish a communication.
[bookmark: _Toc29478984][bookmark: _Toc52549807][bookmark: _Toc52550708][bookmark: _Toc91256217]9.8.2.3	Service flows
Upon an attempt to establish a communication, the FRMCS Ssystem checks if the source FRMCS User address is allowed to invite the destination FRMCS User address. The FRMCS System shall consider for the verification process the source and destination FRMCS User address. 
If multiple identities are simultaneously active to a FRMCS User, the following order shall be applied to determine the authorisation of the communication establishment:
· Functional identities or subparts of functional identities related to the FRMCS User
· FRMCS User Identity 
· FRMCS functional identities related to the equipment
· FRMCS subscriber identity

If the FRMCS User is allowed to establish the communication, the FRMCS System proceeds the communication setup.
If the FRMCS User is not allowed establish the communication, the FRMCS System shall reject the attempt including the reason of the rejection. 
[bookmark: _Toc29478985][bookmark: _Toc52549808][bookmark: _Toc52550709][bookmark: _Toc91256218]9.8.2.4	Post-conditions
Either the communication has been established or the FRMCS User has been informed about the denial of the call attempt.
[bookmark: _Toc29478986][bookmark: _Toc52549809][bookmark: _Toc52550710][bookmark: _Toc91256219]9.8.2.5	Potential requirements and gap analysis
	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-9.8.2-001]
	The FRMCS System shall be able to control and restrict the establishment of communication in order to avoid disruption/distraction of the FRMCS Users (for example Drivers).
	A
	TS 22.280
	TS 22.280 sub-clause 6.7.3 Requirement [R-6.7.3-007a]


	[R-9.8.2-002]
	The FRMCS System shall be able to restrict communication based on related to the FRMCS subscriber identity, the FRMCS Equipment Identity, the FRMCS Functional Identity of the equipment, the FRMCS User Identity, the FRMCS Functional Identity or subparts of the FRMCS Functional Identity of the FRMCS Users considering the source and destination address.
	A
	TS 22.280
	TS 22.280 Requirements [R-5.17-001] for group calls and 
[R-6.7.2-002] for private calls.
Covered by [R-5.9a-020] and [R-5.9a-021] for functional identities.
Not covered for subparts of functional identities.

	[R-9.8.2-003]
	The FRMCS System shall inform the FRMCS User in case the FRMCS User is not allowed to establish a communication.
	A
	TS 22.280
	Implicit in many requirements.
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