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Abstract: As per request stated in the LS (in S1-203195) from 5G ACIA, this document provides gap analysis with regards to the SA1 requirements for 5G capabilities for factories of the future, and proposes a way forward.
1. Introduction

In the 5G ACIA LS on 5G capabilities exposure for factories of the future, it is requested for 3GPP to provide feedback on these new exposure interface requirements (captured in the attached white paper) and related Stage-2 and Stage-3 work.
As stated in the LS, 5G-ACIA has collected and analysed many industrial use cases and these use cases – as well as inferred communication service characteristics – have been documented in TS 22.104 and TS 22.261. This document provides an initial analysis of these exposure interface requirements, and proposes a way forward.
2. Discussion
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In the whitepaper of “Exposure of 5G Capabilities for Connected Industries and Automation Applications” the deployment of reference points is assumed as illustrated in the figure below (Fig 2 in the white paper).

The Requirements for 5G exposure reference points (section 4 of the white paper) are summarized below as well as the corresponding SA1 requirements:
	
	Requirements in the white paper
	Corresponding SA1 requirements

	Device management

	device identity management (clause 4.2.1)
	· A communication layer identifier, i.e. the generic public subscription identifier (GPSI) defined by 3GPP must be used at 5G exposure reference points for uniquely identifying a UE.

· OT application identifiers must not be used at 5G exposure reference points.
	Stage-2 related
Out of scope of SA1

	device provisioning and onboarding (clause 4.2.2)
	· The 5G exposure reference points must support integration and configuration of a device into a 5G system by provisioning the relevant UE information (e.g. UE IDs, network access authentication keys, subscriptions) to the 5G core network to accept device connection when the device is activated. 

· The 5G exposure reference point En must support provisioning and onboarding of individual devices and groups of devices.

· The 5G exposure reference point En must notify subscribers, for instance the device management server, when a device has connected to the network.
	Stage-2 related
TS 22.261 clause 6.10 “Network capability exposure”.

The 5G network shall provide suitable APIs to allow a trusted third-party to monitor the status (e.g. locations, lifecycle, registration status) of its own UEs.

 The 5G network shall provide suitable APIs to allow a trusted third-party to get the network status information of a private slice dedicated for the 3rd party, e.g. the network communication status between the slice and a specific UE.

	device connectivity management (clause 4.2.3)
	The 5G exposure reference point En must support the provisioning of:

· on-demand UE-to-UE and UE-to-data-network connections with defined quality of service (QoS), e.g. minimum service bit rate, minimum communication service reliability, maximum end-to-end latency, etc. 

· multiple communication services per device, e.g. both Ethernet-based and IP-based communication services

The 5G exposure reference point En must be able to acknowledge a communication service request within 100 ms.
For 5G-TSN integration, the 5G exposure reference point En must provide the 5G virtual bridge and port information to the IIoT application (e.g. a TSN centralized network controller, CNC). This information includes IEEE 802.1Q traffic classes, bridge delay per port pair and per traffic class of the 5G system (5GS), and propagation delay per port. 
The 5G exposure reference point En must enable the IIoT application, such as the CNC, to configure the 5GS bridge, including port configuration (e.g. IEEE 802.1Qbv traffic scheduling parameters), TSN QoS, and traffic forwarding information.
	Stage-2 related
TS22.261

The 5G system shall support on-demand establishment of UE to UE, multicast, and broadcast private communication between members UEs of the same 5G LAN-VN. Multiple types of data communication shall be supported, at least IP and Ethernet.
Based on operator policy, the 5G network shall be able to acknowledge within 100ms a communication service request from an authorized third-party via a suitable API.

TS 22.104

For infrastructure dedicated to high performance Ethernet applications, the 3GPP system shall support enhancements for time-sensitive networking as defined by IEEE 802.1Q, e.g. time-aware scheduling with absolute cyclic time boundaries defined by IEEE 802.1Qbv, for 5G-based Ethernet links with PDU sessions type Ethernet.

	device connectivity monitoring (clause 4.2.4)
	· The 5G exposure reference points must support monitoring of device connectivity.

· The 5G exposure reference points must support monitoring of individual devices (via Ed and En) and groups of devices (via En only). 

· The 5G exposure reference points must support on-demand, periodic, and event-triggered device connectivity monitoring. For event-triggered monitoring, it must be possible to define a list of triggering events, e.g. connection status change, device movements across mobile network radio cells, etc.

· The 5G exposure reference point En must provide a history of communication events. These events include, for example, instances where there was a failure to meet the required QoS. This history may include timestamps of events and location-related information (e.g. the location of UEs and radio base stations associated with events).

· The 5G exposure reference points must respond to a request to provide real-time QoS monitoring information within a specified time (e.g. within 5 s). This time is subject to negotiation between the communication service consumer and the 5G system.
	TS 22.261 clause 6.23 “QoS Monitoring”
The 5G system shall provide a mechanism for supporting real time E2E QoS monitoring within a system.

The 5G network shall provide an interface to application for QoS monitoring (e.g. to initiate QoS monitoring, request QoS parameters, events, logging information).

The 5G system shall be able to provide real time QoS parameters and events information to an authorized application / network entity.

The 5G system shall be able to provide notification of communication events to authorized entities per pre-defined patterns (e.g. every time the bandwidth drops below a pre-defined threshold for QoS parameters the authorized entity is notified and event is logged).

The 5G system shall be able to respond to a request from an authorized entity to provide real-time QoS monitoring information within a specified time after receiving the request (e.g. within 5s).

…

	device group management (clause 4.2.5)
	· The 5G exposure reference point En must enable creation, modification, and removal of device groups, including definition of group communication services, and other group attributes (for instance the service area). 

· The 5G exposure reference point En must support the addition/removal of an individual device to/from a group. 
· It should be noted that a device may belong to multiple groups concurrently. A device may join/leave a group in accordance with, for instance, device location. 

· The 5G exposure reference point En must allow IIoT applications to subscribe to notifications of group status events.
	TS 22.261 clause 6.26 “5G LAN-type service”

Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to create/remove a 5G LAN-VN.

Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to manage a 5G LAN-VN dedicated for the usage by the trusted third-party, including the address allocation.

Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted third-party to add/remove an authorized UE to/from a specific 5G LAN-VN managed by the trusted third-party.

	device location information (clause 4.2.6)
	· 5G systems support precise location services for tracking mobile assets (e.g. automated guided vehicles, mobile robots, moveable assembly platforms, portable assembly tools, mobile control panels).

· The 5G exposure reference point En must allow IIoT applications to obtain device location information with: 

· location data of varying granularity

· one-time delivery of device location information upon request

· reporting of device location information triggered by events such as movements (e.g. a device entering or exiting a defined area or moving a defined distance) and time events (specified time intervals)
	TS 22.104 clause 5.7 “Positioning performance requirements”
TS 22.261
clause 6.27 “Positioning services”

clause 7.3 “High accuracy positioning”
TS 22.071


	Network management

	network monitoring (clause 4.3.1)
	· The 5G exposure reference point En must provide means of monitoring network status, including integration points with other networks, both at set-up and during operation. 

· The 5G exposure reference point En must support monitoring to verify that the network components, including component inventory information and network element capabilities, are configured and connected correctly.

· The 5G exposure reference point En must support monitoring to verify that the (end-to-end) logical network(s) is/are configured correctly in the 5G system.

· Reporting on the logical network(s) a device is (currently) connected to is enabled by the device connectivity monitoring requirements given above.

· The 5G exposure reference point En must support monitoring to verify that a logical network is operating according to the prescribed service level specification (SLS). The SLS is the technical part of a service level agreement (SLA). 

· It must be possible to monitor high-level logical network metrics and KPIs through the aggregation of lower-level metrics and KPIs at the level of physical/logical network components. Access to lower-level metrics and KPIs at the level of physical/logical network components must be permissible, subject to specific authorizations (e.g. when the NPN is operated as a stand-alone network by the enterprise).

· The 5G exposure reference point En must allow monitoring of errors and other alarms from physical/logical network components and connections. 

· The 5G exposure reference point En must provide the monitoring information in such a way that it can be effectively used for error detection, localization, root-cause analysis and resolution. 

· The 5G exposure reference point En must support these network monitoring capabilities when 

· the network is deployed as a stand-alone NPN and operated by the enterprise;

· the network is deployed as a PNI-NPN, i.e. operated by the mobile network operator, and provided as a service to the enterprise.
	TS 22.261 clause 6.23 “QoS Monitoring”



	Security
	The 5G exposure reference points must support means for:

· mutual authentication between the exposure producer (the 5G NPN) and the exposure consumer (an IIoT application)

· confidentiality and integrity of communication between the exposure producer and the exposure consumer

· authorization of the exposure consumer to use exposed capabilities in full, or limited to a subset of the capabilities, based on 

· the functional role of the IIoT application, e.g. network maintenance, network monitoring, or application data exchange

· network location (e.g. indoor network or outdoor network)

· logical network purpose (e.g. network configuration or application data exchange)

The 5G exposure reference point En must make the security logging information of UEs available to IIoT applications. An example for such information is 3GPP security mechanisms used in a device connection (e.g. data privacy, authentication, integrity protection).
	TS 22.261 clause 6.10 “Network capability exposure” and clause 8 “security”


3. Conclusion
5G ACIA work has been built upon the use cases and requirements specified in 3GPP (and in 5G ACIA WG1). As analysed above the majority of requirements listed in the white paper have been covered by the existing SA1 requirements (i.e. TS 22.261 and TS 22.104) although further clarification or alignment may be required. 

Conclusion: the majority of requirements listed in the white paper have been covered by SA1 requirements (i.e. TS 22.261 and TS 22.104).

In the case that further clarification or alignments are required, TEI17 would be sufficient to handle the necessary CRs.

Proposal: TEI17 may be used to handle necessary CRs if further clarification or alignments are required.
