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Abstract: <provide a short description of the content>
SA2 asks SA1 whether SA1 see any need for the UE to be able to send MO exception data in non-allowed area? This discussion paper considers this question.
Background

The purpose of  MO Exception Data is captured in the SA2 Rel-16 CIoT study in TR 23.720, table 4.3-1: Traffic Models for Cellular IoT (only the relevant row is reproduced here):

23.720:: Table 4.3-1: Traffic Models for Cellular IoT
	Category
	Application example
	UL Data Size
	DL Data Size
	Frequency

	Mobile Autonomous Reporting (MAR) exception reports
	smoke alarm detectors, power failure notifications from smart meters, tamper notifications etc.
	20 bytes
	0
ACK payload size is assumed to be 0 bytes
	Every few months;
Every year



These are critical messages that are given special priority handling by the system in a variety of ways. (These are listed later in this paper.) It is clear throughout stage 2 and stage 3 specifications that ‘exception data’ is only sent by the UE when critical. There is however no stage 1 description of this feature.

Service Area restrictions, a capability defined in Rel-15 (23.501 5.3.4.1), restricts the tracking areas that a UE is allowed to have access to regular services.. A UE in a non-allowed Service Area may not initiate communication. This does not however stop a UE from establishing an emergency session or using priority services. 

Discussion

When both features – Service Area restriction and Allowed MO Exception Data are used at once, what occurs? When such a UE is in an area where service is restricted and needs to issue an exception report (using MO Exception Data), is this allowed or disallowed?
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A MO Exception report is considered a high priority event. I briefly review the handling of the MO Exception Reports in 3GPP standards.

The MO exception data uplink NB-IoT capability has not been discussed in SA1 except when SA1 agreed to the access category specifically for these transmissions, triggered by an LS (R2-1911865), added in 22.261 CR0418 (SP-191010) in SA#86. The change is excerpted below.

Table 6.22.2.3-1: Access Categories
	Access Category number
	Conditions related to UE
	Type of access attempt

	1 (NOTE 1) 
 
	UE is configured for delay tolerant service and subject to access control for Access Category 1, which is judged based on relation of UE’s HPLMN and the selected PLMN.
	All except for Emergency, or MO exception data

	10 (NOTE 6)
	All
	MO exception data 


NOTE 6: Applies to an NB-IoT UE, using NB-IOT connectivity to 5GC.

Note that Access Category 10 is not treated as a delay tolerant service.

There are several ways in which ‘MO exception data’ reporting is treated with priority in 3GPP specifications.

· The normal limits for transmission applied to the UE (Small data rate control, 23.501, 5.31.14.3) can be exceeded by a configurable amount specifically for exception data.
· There is a dedicated RRC establishment cause “mo-ExceptionData” (36.331 5.3.3.1b and 5.3.3.1c) and separate access barring (36.331, 5.3.3.14). The radio layer treats Exception data with higher priority than common (mo-Data) and low priority (delayTolerantAccess).
· SA2 clearly prioritizes transmission of exception data: “If the UE is allowed to send exception reporting, the UE may send an initial NAS Message for exception reporting even if Control Plane data back-off timer is running” (23.501, 5.19.7.6) and correspondingly CT1 clearly prioritizes transmission in the corresponding case. (24.501, 5.3.17)
· CT1 specifies a timer called “Service gap” to limit the frequency that the UE can transition to connected mode for sending data. Exception is not restricted in this way (23.501 5.13.16, 24.501, 5.3.17)
· When a UE reaches its maximum number of user plane resources for NB-IoT, the UE can release PDU sessions if there is a new request for sending exception data. (24.501, 6.4.1.5A) This is the same behavior that is used when there is a need to establish an emergency session and the maximum number of PDU sessions that is supported by the PLMN has been reached. (24.501, 6.4.1.5)


There are many examples of services that should not be stopped at service area boundaries, even though they would normally be used only within a restricted area.

· Burglar alarm
· Power failure or ‘tamper alarm’ for any ‘fixed asset’ (one that should not move!)
· Fire alarm
· Health sensor

Consider that service is limited to a Service Area for a device that sends mobile originated NB-IoT messages given the assumption that the device will not move, at least not out of the service area. While this is a valid assumption normally, does it hold for abnormal situations? A valuable device that should not move (at all, or only in a limited way) is taken. Does it become irrelevant that this device burns, is stolen or is tampered with? A patient with a health monitor in a care facility unexpectedly leaves that location. Does it become irrelevant if that patient needs urgent care?

Many IoT devices should never move. Such immobile devices are the best candidate for Service Area restrictions. If the IoT devices are moved, however, they need to inform those responsible for their placement of the event. This however is excluded if the IoT device is prevented from Exception Data based reporting due to being out of its Allowed Service area.

It is also important to note that the UE is only allowed to use exception data if it has been configured by the operator to be allowed to use exception data (see the ExceptionDataReportingAllowed leaf of the NAS configuration MO in 3GPP TS 24.368 or the USIM file EFNASCONFIG in 3GPP TS 31.102). Thus, it is not the case that any UE can simply use exception data to avoid being subject to service area restrictions. Rather, the UE would have to first be configured by the network to be allowed to send exception data.
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Conclusion

If Exception Data reporting is only possible in the Allowed Service Area, this will limit the applicability of both Exception Data reporting and Service Area restrictions. Either an NB-IoT device serving a critical function will need to be configured without a Service Area restriction, or the service customer cannot rely upon Exception Data reporting in exceptional critical situations.

As argued in this paper, the 5G System already prioritizes NB-IoT exception data reporting and provides a number of means to control its abuse. For this reason, and to ensure that both Service Area restrictions and Exception Data reporting are attractive and applicable features for systems that can occasionally face extreme situations in which they need to report critical data.

Proposal

Therefore we propose the response in LS S1-202zzz.

Since there is currently no restriction on the use of NB-IoT Exception Data reporting in non-allowed Service Areas, in our view there is no imperative to change to stage 1 specifications.

As some may view that it would be more helpful to capture this information in stage 1, we provide 22.261CRabcd in S1-202zzz (Rel-16) and 22.261CRabcd S1-202zzz (Rel-17).
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