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Abstract: This contribution proposes a use case for using redundant network paths between TSN talk/listen UEs to eliminate a ‘single point of failure’ at the UE. As system reliability and availability are of critical importance in Industry 4.0, this additional enhancement brings the 5G system into better compliance with Industry requirements.  SA2 had considered this functionality during Rel-16 but was not able to fully address the functionality. The potential requirements derived from the use case will provide further guidance, enabling SA2 to complete the work in Rel-17.
Proposed text changes:
5.X
Redundant Network Paths

5.x.1 
Description

Time-sensitive networking (TSN) for cyber-physical control applications needs to be ultra-reliable.  In the open issues for network performance it has been noted that in TS 22.104, KPIs have been defined for Communication service availability and reliability (see 22.104, table 5.2-1) while 5G QoS characteristics are specified in TS 23.501 relate to packet forwarding treatment.  Much effort has been made to improve that treatment to make it more suitable for TSN, to lower latency in the RAN and support deterministic TSN Streams according to gate schedules provided by an IEEE TSN network management plane (e.g., using 802.1Qbv).  Solutions have been adopted that improve stream reliability by using dual connectivity (DC) with multiple PDU sessions to separate UPFs, and by supporting PDCP layer duplication with DC and Carrier Aggregation (CA).  

Yet even with these improvements, it is not clear how, with an end-to-end user plane path that contains a single point of service failure, one can achieve availability as high as 99.999999% and service reliability meantime between failures of ~10 years, as required for many deterministic communication scenarios. 

High reliability/availability has been addressed in Ethernet related standards by enabling link redundancy in end-to-end paths so failure of any one link or relay node does not interrupt service. By using FRER (IEEE 802.1CB), PRP (IEC 62439-3:2016) or other mechanisms to transmit redundant frames over the paths, each link may have a more relaxed requirement.  For example, to increase service reliability/availability in TSN networks, FRER can be employed between Talker and Listener over end-to-end redundant paths that have orthogonal failure modes.  

To support this with the 5GS:

1. Talker to listener connectivity needs to be supported using more than one (redundant) 5GS bridge, where each bridge is comprised of independent components with orthogonal failure modes, including separate UEs for each bridge.

2. Operations that increase the likelihood of a link disruption at scheduled TSN Tx/Rx times are coordinated between redundant UEs so they do not occur simultaneously.   This includes operations that involve an RRC Reconfiguration (e.g., handover when there may be a brief link interruption).

5.x.2 
Pre-conditions

A factory robot requires real-time deterministic communication with a controller. Support for precise motion control means TSN with communication service availability approaching eight 9’s and communication service reliability that provides a mean-time between failure of ~10 years is needed.  To achieve this the network provider allocates separate resources for two or more parallel network paths with independent failure modes.  The paths connect talker (controller) and listener (robot) endpoints that support FRER.  Each path includes a 5GS bridge with separate, independent UEs. 
5.x.3
Service Flows

Handovers and other actions by two or more UEs that have setup independent PDU sessions through different gNBs for the purpose of providing e2e redundant paths are coordinated so only one path is affected at a time.  The coordination ensures that at any time, only one UE will be engaged in a handover (or other action) that affects the reliability / availability of the service.  At all times, at least one UE maintains its current radio connection.   Hence an unperturbed path between endpoints is always be available for sending TSN traffic at the time proscribed by an 802.1Qbv schedule. 
5.x.4
Post Conditions

User plane connectivity is provided that meets the service availability and reliability requirements for periodic deterministic communication.
5.x.5
Existing Features partly or fully covering the use case functionality

Many Release 16 requirements for reliability and availability of TSN communications have been addressed by a solution adopted in downstream groups where a UE uses dual connectivity to establish PDU Sessions through separate UPFs.  Redundant paths may be established using FRER on the paths through the two UPFs. This eliminates single points of service failure in the end-to-end path except for the UE. 

In addition, 23.501 Annex F (informative) describes how redundant user plane paths based on multiple UEs per device can be realized. That approach uses UE Reliability Groups to provide redundancy by configuring independent paths through different gNB cells.  The approach includes:

· Separate gNBs for each user plane path

· Terminal devices that integrate multiple UEs which can connect to different gNBs independently.

· Redundant RAN coverage

· UPF and Transport aligned with the RAN, with separated, redundant user plane paths

· Separate Core Network Control Plane (eg: AMF, SMF) for the UEs

· Operation of the redundant user plane paths is made sufficiently independent, to the extent deemed necessary by the operator, e.g., independent power supplies

The approach increases reliability by creating parallel communication paths that are as independent as possible.  It however does not coordinate 5GS controllable events that increase the likelihood of path disruption so they do not occur simultaneously.

5.x.6
Potential New Requirements needed to support the use case
[PR-5.x.6-001] The 5G system shall provide support for reliable communications when a UE serves as a TSN talker or listener so there is no single point of service failure.

6.3
Network operation and Maintenance

This clause contains merged and consolidated potential service requirements related to network operation and maintenance in 5G non-public networks for cyber-physical control applications in vertical domains. This includes enhanced QoS monitoring, communication service and networks diagnostics. Furthermore, this clause includes merged and consolidated potential service requirements related to the communication service interface between application and 5G systems, e.g. information to the 5G network for setting up communication services for cyber-physical control applications and corresponding monitoring.
[CPR 6.3-a] The 5G system shall provide support for reliable communications when a UE serves as a TSN talker or listener so there is no single point of service failure.
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