Page 1



3GPP TSG-SA WG1 Meeting #87 
S1-192716
Sophia-Antipolis, France, 19-23 August 2019
(revision of S1-192677)
	CR-Form-v11.2

	CHANGE REQUEST

	

	
	22.173
	CR
	0125
	rev
	2
	Current version:
	16.3.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	


	Proposed change affects:
	UICC apps
	
	ME
	
	Radio Access Network
	
	Core Network
	X


	

	Title:

	eCNAM Analytics Interworking 

	
	

	Source to WG:
	Ericsson, AT&T, T-Mobile US, Charter Communications, Sprint, Verizon

	Source to TSG:
	S1

	
	

	Work item code:
	eCNAM_An
	
	Date:
	2019-08-22

	
	
	
	
	

	Category:
	C
	
	Release:
	Rel-17

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)

Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8
(Release 8)
Rel-9
(Release 9)
Rel-10
(Release 10)
Rel-11
(Release 11)
Rel-12
(Release 12)
Rel-13
(Release 13)
Rel-14
(Release 14)
Rel-15
(Release 15)
Rel-16
(Release 16)

	
	

	Reason for change:
	Recent regulatory activities on protecting and empowering consumers against fraudulent calls.

	
	

	Summary of change:
	Adding text clarifying what eCNAM delivers in the absence of verification and interworking with the caller ID analytics function (outside 3GPP).

	
	

	Consequences if not approved:
	Specification becomes out of sync with regulatory guidelines and consumer expectations.

	
	

	Clauses affected:
	2, 3.3, 8.2.24.1, 8.2.24.2, 8.2.24.3.1.2.

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications

	TS/TR …CR… 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	No stage 2 impacts anticipated.
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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
[2]
(void)

[3]
(void)

[4]
3GPP TS 22.228: "IP multimedia (IM) CN subsystem, stage 1"

[5]
ITU-T Recommendation I.210: "Principles of telecommunication services supported by an ISDN and the means to describe them".

[6]
3GPP TS 22.041: "Operator Determined Barring (ODB)"

[7]
3GPP TS 24.173: " IMS Multimedia Telephony Communication Service and Supplementary Services; Stage 3"

[8]
3GPP TS 22.101: "Service principles".

[9]
3GPP TS 22.182: "Customized Alerting Tones (CAT) Requirements; Stage 1".

[10]
3GPP TS 22.183: "Customized Ringing Signal (CRS) Requirements; Stage 1".

[11]
ITU-T Recommendation F.703: "Multimedia Conversational Services".
[12]
3GPP TS 22.090 : "Unstructured Supplementary Service Data (USSD); Stage 1".
[13]
3GPP TS 22.001: "Principles of circuit telecommunication services supported by a Public Land Mobile Network (PLMN)".

[14]
3GPP TS 22.030 : " Man-Machine Interface (MMI) of the User Equipment (UE)".
[15]
ATIS 1000067.2015, "IP NGN Enhanced Calling Name (eCNAM)". 
[16]
IETF RFC 8224: "Authenticated Identity Management in the Session Initiation Protocol (SIP)".
[17]
ATIS 1000074.2019, "Signature-based Handling of Asserted information using toKENs (SHAKEN)".

* * * Next Change * * * *
3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

3PTY
Three Party

ACR
Anonymous Communication Rejection

AOC-C
Advice Of Charge - Charging

AOC-D
Advice Of Charge - During the communication

AOC-E
Advice Of Charge - at the End of the communication

AOC-I
Advice Of Charge - Information

AOC-S
Advice Of Charge - charging information at communication Set-up time
CAT
Customized Alerting Tone
CB 
Communication session Barring

CCBS
Completion of Communication sessions to Busy Subscriber

CD
Communication Deflection

CDIV
Communication DIVersion

CFB
Communication Forwarding Busy

CFNL
Communication Forwarding on Not Logged-in

CFNR
Communication Forwarding No Reply

CFNRc
Communication Forwarding on Subscriber Not Reachable

CFU
Communication Forwarding Unconditional

COLP
COnnected Line identification Presentation 

COLR
COnnected Line identification Restriction

CONF
CONFerence
CRS
Customized Ringing Signal
CS
Circuit Switched
CUG
Closed User Group

CW
Communication Waiting

eCNAM
Enhanced Calling Name

ECT
Explicit Communication Transfer

FA
Flexible Alerting 

HOLD
Communication HOLD

ICB
Incoming Communications Barring

MCID
Malicious Communication IDentification

MWI
Message Waiting Indication

OCB
Outgoing Communications Barring

OIP
Originating Identification Presentation

OIR
Originating Identification Restriction

PSAP
Public Safety Answer Point
PUI
Public User Identity
SHAKEN
Signature-based Handling of Asserted information using toKENs
STIR
Secure Telephone Identity Revisited

TIP
Terminating Identification Presentation

TIR
Terminating Identification Restriction

* * * Next Change * * * *
8.2.24
Enhanced Calling Name (eCNAM)

8.2.24.1
Definition and Scope

The eCNAM service [15] provides the terminating party with the eCNAM identity data of the originating party. The eCNAM identity data consists of a name and metadata. This service is available to a user only after subscription.

NOTE:
The size of the eCNAM identity data can be up to 1000 characters.

The eCNAM service informs and protects terminating users from fraud attemps (e.g., fraudulent robocalls) through its retrieval, assembly and delivery of the call metadata together with the results of the Caller Identity Analytics function (defined in Section 3.1).
The Caller Identity Analytics function is expected to encompass the results of verification, such as the Secure Telephone Identity Revisited (STIR) [16] / Signature-based Handling of Asserted information using toKENs (SHAKEN) [17].

The eCNAM service combines its metadata and the results of the Caller Identity Analytics function so that the end user receives an all-inclusive display of the pertinent call information. As a result, the end user receives the eCNAM metadata, authentication and verification mechanisms, and the outcome of the Caller Identity Analytics in the same eCNAM message.
* * * Next Change * * * *
8.2.24.2
Service Requirements and Functionality

The terminating service provider shall extract the originating party’s telephone number from the originating party identity (e.g., from the tel-URI) to use in its query to retrieve eCNAM identity data from an authoritative data source. eCNAM identity data includes any information that allows the recipient to identify or contact the calling party, including the telephone number, name, logo.
The terminating service provider shall ensure that the received calling number is verified.                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                                       
If the terminating service provider determines that the originating party's telephone number is verified and OIR is not invoked, the terminating service provider shall retrieve the originating party’s eCNAM identity data. 

If the originating party's telephone number cannot be obtained, eCNAM identity data may not be available and the terminating service provider shall indicate the unavailability of the eCNAM identity data to the terminating party.

If the originating party’s telephone number cannot be verified, eCNAM identity data may not be displayed to the user. However, subject to service provider policy, the results of the Caller Identity Analytics function – if available - shall be included in the eCNAM message delivered to the UE.
The interface between the terminating service provider (eCNAM service) and the Caller Identity Analytics function shall be private and secure.

NOTE 1: 
The Caller Identity Analytics function is expected to have information (e.g., statistical and reputation) about the caller and/or the call that could be useful to the user. Therefore, even in the absence of a verification service, the delivery of this analytics information can protect the user against fraud and help service providers meet their regulatory obligations.
The terminating service provider shall obtain the eCNAM identity data from a trusted source.  This trusted source may be the originating service provider or a third party with a business arrangement with the originating service provider.  

The interface between the terminating service provider and the trusted data source shall be private and secure.

The conditions for exchange of data are governed by regional regulatory administration and through service provider agreement.

The terminating service provider’s delivery of originating party’s eCNAM identity data to the terminating party shall be subject to Originating Identification Restrictions (OIR). 

If a terminating service provider requests a data element that the originating party did not consent to releasing, the data element shall not be returned.

NOTE 2: 
A trusted source contains subscriber identity information that is obtained directly from the subscriber's communications service record, and is updated in near-real time with any changes in the subscriber's service record. A subscriber's communications service record is created when the user starts service with the service provider.  The record contains information such as the name, address, billing information.

The service provider shall obtain its subscribers' consent for elements listed on the subscriber's communications service record at the start of communications service, and allow the subscriber to modify his/her consent at any point during the service.  

NOTE 3: 
The metadata is intended to provide additional identity information about the originating party to the terminating party. The originating party’s privacy is a primary factor determining presentation of his/her metadata to the terminating party; no identity information is presented without his/her consent. Examples of the metadata include: the postal code, the preferred language, the business name and the business segment. The metadata delivered can vary from one service provider to another. The metadata offered by each service provider is subject to expansion and modifications over time, as more data or updated data becomes available about the originating party. 

For the eCNAM service, the originating and terminating service providers shall agree on the retrievable metadata with the originating party's consent based on regional regulations.  

The eCNAM service shall support a service provider policy to establish the priority of delivering the identity data received from eCNAM query results and originating party identity data over any other data received from the originating party. 

NOTE 4: 
OIP and eCNAM have the same level of priority. 

3GPP systems shall support the delivery of the eCNAM identity data in multiple languages (e.g., Chinese). Semantic translation is outside the scope of this standard. 

3GPP systems shall relay the eCNAM identity data from the trusted sources to the terminating party without modification.

NOTE 5: 
The purpose of the preceding two requirements is to deliver eCNAM in more languages, such as Chinese.However, this does not require the storage of the eCNAM data in multiple languages in the databases. 

* * * Next Change * * * *
8.2.24.3
Service interactions with other IMS supplementary services

8.2.24.3.1
Identification Services

8.2.24.3.1.1
Originating Identification Presentation (OIP)

For users that subscribe to both OIP and eCNAM, both originating party identity and eCNAM identity data shall be delivered to the terminating party.  

8.2.24.3.1.2
Originating Identification Restriction (OIR)

The requirements for presenting and withholding the originating party's eCNAM identity data shall adhere to the rules described in [4] for the presentation of session originator identity.

If the originating party subscribed to or invokes OIR, eCNAM identity data shall not be delivered to the terminating party, including data elements that the originating party had consented to release.
Non-identifying information generated by the Caller Identity Analytics function to alert the user against possible fraud (e.g., “Known Scam”) can be delivered to the user on calls from anonymous (private) callers. It is therefore possible for the user to receive a display such as:

Private Number... "Known Scam"
8.2.24.3.2
Diversion Services

8.2.24.3.2.1
Communication Forwarding Unconditional (CFU)

When a communication has been forwarded and the forwarded-to party has been provided with the eCNAM service, the forwarded-to party shall receive the eCNAM identity data of the original originating party, if this originating party has not subscribed to or invoked the OIR service.

8.2.24.3.2.2
Communication Forwarding Busy (CFB)

Same as CFU.

8.2.24.3.2.3
Communication Forwarding No Reply (CFNR)

Same as CFU.

8.2.24.3.2.4
Communication Forwarding on Not Logged-in (CFNL)

Same as CFU.

8.2.24.3.2.5
Communication Deflection (CD)

When a communication has been deflected and the deflected-to party has been provided with the eCNAM service, the deflected-to party shall receive the eCNAM identity data of the original originating party, if this originating party has not subscribed to or invoked the OIR service.

8.2.24.3.2.6
Communication Forwarding on Subscriber Not Reachable (CFNRc)

Same as CFU.

8.2.24.3.3
Communication Waiting (CW)

If a terminating party has the eCNAM service active and is notified that an incoming communication is waiting, then this terminating party shall receive the eCNAM identity data of the originating party, if this originating party has not subscribed to or invoked the OIR service.

8.2.24.3.4
Completion of Communication to Busy Subscriber (CCBS)

The originating party’s eCNAM identity shall be transmitted to the CCBS customer’s UE when the terminating party becomes free and a CCBS communication is generated to the terminating party.

If the terminating party subscribed to or has invoked OIR, the terminating party eCNAM identity data shall not be delivered to the originating party.

8.2.24.3.5
Explicit Communication Transfer (ECT)

The transferee’s eCNAM identity data shall be delivered to the transfer target subject to the transferee's OIR, and assuming the transfer target has eCNAM active. 

The transferring party eCNAM identity data may also be delivered to the transfer target based on operator policy and terminal capability and subject to the transferring party’s OIR. 

8.2.24.4
Interoperability with PSTN/ISDN and mobile CS  services

The IMS Multimedia Telephony service shall support the interoperability of the eCNAM service with mobile CS and PSTN/ISDN Supplementary Service CLIP.  The eCNAM service shall utilize only the calling number originating from the PSTN to obtain the originating party’s eCNAM identity data.  

eCNAM is not offered in the PSTN.

* * * End of Changes * * * *
