3GPP TSG-SA WG1 Meeting #85 
S1-190258
Tallin, Estonia, 18 - 22 February 2019
(revision of S1-190124)
Title:
Resolving EN for Use case of C2 communication
Agenda Item:
FS_EAV
Source:
Intel
Contact:
Ellen C Liao, ellen.c.liao@intel.com 
Abstract: This PCR proposes to add service requirements for the use case of C2 communication related to KPIs, network navigated C2 communication, and differentiated QoS for different traffic types. 
Discussion
This PCR proposes revision to the use case of C2 communication in the following aspects:

· Update KPIs for different traffic types in C2 
· Add service requirements for network navigated C2 model with flight plan 

· Add service requirements for 3GPP system to identify different traffics types and provides differentiated QoS for C2 communication per authorized application. 
	*** 1st Change ***


5.3
Use case for UAS Commands and Control (C2) Communication

5.3.1
Description

In the service requirements of Rel-16 ID_UAS, it is assumed that the UAS is operated by the human-operator using a UAV controller to control a paired UAV, in which both UAV and the UAV controller are connected using two individual connections via 3GPP network for commands and control (C2) communication. 

However, the ID_UAS service in Rel-16 does not taken into account the KPI of the C2 communication. 

First thing to consider for the UAS operation is the raised safety concerns, including the risk of mid-air collision with another UAV, the risk of loss of control of a UAV, the risk of intentional misuse of a UAV, and the risk of various UAS users, e.g. business, leisure, etc, sharing the airspace. Therefore, to avoid the safety risks, when considering 5G network as the transport network, it is important to provision UAS services by guarantee QoS for the C2 communication.

Figure 5.3-1 shows four C2 communication models in this use case.
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Figure 5.3-1: Four C2 Communication Models (blue arrows show C2 communication links)

Model-A: Direct C2, the UAV controller and UAV establish a direct C2 link to communicate with each other and both are registered to the 5G network using the radio resource configured and scheduled provided by the 5G network for direct C2 communication. 

Model-B: Indirect C2, the UAV controller and UAV register and establish respective unicast C2 communication links to the 5G network and communicate with each other via 5G network. Also, both the UAV controller and UAV may registered to the 5G network via different NG-RAN nodes. The 5G network needs to support mechanism to handle the reliable routing of C2 communication in any cases.  

Model-C: Dual Indirect C2, following Model-B indirect C2 model, in order to ensure the service availability and reliability of the C2 communication for UAS operation, especially when the UAV is flying beyond line of sight (BLOS) of the operator, redundant C2 communication link are supported for UAV.

Model-D: UTM-Navigated C2, the UAV has provided pre-scheduled flight plan for autonomous flying, however the UTM still maintain a C2 communication link with the UAV in order to monitor the UAV and navigate the UAV whenever necessary. 

In general, Model-A, Model-B, and Model-C are for direct command and control to fly the UAV by the human-operator using UAV controller. To avoid the risk for losing control of the UAV, it is critically important to ensure the 5G connectivity for C2 communication.  

On the contrary, Model-D is for indirect command and control to fly the UAV using pre-schedule flying route provided by the UTM. In this case, the UTM needs to regularly monitor the flying status and provide updates to adjust route if needed.
For reliability and service availability consideration, the hybrid C2 models may also be applicable by combining any models with one as back up C2 communication link. 

· For example, Model-A direct C2 can be used at first and then switch to the Model-B indirect C2 when the UAV is flying beyond LOS. 

· For example, the Model-C dual indirect C2 can be used when the Model-B indirect C2 communication is with weak connectivity, the 5G network can enable Model-C dual indirect C2 communication to ensure the reliability of the C2 communication.

· For example, the Model-D UTM-navigated C2 can also be utilized whenever needed, e.g. for air traffic control, the UAV is approaching No Drone Zone, and detected potential security threats, etc. 

According to [6], based on the system architecture with ground radio station (GRS) to repeat the signals for the Remotely Piloted Air System (RPAS), the communication speed (in bps) requirements have been identified for the uplink and downlink C2 communication based on traffic types, e.g. 

· from RPAS to GRS (downlink): Telemetry (7595 bps), Navaid Display Data (1137 bps), ATC Voice (4800 bps), ATS Data (59 bps), Weather (27770 bps).

· from GRS to RPAS (uplink): Telecommand (4563bps), Navigational Aid Setting (666 bps), Air Traffic Control-Voice (4800 bps), Air Traffic Control-Data (49 bps).  

It has been shown that the requirement for the C2 communication would greatly depend on the required traffic types in UAS services for a UAV in the end-to-end communication path. Therefore, there are four service classes have been defined in [6] to support one to multiple traffic types. 

Similarly, the bandwidth and latency KPIs for different traffic types can be considered for C2 communication via the 3GPP network as provided in Figure 5.3-1. In principle, the following traffic types need to be considered: 

· Command and Control: using C2 communication for delivering the instructions from the UAV controller/UTM to the UAV. The C2 communication of this type includes two different subclass to reflect different distances between the UAV and the UAV controller/UTM, including visual line of sight (VLOS), and non-visual line of sight (Non-VLOS). The latency of this VLOS traffic type needs to consider instruction delivery time, human reaction time and assisted media, e.g. video streaming, delivery latency. As such, the sustainable latency for VLOS is shorter than that for Non-VLOS.
· Telemetry C2: using C2 communication for the monitoring events reporting. The bandwidth and latency requirements are not critical. 

· Real-time C2: using C2 communication for telecommands, the required latency needs to consider end-to-end C2 communication path (both for uplink and downlink) as well as reaction time of the operator. 

· Video Streaming C2: using C2 communication for uploading live video stream from the UAV to the UTM in 3GPP network or UAV controller. In the latter case, the bandwidth and latency requirement need to be supported in both uplink and downlink for the end-to-end C2 communication path. Depending on the resolution of the video stream, the required bandwidths are different. However, the latency requirement is critical and needs to also take into account human reaction delay if using Model-A/B/C.

· Situation-Aware Report C2: using C2 communication for reporting configured monitoring events, e.g. for detected identifiable objects, and urgent event alarm due to detected unidentifiable objects/obstacles, e.g. birds, kites, aliens, UFO, etc.  In later case, the video clips may be sent with the alarm. 

Table 1 shows the KPIs for the considered use cases for C2 communication:
	Traffic Type for C2
	Bandwidth
	Latency

	Command and Control
	0.001 Mbps
	VLOS: TBD
Non-VLOS: TBD

	Telemetry
	0.012 Mbps w/o video
	 1 sec

	Real-Time
	0.06 Mbps w/o video
	 100 msec

	Video Streaming
	4 Mbps for 720p video

9 Mbps for 1080p video

30 Mbps for 4K Video
	  100 msec

	Situation Aware report
	 1 Mbps
	 10-100 msec


Furthermore, according to the type of the UAS services, some traffics may require higher priority in C2 communication for responding to the urgent events, e.g. sudden bird flocks are approaching, etc. 
5.3.2
Pre-conditions

The operator powers on the UAV and UAV controller. The UAV and the UAV controller respectively register to the 5G network. 

5.3.3
Service Flows

The 5G network establishes respective sessions for the UAV and UAV controller, which can be used to communicate with UTM and as a default C2 communication for the UAS.

As part of the registration procedure or service request procedure, the UAV and UAV controller request UAS operation and indicate pre-defined service class or required UAS services, identified by Application ID(s), e.g. Navigational Aid Service, and Weather, etc., to the UTM. 

The UTM grants the UAS operation for the UAV and UAV controller, provides granted UAS services, and allocates a temporary UAS-ID, to the UAS.The UTM provides required information for C2 communication of the UAS to the 5G network, e.g. service classes, or traffic types of the UAS services, required QoS of the authorized UAS services, and subscription of the UAS services.

The UAV and UAV controller indicate preferred C2 communication model, e.g. Model-B, with allocated UAS-ID to the 5G network when requesting to establish C2 communication with the 5G network.

If there is need to create additional C2 communication connection or change the configuration of the existing data connection for the C2, the 5G network modifies or allocates one or more QoS flows for the C2 communication traffics based on granted UAS services information of the UAS and required QoS and priority in C2 communication. 

5.3.4
Post-conditions

The UAS operation is successful with the support of required QoS in C2 communication over 5G network.

5.3.5
Existing features partly or fully covering the use case functionality

The 5G system shall support mechanism for command and control (C2) communication between the UVA and the UAV controller with pre-defined C2 communication models, e.g. direct C2, indirect C2, dual indirect C2, and UTM-navigated C2 models.

The 5G system shall support mechanism for C2 communication between the UVA and the UTM for monitoring the UAV status, and UTM-navigation.

The 5G system shall support mechanism to provision required QoS, priority, and ensure reliability for one or more C2 communication sessions between the UAV and UAV controller.



The 5G system shall support end-to-end integrity and confidentiality for the C2 communication.

5.3.6
Potential New Requirements needed to support the use case

The 5G system shall enable command and control (C2) communication between the UVA and the UAV controller with direct C2 communication  in the network coverage or out-of-network coverage.
The 3GPP system shall provide a UTM-navigated C2 mechanism for a UTM to fly the UAV via flight plan.

The 3GPP system shall provide a mechanism to allow a UTM to track the UAV and ensure the UAV following the flight plan. 
The 5G system shall support a mechanism to interact with UTM for obtaining required UAS service information for C2 communication, e.g. service classes, traffic types, required QoS, and service authorization , etc., to identify the traffics and enforce differentiated traffic policies.

The 5G system shall provide a mechanism to allow UTM to provision traffic parameters e.g. traffic flows, traffic types, of C2 communication associated to the same or different application, and request differentiated QoS accordingly.

The 5G system shall support mechanism for UTM to configure monitoring events, and corresponding actions, e.g. monitoring reports to the network, urgent reports to the network, and urgent actions at the UAV, e.g. turns away, return to the UAV controller or a specific location, etc.

The 5G system shall support mechanism for the UTM to monitor the C2 communication using any pre-defined C2 communication models between UAV and the UAV controller and perform actions when detecting the configured monitoring events, e.g. approaching no drone zone, or situation-aware events, e.g. flash/tornado is happening, etc.

The 5G system shall support mechanism to prioritize different UAS services in C2 communication for one UAS or among multi-UASs.
The 5G system shall support a mechanism to switch between C2 communication modes for UAS operation, e.g. from indirect C2 communication to direct C2 communication, and ensure the disconnection time is below [10] msec.
The 5G system shall support a mechanism to switch between C2 communication modes for UAS operation, e.g. from indirect C2 communication to UTM-navigated C2 communication, and ensure the disconnection time is below [10] msec.
The 5G system shall support periodical data traffic, e.g. telemetry, in C2 communication with required bandwidth for [0.012] Mbps.

The 5G system shall support real-time traffic, e.g. telecommand, in C2 communication with required bandwidth for 0.06Mbps, and required latency less than [100] msec.

The 5G system shall support video streaming traffic in C2 communication with required bandwidth from 4Mbps to 30Mbps and latency less than [100] msec.
Editor’s Note: the list in 5.3.5 can be considered for further inclusion in potential requirements.
	*** End of Change ***


