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1 Status update on Diameter End-to-end Security Subgroup (DESS)

GSMA FASG DESS would like to provide 3GPP SA3 with the business rationale for the requirements previously submitted as S3-172175: DESS Update and Requirements for Securing Inter-PLMN Signalling Interfaces in 5G”. SA3 is invited to consider the input document embedded below, including the updated requirements specified in it.
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2 Action required
As previously requested, GSMA FASG DESS would like to ask 3GPP SA3 to apply a “security-by-design” methodology considering its requirements, in order to secure the inter-PLMN interface between service providers for the 5G network.
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Source: GSMA FASG DESS

Title: The IPX network and its implications for inter-PLMN security	

Document for: Discussion

Agenda Item:	

1	Decision/action requested

This document describes how messages are exchanged within the IPX ecosystem and the shortcomings of IPX security today in order to understand the need of authenticity, integrity and confidentiality measures for 5G.

2	References

[1] 	GSMA Permanent Reference Document (PRD) IR.34 Guidelines for IPX Provider networks

[2] 	GSMA PRD IR.88 LTE and EPC Roaming Guidelines

[3]	GSMA PRD IR.80 Technical Architecture Alternatives for Open Connectivity Roaming Hubbing Model

3	Rationale

Document to describe the rationale behind the requirements liased in “S3-172175: DESS Update and Requirements for Securing Inter-PLMN Signalling Interfaces in 5G”

Terminology:

- In this document, the PLMN operator is called “service provider”. From IPX point of view, the PLMN operator provides a service on the IPX network that can be used by others.

4	Detailed proposal

[bookmark: _Toc500669574]4.1 Interconnection Model of the IPX Network

The IPX network interconnects service providers via IPX providers. The connection is used to exchange signalling and user plane messages through the IPX network. The scope of the security solution is limited however to signalling interfaces and messages interchanged between service providers over the IPX network i.e. inter-PLMN signalling messages.

Figure 1 shows an example typical setup:
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[bookmark: _Ref500669684] – Typical setup in the IPX network

The main IPX providers are connected to each other, although smaller IPX providers (such as “IPX provider C”) are not connected to all IPX providers, although the strong preference of PRD IR.34 is to have a maximum of 2 IPX hops.

Service providers are usually connected to one or at most two IPX providers. Upon establishment of a roaming agreement between two service providers, a path is agreed upon by which the signalling messages are exchanged between them. The path is often fixed and not load shared between IPX providers.

In EPC roaming, to exchange Diameter signalling messages on the inter-PLMN interface both service providers and IPX providers usually use Diameter Edge Agents (DEA) on the edge of the network as described in IR.88 [2] as below in Figure 2:
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[bookmark: _Ref500669710] – IPX network key elements

The DEA is the node that provides the interworking between public and private IP addresses, internal and external Realms using the 3GPP format defined in the IR.88 and does topology hiding for security reasons. The DEA and signalling firewall are typically the nodes where providers locate the security function in the Diameter signalling exchange, and the Security Edge Protection Proxy (SEPP) will probably fulfil that function in the 5G network.

IR.88 [2] also describes an interconnection model where the service providers exchange messages over a secure connection using the IPX network as transit network but that architecture model is hardly implemented due to operational constraints. 

[bookmark: _Toc500669575]4.2 Services that IPX Providers Offer

IPX providers provide a broad range of services to the service providers next to network connection. This chapter includes examples of those services. IPX providers have a long history of offering services to service providers that involves manipulating or inspecting Diameter messages, as IPX providers did (when they still were called “”carriers”) in the inter-PLMN SS7 network. Although the lack of inter-PLMN security partly influenced the uptake in inspection and manipulation, many service providers are today dependent on such services.

[bookmark: _Toc500669576]4.2.1 Outsourcing DEA Functionality to IPX Providers

Smaller scale services providers sometimes do not possess a DEA that can do, for example, topology hiding or do not possess a DEA at all. This implies that the Origin-Host, Session-Id (because it contains Origin-Host) and Route-record need to be rewritten. 

For the return path there is reverse-reverse-topology hiding to map normalized AVPs back to topology hidden AVPs for the DEA to correctly “de-hide” As a consequence the destination-Host will be rewritten.

4.2.2 Outsourcing technical maintenance of connections from roaming partners to IPX providers

Smaller scale service providers sometimes prefer outsourcing operational activities to maintain communication connections to all their peer service providers with which they have roaming agreements. This requires constant link testing and adjustments, including updating network configuration upon changes in a peer service provider network. If offered to multiple Service providers, this service scales better if offered by an IPX provider.

[bookmark: _Toc500669577]4.2.3 Corrective functions applied by IPX providers

Below are examples of corrective functions that IPX providers execute:

Service providers are not always providing the correct Destination-Realm or no destination realm at all. This could for instance be to correct an uppercase realm to a correct lower case realm or to provide “IMSI-to-EPC-Realm mapping” by analysing the User-Name AVP and providing the correct realm for routing. 

Also for the LTE roaming hubbing service described in IR.80 [3] the Destination-Realm might be manipulated to force routing to the hub in the IPX network.

IP providers could also change the RAT from UTRAN to EUTRAN due to limitations of the visited MME. For the same reason the optional flag is set to a mandatory flag in the RAT type.

Change result codes in Diameter ULA message from one value (e.g. 5004) to another (e.g. 5003) towards the MME because the home network in this case does not support error code 5004.

A limitation in some HSS implementations is overcome by manipulating the reject cause so that the subscriber can successfully fall back to 3G and does not get stuck in LTE network. Error cause 5001 is overwritten to error cause 5420.

In general any AVP could be deleted in the command codes if the visited network MME or home network HSS does not comply with what is sent.

[bookmark: _Toc500669578]4.2.4 Manipulation of AVPs

Below are examples of AVP manipulations that IPX providers can execute:

Adding AVPs:

Some Diameter nodes mandate the presence of certain AVP (such as ‘s6a/s6d 16777251’ for Auth-Application-Id in Vendor-Specific-Application-Id).  IPX DRA/DEA would insert those attributes if they are not present for interoperability purposes.

Modifying AVPs:

Roaming brokerage service to change the User-Name (IMSI)

APN info, Context identifier and QCI information is overwritten to comply with the standard format

Deleting AVPs:

Removal of STN-SR AVP to prevent VoLTE eSRVCC handover for roamers

[bookmark: _Toc500669579]4.2.5 Inspection of Diameter messages

IPX providers do also inspect Diameter messages in order to provide different services such as:

Fraud control and security services. This includes a mechanism that relies, for example, on comparison between different protocols such as SS7 and Diameter. 

Roaming quality monitoring and reporting to service providers.

Traffic steering based on quality and costs criteria. 

Value Added Services such as “Welcome SMS” which is generated by inspecting the successful location update messages.

[bookmark: _Toc500669580]4.2.6 Response to messages on the service providers’ behalf

IPX providers deliver steering of roaming services to the service provider. In this particular case the IPX provider shall be able not only to inspect the diameter message but shall be also able to reject location update messages on the service providers’ behalf.

4.3 Current security measures related to authenticity, integrity and confidentiality

The fact that IPX providers have access to the content of Diameter messages does mean that there are no security measures implemented for Diameter messages that travel through the IPX network. Confidentiality and integrity measures are taken, but only on a hop by hop basis. This mitigates to some extent eavesdropping and Man-in-the-middle attacks. 

The current measures do not contribute to provide end-to-end security between service providers. The lack of end-to-end security makes the IPX network particularly vulnerable for spoofing attacks. This could be exploited for a broad range of attacks and fraud.

[bookmark: _Toc500669581]4.4 Trust

The relations between stakeholders on the IPX Network have various trust levels. If one would divide trust in 3 levels (high trust, medium trust and low trust) the following distinction can be made:

		Relation Between

		Trust level

		Rationale



		Service Provider and Service Provider 

		High trust

		A service provider relationship is backed up by a roaming contract, which includes a financial relation for roaming usage, including penalty for fraudulent traffic or for traffic causing attacks as defined in GSMA permanent reference documents.



		Service Provider and Own IPX provider

		Medium Trust

		A service provider trusts its own IPX provider to provide the work that is agreed in their contract/agreement. Trust from a security perspective is harder however, as the assets that are handled by IPX provider in the exchange of Diameter messages are assets of the service provider only, not from the IPX provider.



		Service Provider and other IPX provider

		Low trust

		A service provider has low trust in other IPX providers than its own. While the IPX provider could be in the flow of exchanging Diameter messages for assets of the Service Provider there is no contract or agreement between them.



		IPX provider and peer IPX provider

		Medium trust

		Peer IPX providers have a contractual relationship but the fact that they are competitors has an effect on the trust relationship.



		IPX provider and other (unconnected) IPX provider

		Low trust

		IPX providers not connected to each other are competitors not having an agreement/contract.





 – Trust relations in the IPX network

These trust relationships are outlined in the following model:

[image: ]

 – IPX network security trust model

The rather complex trust model together with the fact that IPX providers need to inspect and change Diameter messages makes the security model also complex. True end–to-end security between service providers destroys existing business models while pure hop-by-hop security poses major security threats. From a service provider perspective, it would trust the IPX provider to provide services including inspection and manipulation of Diameter messages. It gets much harder when it comes to security. In the case of the IPX ecosystem, the party responsible for security does not have to bear the cost in case of a failure. After all, the assets involved in the exchange are service providers’ assets only, although sometimes the IPX provider is permitted to read/change these depending on the commercial service arrangement. Service Providers might have trust in IPX providers for the task to change an AVP but this should not implicitly mean that the IPX provider should also be responsible for the integrity protection of the Diameter message between service providers.

4.5 Requirements for 5G inter-PLMN security

Based on the threat landscape and the complications of securing inter-PLMN security as discussed in this document, a number of requirements are set out. Confidentiality measures should only be mandatory for fields that have no need to be inspected or modified in transit. At the moment, at least authentication vectors are identified to have this property. 

Service providers could bilaterally agree to encrypt more fields. Since these fields can be anywhere in the application part of the message it must be possible to encrypt parts of the message, no matter of the position of the fields inside the message. 

For integrity a solution is required where IPX providers in transit may change fields, yet not being responsible for the end to end integrity. Judging end to end integrity should be the responsibility of the service providers. The characteristics of the solution should be a scheme that will deliver proof to the receiver that the message has not changed between the sender and the receiver (apart from the fields authoritatively changed by the IPX provider(s)).


The list of requirements below reflects the implications discussed in this document:

1. The solution must:

a) provide mandatory to implement and mandatory to use authentication and integrity protection on a per field basis 

i. including support of intermediate adding of fields by IPX providers

ii. including support of intermediate modification and deletion of non-encrypted fields by IPX providers. 

b) provide mandatory to implement and mandatory to use confidentiality protection of authentication vectors

c) provide mandatory to implement and optional to use confidentiality protection on other fields

d) provide mandatory to implement and mandatory to use protection against replay attacks

e) be operationally feasible e.g. acceptable procedure for key management

f) include (at a minimum) the 5G successor of the Diameter 3GPP interfaces described as Network-Network interfaces by IR.88 (e.g. S6a) 

2. The solution should:

a) impact a minimal amount of network elements

b) Have an acceptable performance and overhead

c) Support the ability to delegate security functionality to another entity.

If possible, the solution should also provide a scheme mandatory to implement and mandatory to use to provide traceability of the changes which occur in transit and make them detectable by the recipient.
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