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[bookmark: _GoBack]Abstract: This contribution discusses issues with the current TR which, if left unresolved, could lead to difficulties in interpreting the intent of SA-1 by downstream groups. It proposes interpretations and implements them by proposed text changes.
Discussion
The current 5GLAN TR 22.821 V1.0.0 contains 26 different use cases contributed by multiple companies with seemingly different views about the 5GLAN service and its uses. To name a few:
· In one specific use case, there are several local e.g. Ethernet networks which, when connected via 5GLAN service, behave as a single network. These devices are clearly not - and we cannot require that they are - UEs. They may however be connected via UEs. 
· In another use case, smart phones can enjoy the services of a local network (e.g. a printer, video projector etc.).  In this case, some devices - but not necessarily all - are clearly UEs. The others shouldn’t have to be. 
· In yet another case, farming machinery and a technician’s phones are connected over a wide area network. In this case devices are likely to (but from architectural point of view do not have to) be UEs simply for their range.
To summarize, the consumers of the 5GLAN services could be UEs but really do not have to be.
The current TR refers to all devices as UEs and most (all?) requirements are written against UEs. There’s a good reason to do so as ultimately we cannot specify the behavior of non-3GPP entities. Yet doing do has led to the conflation of the concept of a UE with that of a device behind it which has a few consequences.
· In some cases, requirements seem illogical. For example, we require that
The 3GPP System shall support on-demand UE to UE private data communication connections with multiple types of data communication. At least IP and Ethernet should be supported.

We do understand that e.g. Ethernet is used in the back side of the UE, not between UEs but the requirement doesn’t say so.
· Because of the confusion caused by requirements such as the above, in some other cases it is not clear what we really required. For example, 
The 5G PVN shall support a mechanism to provide consistent QoE to UEs independent of the UEs’ MNO.

What do we guarantee? The language says per UE, but we have interpreted UE differently above, should we do the same here – or require QoE per device behind the UE?
A similar argument applies to charging etc. and I will not list all of them here (though I have proposed text changes). In other areas e.g. device authentication / authorization we need to recognize the limitations of 5GLAN as it is and therefore the requirements against UEs are appropriate as they are.  
To clarify the TR, we should discuss two types of entities:
· A 5GLAN Device is an entity behind the UE, connected via IP, Ethernet etc. It is the true “consumer” of the 5GLAN service in that it sends / receives all 5GLAN traffic.
· The 5GLAN Device could be software installed on a UE that has access to network via e.g. an IP socket (e.g. a printer driver), API or other means.
· A UE is the interface between the 5GLAN Device and the 5G system. 
These concepts allow for consistent requirements: UEs are never the consumers of 5GLAN traffic. 
Once we have separated these concepts, we could ask ourselves what services are best described in terms of the 5GLAN Devices, and what are best described in terms of the UE. 
We should remember that LUCIA aims at providing identity to devices behind the UE, and it is probably best to leave to it questions of authentication of such devices. There is no reason however why routing, QoS and similar cannot be provided in 5GLAN based on available information e.g. IP Address should we choose to do so. Whether we do or don’t the requirements should be clarified.
It is TBD whether the functionality of mapping a device to a user identity should be in 5GLAN or LUCIA.
The following issues may be discussed. 
a) Does the MN recognize specific devices behind the UE?  If so, does the operator control individual device access behind UEs?
Proposal: Specific devices are recognizable in 5GLAN by their attachment (e.g. IP address) only. The implication is that only UEs can be authorized, not 5GLAN Devices.
b) Is an operator’s responsibility for QoS per UE or per specific devices? 
Proposal: QoS is provided per 5GLAN Device 
c) What are the limits of the operator liability for security? 
Proposal: An operator is responsible to prevent traffic not emanating from 5GLAN devices in same group and travelling through the network from creating interference. (and I believe there’s already a requirement for it). Operator isn't responsible for traffic behind the UEs.
d) Are charges made per UE or per 5GLAN Device?
Proposal: Charges can be made per 5GLAN Device. Whom to bill is an operators’ matter (and I would assume that in 5GLAN alone it is to the subscriber).  
e) Can two 5GLAN Devices that are connected to the network via the same UE belong to two different 5GLAN sets?
Proposal: At this point this feature should not be supported due to conflicts with existing security requirements.

Please see below text changes along the lines of the proposals above. 


<<<<<<<<<<< Start of text changes to 22.821 >>>>>>>>>>>>>>>>>>
[bookmark: _Toc500941730]3	Definitions, symbols and abbreviations
[bookmark: _Toc408371045][bookmark: _Toc499818497][bookmark: _Toc500941731]3.1	Definitions
[bookmark: OLE_LINK1][bookmark: OLE_LINK2][bookmark: OLE_LINK3][bookmark: OLE_LINK4][bookmark: OLE_LINK5]For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
5G LAN-type service: a  service over the 5G system offering private communication using  IP and/or non-IP type communications.
5G PVN: a private virtual network capable of supporting 5G LAN-type service.
private communication: a communication between two or more UEs belonging to a restricted set of UEs. 
Editor’s note: the terminology for set for 5G LAN-type service is to be aligned in the TR. 
5GLAN Device: An entity connected to 5GS via an authorized UE and receiving 5GLAN services.

[bookmark: _Toc408371048][bookmark: _Toc499818507][bookmark: _Toc500941739]5	Use Cases
[bookmark: _Toc499818508][bookmark: _Toc500941740][bookmark: _Toc408371049]5.1	Use case for enterprise 5G PVN
[bookmark: _Toc355779204][bookmark: _Toc354586742][bookmark: _Toc354590101][bookmark: _Toc355779205][bookmark: _Toc354586743][bookmark: _Toc354590102][bookmark: _Toc499818511][bookmark: _Toc500941743]5.1.3	Potential service requirements 
A 5G LAN-type service shall have scalable capacity, able to efficiently support a range of UEs5GLAN Devices from single digits to tens of thousands.
 A 5G LAN-type service shall provide a mechanism for an authorized 5G PVN administrator to enable or disable a UE from accessing the supporting 5G PVN.
A 5G LAN-type service shall provide a mechanism to authorize a 5G PVN administrator.
A UE shall be able to select a 5G PVN for servicesupport.
A 5G LAN-type service shall provide a mechanism to identify an authorized UE.
A 5G PVN shall support use of unlicensed as well as licensed spectrum.
A 5G LAN-type service shall support all media types (e.g., voice, data, multimedia). 

[bookmark: _Toc499818512][bookmark: _Toc500941744]5.1.4	Potential operational requirements 
A 5G LAN-type service shall provide a mechanism to collect charging information based on resource usage of a 5GLAN Device (e.g., licensed or unlicensed spectrum, QoS, applications).
A 5G PVN shall support regulatory requirements.
[bookmark: _Toc499818513][bookmark: _Toc500941745]5.2	Use case for bring your own device
[bookmark: _Toc499818516][bookmark: _Toc500941748]5.2.3	Potential service requirements 
The 5G PVN shall support a mechanism to provide consistent QoE to UEs independent of the UEs’ MNO.
The 5G LAN-type service shall support authorized UEs, independent of the primary service subscription a UE may have.
The 5G LAN-type service shall support a 3GPP supported mechanism to authenticate legacy non-3GPP5GLAN Devices for  5G PVN access.
[bookmark: _Toc499818517][bookmark: _Toc500941749]5.2.4	Potential operational requirements 
The 5G LAN-type service shall provide a mechanism to provide local area coverage while minimizing interference from multi-channel UEs. 
The 5G LAN-type service shall support a mechanism to collect charging information based on a UE’s primary subscription holder and the 5GLAN Device.
[bookmark: _Toc499818518][bookmark: _Toc500941750]5.3 	Use case on private communication with UEs of different MNOs 
[bookmark: _Toc499818524][bookmark: _Toc500941756]5.3.6	Potential Requirements
The 5G network shall support a restricted set of UEs to communicate privately amongst each other even if these UEs are subscribers to different MNOs.
[bookmark: _Toc499818525][bookmark: _Toc500941757]5.4	Private data communication service in a residential setting
[bookmark: _Toc499818531][bookmark: _Toc500941763]5.4.6	Potential Requirements
<Editor’s note: these requirements apply specifically to residential scenarios.>
The 3GPP System shall enable the MNO to provide the same 3GPP private data communication service to 5GLAN Devices via any 5G UE, regardless of whether it is connected via public base stations, indoor small base stations connected via fixed access, or via relay UEs connected to either of these two types of base stations.
The 3GPP private data communication service shall support traffic scenarios typically found in a home setting (from sensors to video streaming, relatively low amount of UEs5GLAN Devices per group, many devices are used only occasionally).
[bookmark: _Toc499818532][bookmark: _Toc500941764]5.5	Private data communication service in an office setting
[bookmark: _Toc499818538][bookmark: _Toc500941770]5.5.6	Potential Requirements
The 3GPP private data communication service shall work with shared Radio Access Network configurations. 
<Editor’s Note: FFS whether other parts of network infrastructure (e.g. local server hosting/mobile edge computing) can be also shared in this scenario.>
The 3GPP private data communication service shall support traffic scenarios typically found in an office setting (from sensors to very high data rates e.g. for conferencing, medium amount of 5GLAN Devices per group).
[bookmark: _Toc499818539][bookmark: _Toc500941771]5.6	Private data communication service in a large scale industrial setting
[bookmark: _Toc499818545][bookmark: _Toc500941777]5.6.6	Potential Requirements
The 3GPP private data communication service shall work over a wide area mobile network. 
The 3GPP private data communication service shall support traffic scenarios typically found in an industrial setting (from sensors to remote control, large amount of UEs5GLAN Devices per group).

[bookmark: _Toc499818546][bookmark: _Toc500941778]5.7	Private P2P data communication using on-demand connections
[bookmark: _Toc499818552][bookmark: _Toc500941784]5.7.6	Potential Requirements
The 3GPP System shall support the on-demand establishment of UE5GLAN Device to UE5GLAN Device private data communication connections via authorized UEs.
The 3GPP System shall support on-demand UE5GLAN Device to UE5GLAN Device private data communication connections with multiple types of data communication. At least IP and Ethernet should be supported.
The 3GPP 5G network shall enable the MNO to pre-authorize on-demand UE to UE private data communication connections through definition of a private group. Only on-demand private data communication requests from other members of the private group are authorized.
The 3GPP 5G network shall enable the MNO to authorize on-demand UE to UE data connection subject to third party authorization.  The on-demand private data communication connection will be established only in case of positive authorization by the third party (e.g, the owner of a UE).
The 3GPP System shall ensure that no other UEs, even in the same private group, can interfere with the  UE to UE private data communication.

[bookmark: _Toc499818553][bookmark: _Toc500941785]5.8	Residential 5G PVN

[bookmark: _Toc499818558][bookmark: _Toc500941790]5.8.5	Potential requirements
The 5G network shall enable the MNO to create a 5G PVN for 5GLAN Devices via one or more UEs. 
The 5G network shall enable the MNO to add one or more UEs to an existing 5G PVN. 
The 5G network shall enable the MNO to add or remove one or more 5GLAN Devices to or from an existing 5G PVN.
[bookmark: _Toc499818559][bookmark: _Toc500941791]5.9 	Use case on Addition of UE in a 3GPP private group communications
[bookmark: _Toc499818565][bookmark: _Toc500941797]5.9.6	Potential Requirements
The 5G network shall enable the MNO to authorize the dynamic addition of a UE into a specific group of UEs that are members of a specific private group communications.
The 5G network shall enable the new UE to communicate with other UEs within the same private group communications.
The 5G network shall be able to verify the identity of a UE requesting to join a specific private group communications.
The 5G network shall be able to collect charging information when a UE joins a specific private group communications.
[bookmark: _Toc499818566][bookmark: _Toc500941798]5.10 	Use case for Removal of UE from a private group communication
[bookmark: _Toc499818572][bookmark: _Toc500941804]5.10.6	Potential Requirements
The 5G network shall enable the MNO to remove a UE from a specific group of UEs of a private group communications.
The 5G network shall ensure that the removed UE has no interference with the private group communications that the UE has been removed from.
The 5G network shall ensure that removal of UE from a particular private group communication has no impact on other private group communications including the same UE. 

[bookmark: _Toc499818573][bookmark: _Toc500941805]5.11 	Use case for UE part of multiple private communications 
[bookmark: _Toc499818579][bookmark: _Toc500941811]5.11.6	Potential Requirements
The 5G system shall enable the MNO to assign a UE to multiple independent 3GPP private communications group.
[bookmark: _Toc499818580][bookmark: _Toc500941812]5.12 	Use Case for enabling Ethernet-based private communication in 3GPP 
[bookmark: _Toc499818586][bookmark: _Toc500941818]5.12.6	Potential Requirements
The 5G network shall support the routing of non-IP packet (e.g., Ethernet frame) efficiently for private communication between UEs. 5GLAN Devices 
The 5G network shall be able to provide the required QoS (e.g., reliability, latency, and bandwidth) for non-IP packet (e.g. Ethernet frame) for private communication between UEs 5GLAN Devices .
[bookmark: _Toc499818587][bookmark: _Toc500941819]5.13 	Use Case for Service Continuity in private group communication
[bookmark: _Toc499818593][bookmark: _Toc500941825]5.13.6	Potential Requirements
The 5G network shall support 3GPP service continuity for the communication between UEs belonging to the same private group even when a UE or multiple UEs of the private group move in the PLMN.
NOTE: the level of service continuity is FFS and may depend on protocol used and service offered.
[bookmark: _Toc499818594][bookmark: _Toc500941826]5.14	Private data communication service using semi-permanent connections
[bookmark: _Toc499818600][bookmark: _Toc500941832]5.14.6	Potential Requirements
The 3GPP System shall support the establishment and control of communication from a UE5GLAN Device  to a member of its private group. 
Only UEs that are part of the private network group shall be able to establish or maintain communication to a private group.
The 3GPP network shall enable the network operator  to ensure confidentiality and isolation of communications for the private group within the network. 
The 3GPP 5G network shall enable the network operator to ensure UEs that does not belong to a different private group cannot send data tovia any or all of the UEs in the group.
The 3GPP network shall enable the network operator to support point-to-point addressing as well as multicast addressing between the different UEs5GLAN Devices  in a private group. It is assumed that all UEs5GLAN Devices  in a same private group use the same type of addresses (e.g. IP, Ethernet or other).
The 3GPP network shall enable the network operator to create, manage, and remove private groups including their related functionality (subscription data, routing and addressing functionality).

[bookmark: _Toc499818601][bookmark: _Toc500941833]5.15 	Use case for multiple private  communications in the same network
[bookmark: _Toc499818607][bookmark: _Toc500941839]5.15.6	Potential Requirements
The 5G network shall enable the MNO to provide independent private communications between UEs for different groups of UEs 5GLAN Devices .
The 5G network shall support independent private communications between UEs for different groups of UEs.
[bookmark: _Toc499818608][bookmark: _Toc500941840]5.16 	Use case on service management
[bookmark: _Toc499818615][bookmark: _Toc500941847]5.16.6	Potential Requirements
The 5G network shall enable the 3GPP network operator to define set of UEs allowed to communicate together in a secured way. 
The 5G system shall ensure the 3GPP communication between UEs of a defined set of UEs with no impact with communications of other UEs not belonging to this set. 
[bookmark: _Toc500941848]5.17	Factory Automation

[bookmark: _Toc500941859]5.17.6	Potential Requirements
[PR.5.17.6-001]	The 3GPP system shall be able to support an Ethernet transport service between 5GLAN Devices .
[PR.5.17.6-002]	The Ethernet transport service shall support routing based on information extracted from Ethernet frame headers by the 3GPP system.
[PR.5.17.6-003]	The Ethernet transport service shall support routing based on information extracted from Virtual LAN (VLAN) ID by the 3GPP system.
[PR.5.17.6-004]	The Ethernet transport service shall support routing based on information extracted by the 3GPP system from the Bridge Protocol Data Units created in the Ethernet network based on a Spanning Tree Protocol (e.g. RSTP).
[PR.5.17.6-005]	The Ethernet transport service shall support the transport of Ethernet frames between UEs that an Ethernet device connected to it. 
	NOTE: If more than one Ethernet devices need to be connected to a UE, they can be connected using an Ethernet switch between the devices and the UE. 
 [PR.5.17.6-006]	The Ethernet transport service shall support the transport of Ethernet broadcast frames.
[PR.5.17.6-007]	The Ethernet transport service shall support traffic filtering and prioritization based on source and destination MAC addresses
[PR.5.17.6-008]	The Ethernet transport service shall support traffic filtering and prioritization based on Ethertype (including multiple Ethertypes in double-tagging)
[PR.5.17.6-009]	The Ethernet transport service shall support traffic filtering and prioritization based on 802.1Q VLAN tags (including double tagging).
[PR.5.17.6-010]	The 3GPP system shall support sufficient QoS capabilities to be able to meet the request in the Ethernet header information.
[bookmark: _Toc500941860]5.18	Use case on Industry Communication with stable latency needs
[bookmark: _Toc500941866]5.18.6	[Potential] Requirements
The 5G system shall provide a mechanism to ensure the jitter for transporting Ethernet packets is limited by a certain time boundaries.
Note: the value of the time boundaries is TBD.
The 5G system shall be able to provide an Ethernet transport service between 5GLAN Devices .
The Ethernet transport service shall support routing based on information extracted from the Ethernet header information created based on 802.1Qbv.
The Ethernet transport service shall support traffic filtering and prioritization based on information extracted from the Ethernet header information created based on 802.1Qbv.
[bookmark: _Toc500941867]5.19	Use case for accessing 5GLAN via Relay UE
[bookmark: _Toc500941873]5.19.6	[Potential] Requirements
The 5G network shall enable the MNO to authenticate and authorize a remote UE in indirect mode under a relay UE to usesupport 5G LAN-type service.
The 5G network shall allow the MNO to add/move a remote UE in indirect mode to/from a private set for a 5G LAN-type service.
The 5G network shall be able to provide a remote UE usingsupporting 5G LAN type service via a relay UE with same level of service as if the remote UE would be in direct mode (i.e. provide required QoS for the Ethernet packets transferred between remote UE and relay UE if they using 3GPP access).
The 5G network shall be able to support service continuity for the communication betweenvia a remote UE with other UEs belonging to the same private communication of 5G LAN-type service, when the remote UE changes from one relay UE to another or when the UE changes between direct and indirect mode. 

[bookmark: _Toc500941874]5.20	Use case for 5G PVN with private addressing
[bookmark: _Toc500941877]5.20.3	Potential service requirements 
 [PR 5.x.3.2] The 5G PVN shall support a suitable mechanism for a 5G PVN application to assign a private address to a UE5GLAN Device for use within the 5G PVN, and to subsequently modify or remove that assignment.
Editor’s note: it is FFS which types of addresses
[PR 5.x.3.3] A 5G PVN shall support routing based on a private addressing scheme.
[bookmark: _Toc500941878]5.21	High performance Manufacturing 
[bookmark: _Toc500941883]5.21.6	Potential Requirements
[PR.5. X.6-001]	For infrastructure dedicated to high performance Ethernet applications, the 3GPP system shall support clock synchronization defined by IEEE 802.1AS across 5G-based Ethernet links with PDU-session type Ethernet.
[PR.5. X.6-002]	For infrastructure dedicated to high performance Ethernet applications, the 3GPP system shall support clock synchronization defined by IEEE 802.1AS across 5G-based Ethernet links and other Ethernet transports such as wired and optical (EPON.)
 [PR.5. X.6-003]	For infrastructure dedicated to high performance Ethernet applications, the accuracy of clock synchronization should be below 1µs.
[PR.5. X.6-004]	For infrastructure dedicated to high performance Ethernet applications, the 3GPP system shall support time-aware scheduling with absolute cyclic time boundaries defined by IEEE 802.1Qbv for 5G-based Ethernet links with PDU sessions type Ethernet.
[PR.5. X.6-005]	For infrastructure dedicated to high performance Ethernet applications, absolute cyclic time boundaries shall be configurable for flows in DL direction and UL direction.
[PR.5. X.6-006]	For infrastructure dedicated to high performance Ethernet applications, the 3GPP system shall support coexistence of hard-RT traffic following a time-aware schedule and lower priority traffic. The lower priority traffic cannot have a performance degrading impact on the hard-RT traffic.
		
[bookmark: _Toc500941884]5.22	Device Management and Onboarding
[bookmark: _Toc500941890]5.22.6	Potential Requirements
The 5G system shall support a secure mechanism for an operator to provision 3GPP credentials to industrial IoT 5GLAN devices for 5G LAN-type services.  
[bookmark: _Toc500941891]5.23	User identification and reachability 
[bookmark: _Toc500941897]5.23.6 Potential requirements 
General
Based on operator policy and user permission the 5G system shall enable a UE to be aware whether or not a specific UE in the same 5GLAN set is available for communication, regardless of  whether none, either or both UEs are roaming.
Based on operator policy and user permission the system shall enable an authorized application server to know whether a UE is reachable for communication whether or not the UE is roaming.
Security considerations
The 3GPP 5G system shall enable the MNO to protect personally identifying information of the 5GLAN service users including from members of the same private set while allowing members to address each other to enable communications.
The 3GPP 5G system shall be capable of exchanging with an application sufficient information to identify UEs for the purpose of granting permission to communicate via 5GLAN.
[bookmark: _Toc500941898]5.24	Use case for 5G PVN virtual office
[bookmark: _Toc500941901]5.24.3	Potential service requirements 
[PR 5.x.3.1] A 5G PVN may be available to UEs served by one or more PLMNs.
[PR 5.x.3.2] A 5G PVN shall provide integrity protection for communications between authorized UEs.
[PR 5.x.3.3] A 5G PVN shall provide privacy on communications between authorized UEs.
[PR 5.x.3.4] A 5G PVN shall support a mechanism to restrict service for a UE that is a member of a 5G PVN to only communicate with other UEs that are members of the same PVN.
[bookmark: _Toc500941902]5.24.4	Potential operational requirements 
[PR 5.x.4.1] The 5G LAN-type service shall support a mechanism to collect charging information for both home and roaming UEs.
[bookmark: _Toc500941903][bookmark: _Toc408371056]5.25	Use case on service exposure of 5G LAN-style service
[bookmark: _Toc500941909]5.25.6	[Potential] Requirements
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party application to add/remove a UE to/from a specific set for 5G LAN type-service. 
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party application to createadd/remove a new5GLAN Device to/from a specific set for 5G LAN- type -service. 
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party application to create a new set of UEs for 5G LAN-type service.
Based on MNO policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party application to create a new set of 5GLAN Devices for 5G LAN-type service.
[bookmark: _Toc500941910]5.26	Use case for minimizing massive paging in 5GLAN for address discovery
[bookmark: _Toc500941916]5.26.6	[Potential] Requirements
The 3GPP network operator shall provide an efficient mechanism to allow the application layer of a UE to get the identifiers of other UEs in the same set for 5G LAN-type service that may be used for application communication needs. 
The 3GPP network operator shall provide an efficient mechanism to allow the application layer of a UE to get the addresses of 5GLAN Devices in the same set for 5G LAN-type service that may be used for application communication needs. 
<<<<<<  End of text changes  >>>>>>>>>>>
