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5.1
3rd party encryption
5.1.1
Description
A mobile network operator provides a slice for a small business customers. This small business slice supports capabilities such as LAN emulation for the office environment, support for employee smartphones (e.g., voice, high speed data), and internet connectivity to support the business’ social media and advertising needs. The slice can be customized by individual small business customers to better meet their specific needs, using APIs provided by the operator. Customization options include allowing the business customer to provide their own applications and application servers for use within the business, managing the UEs authorized to access the slice, and providing their own encryption for intra-slice communications to protect the business’ data. 
In this scenario, a small business arranges with the mobile network operator for use of a customizable small business slice. The small business may work with the operator to set up the initial list of authorized UEs, but then wants to be able to manage that list as the business continues to grow and evolve. Once the slice is activated for use by the small business, the business modifies the slice, using APIs provided by the operator, to add or remove access to its own application servers and applications and provides its own encryption for intra-slice communications. This 3rd party encryption ensures the privacy of the business’ communications within the private slice, although certain metadata may still be visible to the MNO, providing the MNO with resource management data.
The trust relationships in this scenario include the following aspects.

1) UE and 3rd party slice: the small business is responsible for managing the list of the UEs authorized to access the slice, but still relies on the mobile network operator to authenticate UEs for access and ensure that only authorized UEs are granted access.

2) 3rd party slice and the network: as the small business modifies its slice (e.g., adding or removing servers) and increases or decreases the number of authorized UEs and associated communication traffic, the mobile network operator must ensure that the changes in the slice do not impact the rest of the network.
3) a 3rd party slice and other slices in the same network: the mobile network operator may provide several of these customizable slices to various small business customers, as well as other types of slices to meet other needs. The operator must ensure that customizations and traffic in individual slices do not impact other slices.
Most of the requirements to support the trust relationships described in this scenario are already covered in TS 22.261 clauses 6.1.2 and  6.10.2 [x]. Requirements to support APIs that allow 3rd parties to manage UEs assigned to a slice have already been identified, as well as requirements for APIs to allow a 3rd party to manage and modify a slice, including adding or removing 3rd party applications and functional entities. Specifically, the following requirements apply:
Traffic and services in one network slice shall have no impact on traffic and services in other network slices in the same network.

Creation, modification, and deletion of a network slice shall have no or minimal impact on traffic and services in other network slices in the same network.

Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted 3rd party to create, modify, and delete network slices used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to monitor the network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to define and update the set of services and capabilities supported in a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to configure the information which associates a UE to a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to configure the information which associates a service to a network slice used for the 3rd party.

Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to assign a UE to a network slice used for the 3rd party, to move a UE from one network slice used for the 3rd party to another network slice used for the 3rd party, and to remove a UE from a network slice used for the 3rd party based on subscription, UE capabilities, and services provided by the network slice.
Based on operator policy, a 5G network shall provide suitable APIs to allow a trusted 3rd party to manage this trusted 3rd party owned application(s) in the operator's Service Hosting Environment.
Based on operator policy, the 5G network shall provide suitable APIs to allow a 3rd party to monitor this trusted 3rd party owned application(s) in the operator's Service Hosting Environment.
Based on operator policy, the 5G network shall provide suitable APIs to allow a trusted 3rd party to scale a network slice used for the 3rd party, i.e., to adapt its capacity.
The new requirement for this model concerns the ability for the 3rd party to provide its own encryption algorithm for intra-slice communication. Such encryption could be done as an OTT capability, but this would have a negative impact on the overall efficiency of the slice communications. The additional layer of encryption/decryption at each UE and network element, on top of the normal 3GPP processing, increases resource usage, which reduces efficiency and impacts battery life. The time to perform the OTT encryption/decryption also adds to the latency delay for each communication.

Being able to use the 3rd party encryption in a 3GPP-supported manner allows the small business to ensure the privacy of its internal communications and to do so in a resource efficient manner. This requirement would be added to the network capability exposure clause of TS 22.261 [x].
5.1.2
Potential Requirements 
[PR 5.1.2.1] The 3GPP system shall provide suitable APIs to allow use of a trusted 3rd party provided encryption between any UE served by the 3rd party network slice and a core network entity in that network slice.
