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1. Overall Description:

In liaison S3-161159 SA3 asked SA1 four specific questions related to NextGen/SMARTER requirements. Please find answers below:
Q1) SA3 kindly asks SA1 to clarify whether the industrial factory owner operates its own 3GPP system for the factory services, whether it uses the MNO network or both scenarios are possible.
Relevant requirements from TR 22.862 below:
· The 3GPP system owned by a 3rd party (e.g., factory owner) shall support network access using identities, credentials, and authentication that is provided and managed by that 3rd party.
· The 3GPP system owned by a 3rd party (e.g., factory owner) shall allow confidentiality and integrity protection managed by that 3rd party.
· The 3GPP system shall support an authentication process that can handle alternative authentication methods with different types of credentials to allow for different deployment scenarios such as industrial factory automation. 
The first two requirements refer to a system owned and managed by a 3rd party.  The third requirement allows for the 3rd party using MNO networks and services with the 3rd party provided and managed credentials used to authenticate to the network. So, both scenarios in your question are possible.

Q2) SA3 kindly asks SA1 to clarify which deployment scenarios are envisioned in order to allow SA3 to define appropriate alternative authentication methods and different types of credentials, if needed
The third requirement above mentions deployment scenarios, giving industrial automation as one example.  The intent of the requirement is to define a flexible system that allows authentication methods other than the legacy authentication methods currently supported in 3GPP.  This is both for locally deployed systems and large scale MNO networks.
Q3) In addition, SA3 kindly asks SA1 to clarify if those alternative authentication methods and different types of credentials are to be used to access the 3GPP network or the 3rd party service (e.g. factory service.)
Alternative authentication methods with different types of credentials should be supported for both cases (note: as above the factory service is only one example).
Q4) SA3 also kindly asks SA1 to clarify whether those potential security considerations are to be taken into account only for authentication of subscriptions for IoT devices or also for subscribers who are human users, such as factory employees or both.
There is no requirement to limit this flexibility only to IoT devices or to the factory automation use case.
2. Actions:

To SA WG3.

ACTION: 
Please take the above answers into account.
3. Date of Next TSG SA WG1 Meetings:
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