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Abstract

This document proposes PayTV model as solution for MBMS. 

1. Introduction

3GPP is currently working on MBMS. This contribution proposes PayTV model as solution for MBMS data protection since PayTV has a long history tackling issues of security in broadcast systems. Moreover, ETSI Digital Video Broadcast group (DVB) has activities very close to MBMS project. 

2. Discussion

2.1. DVB-UMTS

ETSI DVB group has initiated standards effort to marry DVB broadcasting with the mobile cellular network. DVB-UMTS [1] and DVB-X [2] groups deal with this topic. 

DVB ad hoc group UMTS work is focused on the inter-working of DVB broadcast systems and services, with advanced generation (2.5G and 3G) mobile cellular networks. The group identifies co-operative services utilizing UMTS and DVB platforms to address consumer demands for more powerful interactive and personalized services. 

An article [3] issued by the group in November 2002 presents their activity.

Extract from article [3]: 

Generalised scenario for co-operative platforms: 
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A “Mediation Platform” function will exist between the two paths to allow sharing and re-directing of data. Content can be re-purposed and transferred between platforms (eg. DVB content delivered via UMTS), and opportunities for exciting new application exist.”

2.2. PayTV: a tried and tested model for broadcasting

PayTV has a long history tackling issues of security in broadcast systems. 

In DVB, the “Conditional Access System” aims at allowing system users to access only those services that are authorized to them (see [4]). A secure Conditional Access System is the key to managing broadcasting successfully. That’s why in PayTV business the smart card, tamper-resistant device, is used to deal with the access conditions and the encryption keys. 

2.3. PayTV model for MBMS

Due to the history of PayTV in broadcast systems and the existence of the DVB-UMTS activity, Gemplus and Oberthur propose PayTV model as solution for MBSM data protection. 

The model and its advantages, S3-030257 [5], were presented to SA3 and T3 groups. SA3 is studying the feasibility of this model. 

Some of the PayTV advantages for MBMS consist in: 

· Reducing the amount of work of the network (computations and traffic) since the access conditions management is performed in the smart card

· Being independent of the bearer

· Handling groups of subscribers

· Allowing convergence between DVB and 3GPP groups to address content protection in broadcasting 

3. Conclusion

The PayTV model is a solution that addresses MBMS issues by providing content protection and keying distribution. Moreover, the use of PayTV model for MBMS would allow to have a common way to deal with content protection in DVB and 3GPP groups.

Since the PayTV model solution uses the smart card to deal with the access conditions and the keying distribution, we propose a CR to TS 22.146 (cf Annex); this CR specifies the role of the UICC to access MBMS data.

SA1 is kindly invited to approve the attached CR, inform SA3 of its decision, and liaise with other committees that also work on broadcasting over wireless networks (e.g. DVB group). 
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User mobility

The user shall be able to continue receiving multicast services throughout the multicast service area in which the service is provided. For example, in case of handover and presuming that a certain multicast service is offered in the target cell, it should be possible for the user to continue the session in the target cell. It is possible that data loss will occur due to user mobility.
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While receiving one or more multicast services it shall be possible for the user to be informed about incoming voice calls or the availability of other MBMS services. 

Dependent on terminal capabilities, it shall be possible for the user to participate in other services, while simultaneously participating in MBMS services. For example the user can originate or receive a call or send and receive messages whilst receiving MBMS video content.
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The subscriber shall be able to subscribe to or unsubscribe from a multicast subscription group. (The subscription mechanism is outside the scope of this TS.)

The user shall be able to join a multicast group only if he is a member of the applicable multicast subscription group.  The user shall be able to leave a multicast group if he is a member of that group. 

The rights for the user to access multicast data shall be managed by the UICC, tamper-resistant device. 
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