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Abstract: Text proposals for sensing security description 
1. Introduction
This contribution proposes informative text on sensing security for inclusion in a general description clause in TS 22.137.
2. Reason for Change
To provide some background information and added context on the security requirements.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TS 22.137 v0.0.1.


* * * First Change * * * *
5.1	Description
Security aspects
When introducing sensing technology as a new 3GPP system capability, new considerations on authorization for service access and operation access, data confidentiality, data integrity, and user privacy are needed, to ensure that these aspects are taken into account when deriving service requirements.
Previously it was only possible to track UEs and therefore to track people carrying UEs. However, the introduction of sensing capabilities can enable tracking and potentially identification of anything in the environment, including people not carrying UEs, or any objects. For persons, and objects linked to them, that are in range of a sensing operation, this will have privacy implications and thus additional considerations are needed to protect their rights to privacy.
Existing capabilities, such as positioning and ranging, require active participation of the target UE. Therefore, the target UE is aware of the ongoing procedures it is subject to. With the introduction of sensing capabilities, UEs not actively involved in a sensing operation, but are in range of a sensing operation, can also be subject to sensing. Similar to the scenario in the previous paragraph, there will be privacy implications for persons linked to these UEs, which also need to be considered.
Information collected and generated by sensing operations need to take into account user privacy and user consent. For example, the use of the lowest resolution accuracy can be considered for a sensing operation when a person or their specific characteristics can be uniquely identified.
Requirements to avoid unwanted usage and requirements on awareness of the usage need to be considered. 
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