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Abstract: This contribution proposes a new privacy requirement to clause 6.1.2 of TR 22.837
1. Introduction
[bookmark: _Hlk126931121]Wireless sensing may reveal a lot of information, including information that can be considered personally identifiable information (PII) [GDPR][SP 800-122] about intended and unintended targets and/or target area. Exposing PII of unintended targets (e.g. innocent bystanders) or exposure of unintended PII of an intended target (e.g. a target may wish his sleep cycle to be sensed, but not his location throughout the day) should be avoided. 
2. Reason for Change
We propose to add a requirements to clarify that wireless sensing should avoid exposing unintended PII in the sensing results. 
3. Proposal
It is proposed to agree to add the following new requirement to clause 6.1.2 of 3GPP TR 22.837.
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* * * Second Change * * * *
6.1	Considerations on confidentiality, integrity and privacy
[bookmark: _Toc128932048]6.1.1	General 
When introducing sensing technology, new aspects on confidentiality, integrity, and privacy need to be considered, to ensure that these aspects are considered already when proposing service requirements.
For instance, with sensing technology by-standers can be affected in a completely new way, previously only UEs have been able to be tracked but now sensing capabilities may enable tracing and potentially identification of anything in the environment, including humans that do not carry a UE, or any objects. This has implications for privacy. Obviously humans should have a right to privacy.
For privately owned areas, respective permission is required for sensing operation from such as the homeowner for in-home sensing or the building management for the in-building sensing.
For public areas, such as a public road, park and airport, it is required to obtain the permission of the respective public area management.
It is important to have the user consent before the network uses UEs in providing sensing service. If the sensing results and user ID are brought together for further processing, user consent is also needed.
Of course, factors such as resolution, updating frequency, and type of application influence the security implications.
Requirements to minimize the risk of unwanted usage and awareness of the usage needs to be considered in stage 1. These are captured in the next chapter.
[bookmark: _Toc128932049]6.1.2	Potential New Requirements 
A set of general new requirements can be identified:
[PR 6.1.2-1] The 5G system shall limit sending the sensing results only to third party authorized to receive that sensing results.
[PR 6.1.2-2] The 5G system shall support encryption and integrity protection of the sensing  result, to protect the data inside the 5G system and when used.
[PR 6.1.2-3] The 5G system shall support appropriate level of sensing for both situations where consent can be obtained from the sensing targets, and where it cannot.
[PR 6.1.2-4] Subject to regulation, the 5G system shall obtain user consent when sensing results and user identification are brought together for further processing.
[PR 6.1.2-5] The 5G system should be able to prevent exposure of unintended personally identifiable information in the sensing results.
NOTE: unintended information can pertain to people and objects other than the sensing target (i.e. other than the object/environment of interest) or to information that can reveal more about a sensing target than strictly necessary (e.g. beyond the minimum amount/minimum accuracy/minimum type of information requested by a service consumer). Personally identifiable information is as defined in [57]
* * * End of changes * * * *
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