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Abstract: It is proposed to resolve the FFS about relay in the use case 27.

1. Introduction
There is a FFS in the use case 27 (end-to-end logistics) in TR 22.840 v1.1.0:
[PR.5.27-005] The 5G system shall support authenticated, encrypted and integrity protected communication from an Ambient IoT device to the network, even when there is no end-to-end connection between the Ambient IoT device and the network
NOTE:	An example of such a scenario is where the Ambient IoT device communicates via a relay device, but where there is no concurrent communication from the relay to the network. The network can authenticate the communication as originating from the Ambient IoT device and not from the relay, and the relay cannot intercept or modify the communication.
Editor’s Note: The requirement above is FFS

2. Reason for Change
The PR.5.27-005 is about relay use case but is not clear. With some clarificaitons in the PR, the redundant NOTE and corresponding FFS can be removed.

3. Conclusions
It is proposed to revise the requirement PR.5.27-005 and remove the NOTE & FFS in the use case 27 in TR 22.840 v1.1.0.

4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.840 v1.1.0.


* * * First Change * * * *
[bookmark: _Toc129058689]5.27	Use case on end-to-end logistics
[bookmark: _Toc113387701][bookmark: _Toc129058690]5.27.1	Description
In a logistics scenario, Ambient IoT devices can be used to track specific goods (e.g. TVs) from the factory where they are made until delivery at the final end-customer. E.g. an Ambient IoT device could be attached to the packaging of a TV, which can then be used for tracking in the factory, in one or more warehouses on the way from factory to the customer and finally to the track the delivery at the end customer.
In this end-to-end logistics trajectory, an Ambient IoT device will encounter multiple different networks (NPNs, PLMNs) in different regions and countries. Each of these networks have to follow different frequency regulations and have different frequency licenses. The Ambient IoT device needs to be able to deal with these differences.
Limitations in range for Ambient IoT can imply that some additional infrastructure needs to be deployed. However, it is not assumed that a network needs to be deployed specifically for Ambient IoT support. It should be possible to integrate Ambient IoT communication in networks that are also used for other 5G communication.
The assumption in this use case is that the Ambient IoT devices need to be triggered to send their identification. When the Ambient IoT devices are not triggered they remain in a suspended state and cannot send or receive information.
The owner of a network (e.g. in a factory or warehouse) can decide which part of the network (e.g. which base stations) to use to trigger Ambient IoT devices. This way, e.g. Ambient IoT devices in only part of the factory are triggered. It should also be possible to trigger only a selected group of Ambient IoT devices (e.g. through broadcasting a group ID), or to trigger the Ambient IoT devices for specific actions (e.g. receive information instead of broadcasting an ID).
[image: High Quality TV Packing Box UK | The Packing Store]
Figure 5.27.1-1: Tracking a cardboard box a TV is transported in by attaching an Ambient IoT Device to the box
[bookmark: _Toc113387702]Where the network itself does not have the support to trigger the Ambient IoT device (e.g. in the PLMN where the TV is delivered to the door of the customer), a handheld device can be used. This handheld device can, when needed, relay the communication from the Ambient IoT device towards the network. The handheld device can collect several messages from one or more Ambient IoT devices before forwarding these messages to the network. This ‘store-and-forward’ messaging also allows messaging from an Ambient IoT device when there is no end-to-end connectivity from Ambient IoT device to the network. 
[bookmark: _Toc129058691]5.27.2	Pre-Conditions
Factory A has deployed a standalone NPN.
TV_company has an agreement with the NPN in Factory A and with PLMN_X to use a third party interface to trigger Ambient IoT devices.
The Ambient IoT device has credentials with PLMN_X that can also be used for the standalone NPN in factory A. Furthermore, PLMN_X has roaming agreements with operators in other countries.
Warehouse B deploys a NPN implemented as a slice on PLMN_Y. 
[bookmark: _Toc113387703][bookmark: _Toc129058692]5.27.3	Service Flows
1. TV_company uses Factory A to manufacture its TVs. After manufacturing, the TVs are packaged in a cardboard box and the box is then equipped with an Ambient IoT device (in the form of a sticker) for tracking/tracing of the TV.
2. Within the Factory A, the TVs are stored for a while in internal storage. Tracking of the TVs in storage is possible through Ambient IoT. The TV_company instructs the NPN that is deployed in the Factory A to trigger the TVs in the internal storage only. TVs that are still in the production area do not need to be triggered. The Ambient IoT devices are triggered to send their ID. This way the TV_company can create an inventory of all TVs that are still in store at the factory. The Ambient IoT devices can also be triggered to receive information (e.g. instructions).
3. A shipment of TV is sent to a warehouse in a Country_X. The warehouse uses a NPN implemented as a slice on PLMN_Y. Because of roaming agreements between PLMN_Y and PLMN_X, the Ambient IoT devices can access the NPN network in the warehouse. Note for the NPN in Country_X different regulations apply than for the NPN in Factory A. 
4. TV_company wants to create an inventory of the TVs that are stored in the warehouse. However, the warehouse also stores products from other companies. Therefore the TV_company instructs the NPN to trigger only the TVs from TV_company through the use of a group ID that identifies these TVs. Ambient IoT devices on other products will not be triggered to respond.
5. Finally the TV is delivered to the end-customer. The delivery driver uses a handheld device to trigger the Ambient IoT device on the box to send its ID to the network. If the network is within range, the Ambient IoT device can communicate directly to the network. Otherwise the handheld device can relay the communication. Even if the handheld device is not connected to the network either, the Ambient IoT devices can still send messages to the handheld device. The handheld device can forward these messages to the network when it connects to the network.

[bookmark: _Toc113387704][bookmark: _Toc129058693]5.27.4	Post-Conditions
TV_Company has full traceability of its products from the factory in one country, to the delivery at the end-customer in another country. 
[bookmark: _Toc113387705][bookmark: _Toc129058694]5.27.5	Existing features partly or fully covering the use case functionality
3GPP TS22.101 Clause 29.2 contains the following requirements: 
Support of 3rd party requested broadcast
-	The 3GPP Core Network shall enable a 3rd party service provider to request sending a broadcast message in a specified geographic area (as specified in TS 22.368 [52]) expecting to reach a group of devices that are served by the 3rd party service provider. 
A 3rd party requested broadcast can be used to trigger a group of IoT devices in a specific geographic area. But this requirement does not include the feature of waking up Ambient IoT devices.
3GPP TS22.368 Clause 7.1.2 contains the following requirements on MTC Device triggering: 
-	The network shall be able to trigger MTC Devices to initiate communication with the MTC Server based on a trigger indication from the MTC Server.
-	The system shall provide a mechanism such that only trigger indications received from authorized MTC Servers will lead to triggering of MTC Devices.
-	Upon receiving a trigger indication from a source that is not an authorized MTC Server, the network shall be able to provide the details of the source (e.g. address) to the MTC User.
-	The system shall provide a mechanism to the MTC User to provide a set of authorized MTC Server(s).
-	Upon receiving a trigger indication, if the network is not able to trigger the MTC Device, the 3GPP system may send an indication to the MTC Server that triggering the MTC Device has been suppressed.
Note:	Suppression of triggering could be due to system conditions such as network congestion.
-	A MTC Device shall be able to receive trigger indications from the network and shall establish communication with the MTC Server when receiving the trigger indication. Possible options may include:
-	Receiving trigger indication when the MTC Device is not attached to the network.
-	Receiving trigger indication when the MTC Device is attached to the network, but has no data connection established.
-	Receiving trigger indication when the MTC Device is attached to the network and has a data connection established.
Based on the requirements in 3GPP TS22.368, 3GPP TS23.682 Clause 4.5.1 contains the following description:
Device Triggering is the means by which a SCS sends information to the UE via the 3GPP network to trigger the UE to perform application specific actions that include initiating communication with the SCS for the indirect model or an AS in the network for the hybrid model. Device Triggering is required when an IP address for the UE is not available or reachable by the SCS/AS.

[bookmark: _Toc113387706][bookmark: _Toc129058695]5.27.6	Potential New Requirements needed to support the use case
[PR.5.27-001] The 5G system shall be able to support an Ambient IoT device to function in different countries in accordance with local regulations.
[PR.5.27-002] The 5G system shall support Ambient IoT device triggering to get one or more Ambient IoT devices to perform specific actions including to initiate communication with the network.
 [PR.5.27-003] The 5G network shall be able to trigger Ambient IoT devices. The 5G system shall enable an authorized 3rd party to instruct the 5G network in which area, which group of Ambient IoT devices needs to be triggered and which action the Ambient IoT devices need to perform when triggered (e.g. send ID, receive further information, send measurement value).
[PR.5.27-004] The 5G system shall support relaying communication from an Ambient IoT device to the network.
[PR.5.27-005] The 5G system shall support authenticated, encrypted and integrity protected communication from an Ambient IoT device to the network, including indirect network communication and ‘store-and-forward’ communication via a UE relay.even when there is no end-to-end connection between the Ambient IoT device and the network
NOTE:	An example of such a scenario is where the Ambient IoT device communicates via a relay device, but where there is no concurrent communication from the relay to the network. The network can authenticate the communication as originating from the Ambient IoT device and not from the relay, and the relay cannot intercept or modify the communication.
Editor’s Note: The requirement above is FFS


3GPP
image1.jpeg




