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1. Overall Description:

SA would like to thank 5G-ACIA for their LS (SP-230003/SP-221005).
SA has tasked its WGs to analyze the gaps and limitations identified by 5G-ACIA, and would like to provide the results of our findings below:
1. For gaps and limitations identified by 5G-ACIA related to NEF exposure capability, please refer to SA2 analysis:
Among the items in SA2 scope, several of them (e.g. G.1, G.4, L2, L.3, L.4, L.5) have already been discussed in SA2 since Rel-16 (Vertical_LAN, IIoT, GMEC). SA2 is currently busy completing Rel-18 and updating SA2 specifications with the Rel-18 features. The SA2 TSs that are primarily related to the 5G-ACIA items are TS 23.501, TS 23.502, and TS 23.503. SA2 would like to inform 5G-ACIA that SA2 has discussed the aspects highlighted by 5G-ACIA that are not supported by 5GS currently in Rel-18 but there are different views on such aspects being gaps, resulting in no consensus.
2. For gaps and limitations identified by 5G-ACIA related to security, please refer to SA3 analysis:

SA3 has discussed the LS from 5G-ACIA with a focus on gaps G.1, G.3 and limitation L.6, which have been identified as being potentially relevant for SA3. The following conclusions have been agreed:
G.1 Provisioning of subscriptions

SA3 did not standardize or does not have plans to standardize a mechanism to provision information related to the identity of a subscription (i.e., UE Ids or authentication keys) into the 5G core. 

For the sake of clarity SA3 also points out that SA3 did not define and does not have plans to define a protocol for provisioning of subscription data to a UE. 

G.3 Provision of security event/logging information

SA3 interprets the terms event and logging information in such way, that it refers to events and logging information originating from the 5G core, but not to events and logging information originating from the UE.

According to the understanding of SA3 security events and logging information include, for instance, information relating to successful and unsuccessful (primary, secondary, slice specific) authentications of UE and information relating to applied protection of user plane traffic.

SA3 did not and does not have plans to standardize exposure of these events or logging information. 

Based on requirements from SA1 or proposals from member companies, SA3 can work on adding these events following the 3GPP SA3 working procedures.

L.6 Fine-grained authorization

SA3 points out that the authorization of Application Functions (AF) at the exposure point can be executed using the OAuth 2.0 procedures. The currently defined scopes allow authorization on the level of services. Vendors might define and make available additional scopes in their specific products.

In addition to authorization based on OAuth 2.0, the exposure points might limit the scope of API calls in a fine granular way based on implementation specific policy checks as indicated in Clause 12.2 of TS 33.501.

3. For gaps and limitations identified by 5G-ACIA related to service exposure enabler, please refer to SA6 analysis:
SA6 has discussed the LS from 5G-ACIA, and has identified gaps and limitations potentially relevant for SA6. The following aspects are provided for further consideration by 5G-ACIA:
G.4 Traffic profile (QoS) for network connections: SA6 has specified Network Resource Management service in 3GPP TS 23.434, Edge enabler service in 3GPP TS 23.558 and 5G Messaging service in 3GPP TS  23.554 which specifies procedures and APIs which can be used for this purpose. 
L.2 Dynamic solution for application centric-QoS: SA6 has specified Network Resource Management service in 3GPP TS 23.434 which specifies procedures and APIs which can be used for this purpose. 
L.4 Monitoring of device connectivity, including the connection’s QoS: SA6 has specified Network Resource Management service in 3GPP TS 23.434 which specifies procedures and APIs which can be used for this purpose. 

L.6 Fine-grained authorization on the level of specific services and resources: SA6 has enabled CAPIF to support Resource Owner Aware Access to resources served by service APIs. The procedures and APIs which can be used for this purpose are specified in 3GPP TS 23.222 for which SA3 is currently working on the detailed security procedures.

3GPP work is performed based on contributions submitted by 3GPP member companies. 3GPP TSG SA would like to suggest that 5G-ACIA member companies that are also 3GPP members directly contribute in the relevant 3GPP working groups.
2. Actions:

To 5G Alliance for Connected Industries and Automation (5G-ACIA).

ACTION: 
3GPP SA respectfully asks 5G-ACIA to take into account the feedback above.
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