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Abstract: This document proposes a way forward for consolidated potential requirement for intruder detection in FS_Sensing.
1. Introduction 
This document provides our initial proposal of methodology of how to consolidate existing sensing requirements. Considering relative similarity, six intruder detection use cases are considered as the starting point or a test bed in this tdoc. Therefore consolidated requirements could be categorized as follows based on functionality. 
· General requirement for sensing operation/service
· Sensing transmitter/receiver discovery
· Sensing operation configurability    
· Sensing measurement data collection/delivery 
· Sensing result derivation
· Sensing result exposure
· Sensing authorization 
· Charging
Certainly sensing use cases beyond intruder detection shall be taken into account next so that additional categories are likely needed to accommodate other requirements. 
There are 6 different intruder detection use cases currently captured in TR 22.837 v0.3.0, which can be categorize based on differnet sensing methods.
	Base station based sensing operation
	UE based sensing operation
	Both UE and base station involved sensing operation

	Clause 5.2  pedestrian/animal intrusion detection on a highway
Clause 5.7   sensing for railway intrusion detection
Clause 5.13 sensing for UAV intrusion detection
Clause 5.22 UAVs/vehicles/pedestrians detection near Smart Grid equipment
	Clause 5.1 home intruder detection

	Clause 5.6 intruder detection in surroundings of smart home



2. Discussion on the PRs for intruder detection
In order to summarize the available requirements from the various approved intruder detection use cases, it is proposed to consolidate the potential requirement into different functional categories for each sensing method. The requirements listed in the tables may be corrected/modified aligned with the newly-added use-cases and the updates to the approved use-cases.
Table 2-1  Consolidated general requirements for sensing operation/service
	Use cases: Clause 5.1, Clause 5.2, Clause 5.13 

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR001
	Based on operator’s policy and subject to regulatory requirements, the 5G system shall be able to provide a mechanism for a trusted 3rd party to request the activation and deactivation of the sensing service according to operator’s policy.

	[P.R 5.13.6-001] The 5G system shall be able to provide a sensing service by using base stations to collect sensing measurements.
[P.R 5.13.6-004] Based on operator’s policy and subject to regulatory requirements, the 5G system shall be able to provide a mechanism for a trusted 3rd party to request the sensing service and based on the request, the base station shall be able to operate sensing periodically or continuously in certain location area for a certain amount of time.
[P.R 5.13.6-007] The 5G system shall be able to support the activation and deactivation of the sensing service according to operator’s policy.
	
Merge them 
into a single CPR.


	CPR002
	
The 5G system shall be able to support a base station to perform sensing operation for a target object without active involvement of the target object or operate sensing periodically or continuously in certain location area for a certain amount of time.


	[PR 5.2.6-1] The 5G system shall be able to support a base station to perform sensing.
[P.R 5.13.6-002] The base station shall be able to sense a target object by obtaining sensing measurement without active involvement of the target object.
[P.R 5.13.6-004] Based on operator’s policy and subject to regulatory requirements, the 5G system shall be able to provide a mechanism for a trusted 3rd party to request the sensing service and based on the request, the base station shall be able to operate sensing periodically or continuously in certain location area for a certain amount of time.
	
Merge them 
into a single CPR.



	CPR003
	The 5G system shall be able to support UE to perform sensing operation with or without using signals received from other UE(s), based on the trusted 3rd party’s request.


	[bookmark: _Hlk103851378][bookmark: OLE_LINK6][P.R.5.1.6-2] The 5G system shall support a UE to perform sensing measurement process based on the trusted 3rd party’s request.
 [P.R.5.1.6-4] The 5G system shall support UE to perform sensing measurement process using signals received from other UE(s).

	Merge them 
into a single CPR.


	CPR004
	The 5G system shall be able to support UE to perform sensing operation in licensed or unlicensed band.
	[P.R.5.1.6-5] The 5G system shall support UE to perform sensing measurement process in licensed or unlicensed band.
	Keep original PR as a single CPR with some editorial wording changes.



Table 2-2 Consolidated requirements for sensing transmitter/receiver discovery
	Use cases: Clause 5.2

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR005
	The 5G system shall be able to support means to select suitable base station(s) to perform sensing, e.g. based on the base station’s location, sensing capability, and the sensing service information requested by trusted third party application.
	[PR 5.2.6-2] The 5G system shall be able to support means to select suitable base station(s) to perform sensing, e.g. based on the base station’s location, sensing capability, and the sensing service information requested by trusted third party application.

	Merge them 
into a single CPR.




Table 2-3 Consolidated requirements for Sensing operation configurability 
	Use cases: Clause 5.2, Clause 5.13

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR006
	The 5G system shall be able to support means for network operator to configure and adjust the sensing operation of a base station (e.g. authorization, sensing area, sensing activation and/or deactivation, sensing operation time window, sensing accuracy) based on request from a trusted 3rd party.

	[PR 5.2.6-3] The 5G system shall be able to support means to configure the sensing operation of a base station(e.g. authorization, sensing activation and/or deactivation, sensing duration, sensing accuracy, target sensing location area).
[P.R 5.13.6-008] The 5G system shall be able to provide a mechanism for network operator to configure and adjust sensing operation (e.g. authorization, sensing area, sensing operation period and sensing operation time window etc.) based on request from a trusted 3rd party.

	Merge them 
into a single CPR.




Table 2-4 Consolidated requirements for sensing measurement data collection/delivery 
	Use cases: Clause 5.1, Clause 5.2, Clause 5.6, Clause 5.7 and Clause 5.13

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR007
	Subject to operator policy, the 5G system shall be able to support means to enable a base station or UE to transfer sensing measurement data to the core network.
	[P.R.5.1.6-3] The 5G system shall provide mechanisms for an operator to only collect or expose the sensing information requested by a trusted 3rd party according to agreement. 
[PR 5.2.6-4] The 5G system shall be able to support means to enable a base station to transfer sensing measurement data to the core network.
[PR. 5.6.6 - 001] Subject to operator policy, the 5G system shall be able to collect sensing measurement data and yield sensing result from the data for detection of outdoor objects.
[PR. 5.7.6 - 001] Subject to operator policy, the 5G system shall enable the core network to collect and aggregate sensing measurement data from base stations.
[P.R 5.13.6-003] The 5G system shall provide mechanisms for an operator to transport sensing data from base station towards the core network.
	Merge them 
into a single CPR.

Both UE and base station can transfer the sensing measurement data to the core network. 





Table 2-5 Consolidated Requirements for sensing result derivation 
	Use cases: Clause 5.2, Clause 5.6, Clause 5.7

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR008
	Subject to operator policy, the 5G system shall be able to support means to enable the core network to process sensing measurement data for obtaining sensing results.
	 [PR 5.2.6-5] The 5G system shall be able to support means to enable the core network to process sensing measurement data for obtaining sensing results.
[PR. 5.7.6 - 001] Subject to operator policy, the 5G system shall enable the core network to collect and aggregate sensing measurement data from base stations. 
[PR. 5.6.6 - 001] Subject to operator policy, the 5G system shall be able to collect sensing measurement data and yield sensing result from the data for detection of outdoor objects.
	Merge them 
into a single CPR.




Table 2-6 Consolidated Requirements for sensing result exposure 
	Use cases: Clause 5.1, Clause 5.2, Clause 5.7, Clause 5.13, and Clause 5.22

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR009
	Based on operator’s policy, the 5G system shall enable the core network to expose a suitable API to provide the information regarding sensing results to authorized third parties.

	[P.R.5.1.6-3] The 5G system shall provide mechanisms for an operator to only collect or expose the sensing information requested by a trusted 3rd party according to agreement.
[PR 5.2.6-6] Based on operator’s policy, the 5G system shall expose a suitable API to a trusted third party to provide the information regarding sensing results.
[PR. 5.7.6 - 002] Subject to operator policy, the 5G system shall enable the core network to expose a suitable API to provide the information regarding sensing results to authorized third parties.
[P.R 5.13.6-005] Based on operator’s policy and subject to regulatory requirements, the 5G system shall be able to periodically expose sensing results to a trusted 3rd party application.
[P.R 5.13.6-006] The 5G system shall provide a mechanism controllable by the operator, according to a business agreement, to report sensing result to a trusted 3rd party about a target object and multiple target objects when specific conditions are met.
NOTE: These conditions could be the target object distance from the restricted area border less than 10m or entering restricted area.
[PR. 5.22.6 - 001] Subject to operator policy, the 5G system shall enable the network to expose a suitable API to a authorized third party to provide the information regarding sensing results.
	Merge them 
into a single CPR.





Table 2-7 Consolidated requirements for sensing authorization 
	Use cases: Clause 5.1

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR010
	The 5G system shall be able to provide a mechanism for an operator to authorize a UE for sensing, e.g., based on location.
	[P.R.5.1.6-1] The 5G system shall provide a mechanism for an operator to authorize a UE for sensing, e.g., based on location.
Editor's Note:	Terminology of UE/base station needs to be adapted
	Keep original PR as a single CPR with some editorial wording changes. 




Table 2-8  Consolidated Requirements for Charging 
	Use cases: Clause 5.2

	PCR number
	Proposed Consolidated Requirement
	Original PR
	Remarks 

	CPR011
	The 5G system shall be able to support charging data collection for the sensing services (e.g. considering service type, sensing accuracy, target area, duration) requested by a trusted third party application.
	[PR 5.2.6-7] The 5G system shall be able to support charging data collection for the sensing services (e.g. considering service type, sensing accuracy, target area, duration) requested by a trusted third party application.

	Keep original [PR 5.2.6-2] as a single CPR.




3. Proposal for initial consolidation of intruder detection
It is proposed to consolidate the functional requirements based on the above principles.
General requirement for sensing operation/service
CPR001: Based on operator’s policy and subject to regulatory requirements, the 5G system shall be able to provide a mechanism for a trusted 3rd party to request the activation and deactivation of the sensing service according to operator’s policy.
CPR002: The 5G system shall be able to support a base station to perform sensing operation for a target object without active involvement of the target object or operate sensing periodically or continuously in certain location area for a certain amount of time.
CPR003: The 5G system shall be able to support UE to perform sensing operation with or without using signals received from other UE(s), based on the trusted 3rd party’s request.
CPR004: The 5G system shall be able to support UE to perform sensing operation in licensed or unlicensed band.
Sensing transmitter/receiver discovery
CPR005: The 5G system shall be able to support means to select suitable base station(s) to perform sensing, e.g. based on the base station’s location, sensing capability, and the sensing service information requested by trusted third party application.
Sensing operation configurability    
CPR006: The 5G system shall be able to support means for network operator to configure and adjust the sensing operation of a base station (e.g. authorization, sensing area, sensing activation and/or deactivation, sensing operation time window, sensing accuracy) based on request from a trusted 3rd party.
Sensing measurement data collection/delivery 
CPR007: Subject to operator policy, the 5G system shall be able to support means to enable a base station or UE to transfer sensing measurement data to the core network.
Sensing result derivation
CPR008: Subject to operator policy, the 5G system shall be able to support means to enable the core network to process sensing measurement data for obtaining sensing results.
Sensing result exposure
CPR009: Based on operator’s policy, the 5G system shall enable the core network to expose a suitable API to provide the information regarding sensing results to authorized third parties.
Sensing authorization 
CPR010: The 5G system shall be able to provide a mechanism for an operator to authorize a UE for sensing, e.g., based on location.
Charging
CPR011: The 5G system shall be able to support charging data collection for the sensing services (e.g. considering service type, sensing accuracy, target area, duration) requested by a trusted third party application.

4. Consolidated KPIs for intruder detection
	Scenario
	Sensing service area 
	Confidence level [%]

	Accuracy of positioning estimate by sensing (for a target confidence level)
	Accuracy of velocity estimate by sensing (for a target confidence level)
	Sensing resolution
	Max sensing service latency
[ms]

	Refreshing rate
[s]

	Missed detection
[%]

	False alarm
[%]


	
	
	
	Horizontal
[m]
	Vertical
[m]
	Horizontal
[m/s]
	Vertical
[m/s]
	Range resolution
[m]

	Velocity resolution (horizontal/ vertical)
[m/s x m/s]

	
	
	
	

	Intruder detection in smart home 
	Indoor

	95
	≤10
	≤10
	N/A
	N/A
	N/A
	N/A
	<1000
	< 1
	< 5
	< 2

	Pedestrian/animal intrusion detection on a highway
	Outdoor (Highway)
	95
	≤1
	N/A
	N/A
	N/A
	N/A
	N/A
	≤5000
	≤ 0.1
	≤5
	≤5

	Intrusion detection on a railway
	Outdoor (Along railway)
	95
	≤1.5
	N/A
	N/A
	N/A
	N/A
	N/A
	˂1500
	≤ 0.1
	≤0.1
	≤0.1

	UAV intrusion detection
	Outdoor
	95
	≤10
	≤10
	N/A
	N/A
	10
	[5]
	[≤5000]
	[≤0.1Hz]
	[≤5]
	[≤5]

	Sensing for the use case in Smart Grid (NOTE 2)
	Outdoor
	95
	≤0.7
	N/A
	UAV: ≤25;
Pedestrian: ≤1.5;
Vehicle: ≤15
	N/A
	N/A
	N/A
	≤5s
	≥10Hz
	[≤5]
	[≤5]

	NOTE 1: The terms in Table 5.22.6-1 are found in Section 3.1.
NOTE 2: The typical size (Length x Width x Height) of UAV is 1.6m x 1.5m x 0.7m, the typical size of pedestrian is 0.5m x 0.5m x 1.75m, and the typical size of engineering vehicle is 7.5m x 2.5m x 3.5 m. The size of the park of Smart Grid depends on the real environment. 
NOTE 3: The safe distance between pedestrian/vehicle and transmission station/line is 0.7m/0.95m [46].




* * * First Change * * * *
[bookmark: _Toc120625318][bookmark: _Toc99442485]7	Consolidated potential requirements and KPIs
[bookmark: _Toc120625319][bookmark: _Toc99442486]7.1	Consolidated potential requirements
7.1.1	Initial consolidation of intruder detection
General requirement for sensing operation/service
CPR001: Based on operator’s policy and subject to regulatory requirements, the 5G system shall be able to provide a mechanism for a trusted 3rd party to request the activation and deactivation of the sensing service according to operator’s policy.
CPR002: The 5G system shall be able to support a base station to perform sensing operation for a target object without active involvement of the target object or operate sensing periodically or continuously in certain location area for a certain amount of time.
CPR003: The 5G system shall be able to support UE to perform sensing operation with or without using signals received from other UE(s), based on the trusted 3rd party’s request.
CPR004: The 5G system shall be able to support UE to perform sensing operation in licensed or unlicensed band.
Sensing transmitter/receiver discovery
CPR005: The 5G system shall be able to support means to select suitable base station(s) to perform sensing, e.g. based on the base station’s location, sensing capability, and the sensing service information requested by trusted third party application.
Sensing operation configurability    
CPR006: The 5G system shall be able to support means for network operator to configure and adjust the sensing operation of a base station (e.g. authorization, sensing area, sensing activation and/or deactivation, sensing operation time window, sensing accuracy) based on request from a trusted 3rd party.
Sensing measurement data collection/delivery 
CPR007: Subject to operator policy, the 5G system shall be able to support means to enable a base station or UE to transfer sensing measurement data to the core network.
Sensing result derivation
CPR008: Subject to operator policy, the 5G system shall be able to support means to enable the core network to process sensing measurement data for obtaining sensing results.
Sensing result exposure
CPR009: Based on operator’s policy, the 5G system shall enable the core network to expose a suitable API to provide the information regarding sensing results to authorized third parties.
Sensing authorization 
CPR010: The 5G system shall be able to provide a mechanism for an operator to authorize a UE for sensing, e.g., based on location.
Charging
CPR011: The 5G system shall be able to support charging data collection for the sensing services (e.g. considering service type, sensing accuracy, target area, duration) requested by a trusted third party application.

[bookmark: _Toc99442487][bookmark: _Toc120625320]7.2	Consolidated potential KPIs of sensing results
7.2.1 Consolidated potential KPIs of intruder detection
	Scenario
	Sensing service area 
	Confidence level [%]

	Accuracy of positioning estimate by sensing (for a target confidence level)
	Accuracy of velocity estimate by sensing (for a target confidence level)
	Sensing resolution
	Max sensing service latency
[ms]

	Refreshing rate
[s]

	Missed detection
[%]

	False alarm
[%]


	
	
	
	Horizontal
[m]
	Vertical
[m]
	Horizontal
[m/s]
	Vertical
[m/s]
	Range resolution
[m]

	Velocity resolution (horizontal/ vertical)
[m/s x m/s]

	
	
	
	

	Intruder detection in smart home 
	Indoor

	95
	≤10
	≤10
	N/A
	N/A
	N/A
	N/A
	<1000
	< 1
	< 5
	< 2

	Pedestrian/animal intrusion detection on a highway
	Outdoor (Highway)
	95
	≤1
	N/A
	N/A
	N/A
	N/A
	N/A
	≤5000
	≤ 0.1
	≤5
	≤5

	Intrusion detection on a railway
	Outdoor (Along railway)
	95
	≤1.5
	N/A
	N/A
	N/A
	N/A
	N/A
	˂1500
	≤ 0.1
	≤0.1
	≤0.1

	UAV intrusion detection
	Outdoor
	95
	≤10
	≤10
	N/A
	N/A
	10
	[5]
	[≤5000]
	[≤0.1Hz]
	[≤5]
	[≤5]

	Sensing for the use case in Smart Grid (NOTE 2)
	Outdoor
	95
	≤0.7
	N/A
	UAV: ≤25;
Pedestrian: ≤1.5;
Vehicle: ≤15
	N/A
	N/A
	N/A
	≤5s
	≥10Hz
	[≤5]
	[≤5]

	NOTE 1: The terms in Table 5.22.6-1 are found in Section 3.1.
NOTE 2: The typical size (Length x Width x Height) of UAV is 1.6m x 1.5m x 0.7m, the typical size of pedestrian is 0.5m x 0.5m x 1.75m, and the typical size of engineering vehicle is 7.5m x 2.5m x 3.5 m. The size of the park of Smart Grid depends on the real environment. 
NOTE 3: The safe distance between pedestrian/vehicle and transmission station/line is 0.7m/0.95m [46].
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